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Chapter 1

Introduction

“Cryptography is the art of transforming a complex infor-
mation security problem into a complexr key management
problem.”

— Someone in the hallway at Real World Crypto

Cryptography is the study of algorithms that protect information from an
intelligent adversary. As “protect” is a rather ambiguous term, computer scien-
tists have divided it into three main goals: Confidentiality assures that only
intended recipients can read a given information, integrity guarantees that no
information was altered and authenticity makes sure that information stems
from the inferred sender and not an impostor. These goals are a necessity for
secure digital communication — from bank transactions, car keys and confi-
dential messaging to remote access into critical infrastructures. They can be
met using cryptographic techniques.

On a high level, cryptography works by securing information with a key.
This can be done with a single secret key that is shared amongst all com-
munication partners. This style of operation is referred to as symmetric
cryptography and is inherently limited in its scalability. Distributing symmet-
ric keys has been tedious and error-prone work in the past, often relying on
confidential code books or other difficult means of transportation. To combat
this limitation, a new approach to cryptography was proposed: Asymmet-
ric cryptography refers to algorithms that do not require a secret key to be
shared for secure communication. Instead, every communication partner uses
keypairs, consisting of a private and public key. The public key can be shared
with the whole world and still be used to establish secure communication with
the possessor of its associated private key. In digital communication systems,
asymmetric cryptography is commonly used in conjunction with long-lasting
keypairs to establish a secure channel. Within this channel, a symmetric secret
key is exchanged to protect individual messages.

Using symmetric algorithms for protecting the actual information payload
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within an asymmetrically established channel is done for performance rea-
sons. Asymmetric cryptography tends to be more expensive than its symmetric
counter part in terms of computational resources, such as memory, computa-
tional time and transmission size. Asymmetric algorithms are expensive mainly
because they are based on involved mathematical constructions. Namely, the
security of virtually all asymmetric algorithms in use today is based on the
hardness of two mathematical problems. These are the so-called prime fac-
torization and the discrete logarithm problems. Conversely, if these two
problems would be efficiently solvable for an adversary, our digital communica-
tion would lose confidentiality, integrity and authenticity. In fact, both prob-
lems are quite related, as they are both instances of the superjacent abelian
hidden subgroup problem in the additive group of integers. Maybe surprisingly,
this means that an efficient solution to this single problem would shatter our
digital civilization by rendering asymmetric cryptography useless.

And so it appears that asymmetric cryptography, a corner stone of our in-
terconnected world, suffers from two major deficiencies. First and foremost, it
lacks diversity by relying on the supposed hardness of a single mathematical
problem. Secondly, it is expensive in terms of computational resources. Tack-
ling both deficiencies is a major goal of contemporary cryptography research.

1.1 Post-Quantum Cryptography

Shor further fanned the flames of doubt with his 1994 publication “Polynomial-
Time Algorithms for Prime Factorization and Discrete Logarithms on a Quan-
tum Computer” [Sho94]. With his work, Shor expounded that a large-enough
quantum computer could be leveraged to efficiently solve the problem that
underpins widely-used asymmetric cryptography. This means that, if a large
quantum computer is engineered, the asymmetric cryptography we rely on
would be entirely broken. Continued advances in quantum computing make
this an intolerable risk.

Given the looming threat of quantum computing, the term Post- Quantum
Cryptography (PQC) was coined to describe a new set of algorithms built on
assumptions that shall also withstand an adversary in possession of large quan-
tum computers [Ber09]. In 2016, the government of the United States of Amer-
ica acknowledged the problems of asymmetric cryptography. Fearing threats
to national security, the U.S. National Institute of Standards and Technology
(NIST) issued a call to the international cryptography community, asking for
new algorithms [Nat16]. After the cryptography community answered the call
by proposing a variety of algorithms, a multi-year selection process involving
discussions about the feasibility, efficiency and security of these proposals was
set on track. First tangible results emerged in 2024 with the standardization
of new asymmetric algorithms [Nat24a] [Nat24b] [Nat24c]. These algorithms
serve the same purpose as previous asymmetric algorithms but do not rely on
the same mathematical assumption as their predecessors.
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1.2 Resource-Constrained Environments

While these algorithms add security, they also pose new engineering challenges.
Tuning these complex algorithms to decrease transmission size, memory con-
sumption, storage space and runtime is a main topic of study in the con-
temporary field of cryptography engineering. Optimizing these algorithms for
embedded devices is especially challenging. Unlike general-purpose computers,
embedded devices are produced for a specific purpose in a specific environment,
have tight hardware constraints and usually run dedicated software optimized
for resource efficiency and reliability.

Their environments typically impose further restrictions regarding resources
such as available power or communication bandwidth. Examples of embedded
devices running in resource-constrained environments can be found in most
areas of our lives. An insulin pump is as much of an embedded device as an
automotive airbag controller. Not seldom, lives depend on the authenticity and
integrity of these devices and the information they store, send, and receive. In
fact, connecting embedded devices to large computer networks has become so
common that observers devised the phrase “Internet of Things”. The number
of network-connected embedded devices even outweighs that of general-purpose
computers such as laptops or smartphones by far. Securing embedded devices
and the information they carry and exchange with the resource-intense tools of
asymmetric cryptography therefore poses a difficult but paramount challenge.

1.3 Contributions

This thesis aims to contribute to the field of applied cryptography by bringing
post-quantum cryptography to real-world, resource-constrained environments.
The primary focus of this work is on quantum-secure authentication. Excellent
previous work has contributed numerous advances in optimizing specific parts
of isolated, embedded algorithm implementations [KRSS]. This work aims to
build up on that research and paint a broader picture. The word “environment”
in its title is to be taken literally. In the following chapters, post-quantum
cryptography algorithms are not investigated in an isolated fashion on a given
embedded platform. Instead, they are deployed into embedded environments
that fulfil a security-critical role in a technical context. All of these environ-
ments are constrained in their resources to deliver insights into a variety of
embedded use cases. I hope the following additions to the literature will prove
helpful for academia and industry.

The content of this thesis is based on peer-reviewed papers that were writ-
ten interdependently or in collaboration with coauthors. These papers will
be introduced in the following sections, together with a statement about my
original contribution.
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Part I: Post-Quantum Implementation

The first part of the thesis zooms in on the implementation of (post-quantum)
primitives in specific, resource-constrained contexts. It is mainly based on two
peer-reviewed papers. The use case of feature activation in cars using a strong
head unit and a weak trusted platform module (TPM) with very few memory
is investigated in Chapter 3. It is based on the paper:

Ruben Gonzalez, Andreas Hiilsing, Matthias J. Kannwischer, Ju-
liane Kradmer, Tanja Lange, Marc Stottinger, Elisabeth Waitz,
Thom Wiggers, and Bo-Yin Yang. Verifying Post-Quantum sig-
natures in 8 kB of RAM. 1In Post-Quantum Cryptography —
PQCrypto 2021, LNCS, pages 215-233. Springer, 2021. https:
//eprint.iacr.org/2021/662

In it, various post-quantum signature algorithm implementations are
aligned to meet the tight time and memory constrains. To accomplish this,
the signatures are streamed into a simulated TPM which verifies them for
correctness. Implementation of post-quantum primitives were done in equal
parts by Mathias Kannwischer and me. The benchmarking framework used
for this unusual purpose was designed and implemented by me. Paper writing
was distributed between all authors, with me contributing mainly to the
implementation and results sections.

Part I concludes with Chapter 4, based on a joint paper about clearing sensi-
tive data, such as key material, from memory in cryptography implementations.
In the paper’s introduction, the problem of leaking critical cryptographic val-
ues via stack spillage is introduced. Then case studies are presented, showing
that this can be a problem in real world cryptography libraries and investigate
how those libraries try to mitigate the threat. A solution using the Jasmin
programming language is then presented and evaluated for multiple primitives.

Santiago Arranz Olmos, Gilles Barthe, Ruben Gonzalez, Ben-
jamin Grégoire, Vincent Laporte, Jean-Christophe Léchenet, Tiago
Oliveira, and Peter Schwabe. High-assurance zeroization. TACR
Transactions on Cryptographic Hardware and Embedded Systems,
2024(1):375-397, 2024. https://eprint.iacr.org/2023/1713

I contributed the research and documentation on how real world libraries are
affected by this problem and what mitigations they have in place. During this
research I also identified vulnerabilities in the OpenSSL and libsodium cryp-
tography libraries that are documented in the paper and have been responsibly
disclosed to the OpenSSL and libsodium developers. Further, I provided an ex-
ample application and proof of concept exploit showing that this vulnerability
can be exploited in real software systems. For the written paper I contributed
the sections about failure modes and possible solutions in collaboration with
Peter Schwabe.
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Part 1I: Post-Quantum Protocols for Embedded Systems

While the previous part was concerned with implementation of post-quantum
primitives in a specific setting, this part of the thesis deals with existing, stan-
dardized protocols utilizing asymmetric cryptography in an embedded setting.
Its content is mainly based on two papers giving insight into how post-quantum
authentication could be achieved in those protocols and how that would affect
performance. In collaboration with Thom Wiggers, the following paper was
devised.

Ruben Gonzalez and Thom Wiggers. KEMTLS vs. post-quantum
TLS: Performance on embedded systems. In International Confer-
ence on Security, Privacy, and Applied Cryptography Engineering,
pages 99-117. Springer, 2022. https://eprint.iacr.org/2022/
1712

As the title suggests, it contains performance comparisons between
post-quantum TLS and KEMTLS-based server authentication in resource
constrained environments. These environments are limited in computational
resources and feature an array of different transmission technologies offering
various communication bandwidths and latencies. Thom Wiggers, who is the
principle author behind KEMTLS [SSW20], kindly contributed Section 5.2
introducing TLS and KEMTLS as part of the background. He also supplied
latex/tikz code for the visualization and tables of benchmarks. I have
contributed the implementation of TLS and KEMTLS with post-quantum
authentication for embedded environments, the reproducible benchmarking
setup, a benchmarking integration into the ZephyrOS real-time operating
system, benchmarking results, analysis and all remaining paper sections. Both
TLS and KEMTLS implementations are based on the WolfSSL. embedded
library and feature an altered version of the PQM4 [KRSS]| library offering
WolfSSL-compatible APIs.

The second paper, contained within Chapter 6, deals with post-quantum
user authentication. Within this single author paper, the SPHINCS+ state-
less hash-based signature algorithm [ABB*22] is instantiated with a variety
of parameters to show that it can be a surprisingly competitive choice when
tailored to a specific, resource constrained environment. The experiments were
conducted on real hardware and used the FIDO2/CTAP2 user authentication
mechanisms.

Ruben Gonzalez. Stateless hash-based signatures for post-quantum
security keys. In International Conference on Applied Cryptogra-
phy and Network Security, volume 15654 of LNCS. Springer, 2025.
https://eprint.iacr.org/2025/298

Idea, implementation, benchmarks, analysis and all sections are my original
work. However, it is noteworthy that the implementation and benchmarking
setup is based on Google’s OpenSK experimental FIDO2 implementation. Ad-
ditionally, I received valuable feedback from my supervisor Peter Schwabe.
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Part I1I: Supplementary Works

This final part offers a view beyond the embedded realm. In it, the crypto-
graphic security of the Olvid messenger [Olv25a] is analyzed. The paper focuses
on Olvid’s cryptographic core, specifically its protocols for authenticated key
exchange. Using the symbolic prover Tamarin, various security goals of Olvid
are formally verified. Additionally, a time-based side channel vulnerability in
Olvid’s implementation is described and some design choices are called into
question.

Noemi Terzo, Cas Cremers, Ruben Gonzalez, Peter Schwabe, Yuval
Yarom, and Zhiyuan Zhang. Security analysis of the olvid secure
messenger. unpublished

For this work, I assisted in the reverse engineering of the Olvid messenger
app and its communication protocols. I further contributed to the paper’s
sections about Olvid’s inner workings, its source code analysis and certain
implementation-specific shortcomings.



Chapter 2

Preliminaries

This chapter presents concepts, definitions and notation necessary to under-
stand the subsequent chapters. We start with Section 2.1, introducing crypto-
graphic terminology and definitions, before introducing background on Post-
Quantum Cryptography in Section 2.2. Section 2.3 then gives background on
embedded systems and experimental design.

2.1 Cryptography

On first sight, just like mathematicians, cryptographers seem to enjoy confus-
ing people with complex notation. But, of course, this supposedly complex
notation is needed to eliminate ambiguity and enable efficient communication.
For the same purpose, this thesis makes use of some standard definitions and
notation. The following section introduces the terminology, definitions and
notation needed to understand the following chapters.

As this thesis is mainly concerned with performance and implementation
security, formal security models and proofs are largely omitted in the prelimi-
naries. The reader is encouraged to consult the literature, for example [MF21],
for further background on these topics.

2.1.1 Definitions and Notation

Cryptography tries to accomplish security goals using algorithms that employ
keys. We therefore begin by specifying keyed algorithms and our definition
of security. When using a keyed algorithm Alg, we denote the employed key
k as Alg,. In algorithm definitions, we use L as failure symbol, meaning the
computation did not conclude to a valid output.

This work is primarily focused on performance results of post-quantum
cryptography algorithms and not their underlying security proofs. So for us
it suffices to define security via the number of operations an adversary would
need to break a cryptographic system using a particular attack. We assume

7
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this “particular attack” to be the best known attack against the system, unless
stated otherwise. Definition 2.1 introduces bit security as used throughout the
thesis.

Definition 2.1 (Bit Security). A cryptographic system has a bit security of n
against a given adversary A mounting a particular attack, if A requires at least
2™ operations to gain a relevant chance to break at least one security property.

The mathematical notation in this thesis follows established conventions.
Throughout this thesis, variable assignment is denoted as variable < value and
variable equality with var, = vars. To assign a value by drawing randomly from
a given set, we denote variable «s set. Cardinality of a set is denoted as |set|.
The same notation is sometimes used to express the length of a cryptographic
object in bytes, as in |sig| = 32 specifying the length of a given signature as
32 bytes. a|b|c denotes the concatenation of byte strings a, b and ¢ with
Hello|World = HelloWorld. We define {1,...,n} as the set of integers from 1 to
n and specifically {0,1}! as a bit string of length I and {0,1}* as a bit string of
arbitrary length. The term Z, represents the additive group of integers modulo
q, Zy the group of integers modulo ¢ under multiplication.

2.1.2 Symmetric Primitives

While the focus of this thesis is primarily on post-quantum — and hence asym-
metric — cryptography, symmetric primitives are necessary building blocks for
the discussed protocols. This section briefly introduces the required back-
ground.

Symmetric primitives are characterized by the fact that all communication
parties use the same inputs to their computations. Typically, this means a
secret key, that is shared amongst communication parties, is used to encrypt
and decrypt, to sign and verify. For this reason, symmetric cryptography is
sometimes referred to as secret-key cryptography. Commonly, symmetric al-
gorithms are more performant than their asymmetric counter parts and are
therefore trusted with protection of payload data, whereas asymmetric algo-
rithms are used in involved protocols to establish symmetric keys between the
communicating parties.

Hash Function

An idealized hash function maps an arbitrary-length input to a fixed-length
output. A cryptographic hash function additionally offers at least three
security guarantees. Informally, for a polynomial-time, probabilistic adversary
A it must be hard to break:

Collision resistance by finding arbitrary inputs m,m’ that lead to the
same output,
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pre-image resistance by finding an input m for a given output and

second pre-image resistance by finding an input m’ that produces
the same output as given input m.

Definition 2.2 (Cryptographic Hash Function). A hash function

H(m) - {0,1}!, for m € {0,1}*

that offers collision resistance, pre-image resistance and second pre-image Te-
sistance.

From this we arrive at Definition 2.2 for a cryptographic hash function.
Cryptographic hash functions are used for various duties in cryptographic pro-
tocols, but are also a necessary building block for most asymmetric primitives,
such as digital signatures (see Section 2.1.3).

Key-Derivation Function

A key-derivation function (KDF) is used to cast key material into a key. KDF's
are mainly used to align key material to the correct length and uniformity
(e.g. to be used as a symmetric key) or to derive multiple distinct keys from
the same key material. The key material used may stem from an asymmetric
algorithm as described in Section 2.1.3. Throughout this work, the Hash-based
KDF (HKDF) construction as defined in [KralOb], based on [KralOal, is used.
HKDF is an extract-then-expand-style KDF as described in Definition 2.3.

Definition 2.3 (Extract-then-Expand Key Derivation Function). An extract-
then-expand KDF implements the algorithms:

KDF.Extract(IKM, salt) — PRK an extract algorithm where the input keying ma-
terial IKM is used with an optional, non-secret salt value to derive a
pseudo-random key PRK.

KDF.Expand(PRK;,info,l) - OKM an expand algorithm that delivers output
keying material of length | based on a PRK (usually the output of extract)
and some non-confidential context data, info.

It is important to note here, that the PRK is not inherently “stronger” than
the IKM, as a KDF does not add entropy. However, given sufficient entropy in
IKM, KDF.Extract outputs a value PRK that is hard to distinguish from uniform.
In this work, KDF.Extract(IKM, salt) may be abbreviated as KDF(IKM) (with
empty salt) or KDF(IKM, salt) for readability in diagrams.
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Message Authentication Code

Message authentication codes (MACs) preserve the authenticity of messages.
For the remainder of this work, we use the term “authenticity” as the guaran-
tee of integrity (the message was not altered) and authentication (the message
stems from the inferred sender). MACs are symmetric primitives as the sender
and receiver of a given message use the same secret key to compute an authen-
tication tag.

Definition 2.4 (Message Authenciation Code). A message authentication code
consists of three probabilistic polynomial-time algorithms:

MAC.KeyGen(1') = k a key generation algorithm that, on input the security
parameter l, outputs a secret key k.

MAC.Mac(m) -t a MAC generation algorithm that takes as input a secret
key k and a message m € {0,1}*, and outputs a tag t.

MAC.Verify, (m,t) - {0,1} a verification algorithm that takes as input the se-
cret key k, a message m, and a tag t, and outputs 1 if t is a valid tag for
m under k, and 0 otherwise.

Upon receiving a message with its associated authentication tag, the receiver
recomputes the tag using the message and shared secret key. He then proceeds
to compare the received authentication tag with the recomputed value. Given
they are identical, the message is considered authentic. For Definition 2.5
we model this verification as a distinct algorithm. MACs are frequently used
in combination with symmetric encryption to guarantee confidentiality and
authenticity of messages.

Authenticated Encryption

Authenticated Encryption with Associated Data (AEAD) algorithms offer a
single primitive to assure confidentiality and authenticity. Usually they employ
a form of symmetric encryption and a MAC construction to accomplish this.
Our definition given below is based on [Rog02].

Definition 2.5 (Authenticated Encryption with Associated-Data). A authen-
ticated encryption with associated data scheme consists of three probabilistic
polynomial-time algorithms:

AEAD.KeyGen(1') - k a key generation algorithm that takes a security param-
eter | and outputs a secret key k.

AEAD.Enci(n,a,m) — ¢ an encryption algorithm that takes as input a secret
key k, a unique nonce n € {0,1}*, associated data a € {0,1}*, plaintext
m € {0,1}* and outputs a ciphertext c € {0,1}* with the associated data
being authenticated, but not encrypted.
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AEAD.Deci(n,a,c) — m or L a decryption algorithm that takes as input the
secret key k, monce n, associated data a, and ciphertext c, and outputs
either the plaintext message m or a failure symbol L in case of MAC
verification failure.

The associated data in AEAD schemes is meant to transport necessary
metadata that does not require confidentiality, e.g. certain protocol headers.
However, in this work we do not use associated data at all. For our purpose, the
employed AEAD schemes are used as authenticated encryption (AE). Within
the text, nonces are sometimes omitted for brevity. AEADy(m) or AEx(m) in
following diagrams therefore refers to AEAD.Ency(n,a,m) with empty associ-
ated data and random nonce.

2.1.3 Asymmetric Primitives

Unlike symmetric primitives that rely on a single shared key, asymmetric cryp-
tography uses a pair of linked keys: typically one public and one private. Cru-
cially, revealing a public key does not affect the security of the system or the
confidentiality of the private key. This section introduces the algorithm defini-
tions used throughout the thesis.

Digital Signature Scheme

Asymmetric digital signature schemes are used to ensure authenticity, without
relying on a shared secret key. Definition 2.6 specifies such schemes on a high
level.

Definition 2.6 (Digital Signature Scheme). A digital signature scheme con-
sists of three algorithms:

Sig.KeyGen(1!) - (sk,pk) a key generation algorithm that takes a security pa-
rameter | and outputs a key pair with private key sk and public key pk.

Sig.Sign(sk,m) = S a signature algorithm that takes a private key sk and mes-
sage m € {0,1}* and outputs a signature S.

Sig.Verify(pk,m,S) = {0,1} a verification algorithm that takes public key pk,
message m, signature S and outputs 1 only if S is a valid signature of m
under pk.

In its post-quantum call, NIST actually asked for submissions with a dif-
ferent definition [Nat16]. NIST followed the more misuse-resistant approach
of defining a Sign function returning a single value containing signature and
message and an Open function that consumes this value and only returns the
message given the signature is valid. This has the advantage that inexperienced
or negligent developers cannot access the message directly in case signature
verification fails. However, we use the definition above because existing proto-
cols (see Part IT) and code bases for our conducted experiments depend on it.

11
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Changing APIs from a Sign/Verify to Sign/Open paradigm, and vice versa, is
usually a triviality anyway and does not affect performance results. For brevity
in diagrams, Sig.Sign(sk, m) may be written as Signg (m).

Diffie-Hellman Key Exchange

Current versions of security protocols, such as TLS, mostly rely on the Diffie-
Hellman (DH) key exchange [DH76] for securely exchanging a symmetric key.
DH can, in principle, be conducted in any finite cyclic group in which it is
infeasible to compute logarithms. Common choices for these groups are Z; with
prime g or prime-order subgroups of points on elliptic curves. The latter have no
known sub-exponential time attacks and therefore offer smaller keys and faster
computation. Therefore, using DH with elliptic curves is the de-facto standard
for asymmetric key exchange as of today. Cryptography utilizing elliptic curves
is commonly referred to as Elliptic Curve Cryptography (ECC). Definition 2.7
formally introduces DH. While it is customary to use additive notation for
elliptic curves, the definition uses the multiplicative notation from the original
publication. This is done for consistency with the remaining definitions.

Definition 2.7 (Diffie-Hellman Key Exchange). Given the parties have agreed
on security parameters: (G,n,g) with finite cyclic group G of order n and
generator g, the Diffie-Hellman key exchange consists of two algorithms:

DH.KeyGen() — (sk,pk) a key generation algorithm that, based on the security
parameters (G,n,g), selects a secret exponent x «<sZ;, computes X =
g° € G, and outputs the key pair (sk = x,pk = X).

DH.Exchange(sk, pkp) — s a key exchange algorithm that, on input of a private
key sk = x and the other party’s public key pk, = X, = g°» € G, outputs
the shared secret s = X = g"»* = X" € G.

It is easy to see that a passive adversary observing transmitted public keys
cannot compute the shared secret s, unless he is able to compute the discrete
logarithm log, (pk) = sk for one of them. While this seems to be a hard problem
for classical computers, Shor’s algorithm [Sho94] enables quantum computers
to do exactly that. The susceptibility of DH to quantum attacks is one of the
strongest driving forces behind the adoption of post-quantum cryptography.

Commonly, DH keypairs are ephemeral. They are not persisted to long-term
storage and created fresh for every new iteration of the algorithm. This serves
the purpose of forward secrecy [DvW92], as an adversary that compromises a
communication partner will not be able to compute previously exchanged secret
keys (and hence compromise confidentiality) based on observed key exchanges.

Key-Encapsulation Mechanism

As relying on traditional DH has become dangerous, a different, more ab-
stract definition for key exchange primitives is needed. Traditionally, public
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key encryption (PKE), was considered an alternative. PKE schemes encrypt
a symmetric key via a public key. The possessor of the corresponding private
key can then decrypt and use the symmetric key. While the post-quantum key
exchange schemes employed in this thesis are based on PKE constructions, we
use their established Key-Encapsulation Mechanism (KEM) form. PKEs can
be transformed into KEMSs, partially gaining stronger security notions, using
generic transforms [FO99, HHK17].

Definition 2.8 (Key-Encapsulation Mechanism). A Key-Encapsulation Mech-
anism consists of three algorithms

KEM.KeyGen(1') — (sk,pk) a keypair generation algorithm that takes a secu-
rity parameter | and outputs a keypair with private key sk and public key

pk.

KEM.Encapsulate(pk) — (s,c) an encapsulation algorithm that takes a public
key pk as input and outputs a shared secret s and a ciphertext c.

KEM.Decapsulate(sk, c) — s a decapsulation algorithm that takes a private key
sk and ciphertext ¢ and outputs the shared secret s.

Such KEMs can be used as drop-in replacements for DH in most places.
To do so, the communication partners exchange a public key and a ciphertext
instead of two public keys. The initiator can then decrypt the ciphertext, using
his private key, to arrive at the shared secret.

2.1.4 Protocols

Protocols define a sequence of messages and computations to accomplish a
goal. Within this thesis, protocols are described as message sequence charts.
Figure 2.1 gives an example of such a chart with two communication parties. In
it, Alice and Bob determine their future relationship based on a party invitation
by Alice and a random response by Bob.

msg, < ‘Birthday Invitation RSVP’
msg, < ‘We’re no longer friends!’

msg; < ‘See you there, friend!’

msg,

a<s{0,1}

a

nsgy.,

Figure 2.1: Example message sequence chart.
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Security protocols usually combine cryptographic primitives to guarantee
confidentiality and authenticity. As previously stated, common security pro-
tocols use symmetric cryptography, mostly AEAD schemes, to protect actual
payload data. Before that can happen however, usually, a handshake is con-
ducted within the protocol to establish symmetric key material. During the
handshake phase, most protocols use asymmetric cryptography. This makes the
handshake vital to security but also expensive. This is especially problematic in
resource-constrained environments. Some resource-constrained environments,
therefore use so-called Pre-Shared Key (PSK) solutions, where the symmetric
key is exchanged out-of-band or is simply preinstalled on an embedded device,
avoiding asymmetric cryptography altogether. Apart from scalability issues
of distributing, revoking and managing symmetric keys per device, pure PSK
solutions also do not offer forward secrecy. We therefore do not consider PSK
solutions as viable options in this thesis.

Solely relying on DH or KEMs during the handshake phase is problematic,
too. As public keys of these schemes are usually ephemeral, they are not
known to the communication partner. An active adversary can therefore mount
an impersonation attack, changing public keys to their own. This man in
the middle can then read all exchanged data. Authenticated Key Exchange
(AKE) [DvW92] protocols are used to avoid this kind of scenario. They combine
establishment of a shared secret key with authentication of the communication
partner. This is commonly done by either using long-term static public keys
that are verified out-of-band, or by including digital signatures of a trust anchor
into the handshake. TLS, for example, commonly uses the latter approach
combined with an active handshake signature. Section 5.2.1 describes this
further.

2.2 Post-Quantum Cryptography

Diversification of assumptions in asymmetric cryptography is the overarch-
ing goal of post-quantum cryptography (PQC) as a field of research. Sym-
metric cryptography is much less affected by known quantum attacks. The
main concern for symmetric cryptography in general, Grover’s quantum algo-
rithm [Gro96], offers a quadratic speedup for generic search problems, slashing
bit security (Definition 2.1) in half. However, this threat can be efficiently mit-
igated for symmetric cryptography by doubling the key length. As symmetric
algorithms are typically very performant, this is feasible even in embedded
settings.

PQC therefore aims to design algorithms with the same utility as pre-
quantum asymmetric algorithms, but based on mathematical problems as-
sumed to be hard for quantum computers as well. Since 2016, NIST has
tried to identify and standardize the most promising post-quantum algorithms,
with the help of the international cryptography community. In their call for
PQC [Nat16], they asked for algorithms of two categories: (1) key establish-
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ment using public key encryption or key encapsulation mechanisms and (2)
digital signatures. Cryptographers from around the world answered the call
and submitted over 80 proposals. The vast majority of these proposals can be
categorized into five families, based on their underlying hardness assumption.

The following subsections give background on the NIST standardization
process and its current status. Then, the five main PQC families will be briefly
introduced with their advantages and disadvantages.

2.2.1 NIST Competition

In 2016, NIST announced its plans to replace the SP800-56 [Natl8, Natl19]
and FIPS186-4 [Nat13] standards for key establishment and digital signatures
based on integer factorization and the discrete logarithm. They were supposed
to be succeeded by post-quantum algorithm standards of the same utility. To
further diversify, NIST announced plans to standardize not one, but multiple
schemes after a transparent multi-year selection process. The international
cryptography community was asked to submit proposals until November 30th,
2017. As in previous standardization efforts, NIST asked for submissions with
multiple parameter sets reflecting their security levels. Definitions of these
security levels are detailed in Table 2.1 and linked to the hardness of breaking
symmetric algorithms.

Table 2.1: NIST-defined security levels for the PQC standardization process.

Level | Definition
I At least as hard to break as AES128 (exhaustive key search).
IT | At least as hard to break as SHA256 (collision search).
IIT | At least as hard to break as AES192 (exhaustive key search).
IV | At least as hard to break as SHA384 (collision search).
v At least as hard to break as AES256 (exhaustive key search).

Most of the 82 initially submitted algorithms specified parameter sets of se-
curity level I, IIT and V or exclusively III and V. In 2022, after three rounds of
examination, NIST selected the first four algorithms to be standardized. The
first standards, ML-KEM [Nat24a], ML-DSA [Nat24b], and SLH-DSA [Nat24c]
followed in 2024. A fourth round concluded in 2025 with the selection of
an additional key establishment algorithm called HQC [MAB*18]. Currently,
NIST conducts an additional selection process for more post-quantum signature
schemes [Nat22a]. As of now, there are five algorithms selected for standard-
ization and fourteen in the second round of additional signature schemes. The
work on this thesis began, when algorithms were already proposed, but none
had been selected for standardization yet. Table 2.2 gives an overview of NIST’s
post-quantum selection process at the time of writing. The families mentioned
in the table are introduced in the next section.
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Table 2.2: Post-quantum algorithms standardized or selected for standardiza-
tion and signature algorithms still considered by algorithm family.

Family Standardized / Selected Still Considered
KEM Signature Signature (#)
. Kyber [SAB*22] Dilithium [LDK*22

Lattice | | Falcon [IEFH+22] | 1
Code HQC [MAB*18] - 4
Isogeny - - 1
Multivariate - - 6
Symmetric - SPHINCS* [HBD*22] 1

2.2.2 Algorithm Families

The bulk of proposed algorithms can be categorized into five families: lattice-
based, code-based, isogeny-based, multivariate-based and symmetric-based. In
the following subsections, these families are introduced briefly. In-depth intro-
ductions are presented in the corresponding chapters of the thesis.

Lattice-Based

Lattice-based schemes represent the majority of submissions for NISTs first
PQC call. This family seems to be a dominating force, as three of the five
algorithms selected for standardization are based on the hardness of lattice
problems. These are the KEM Kyber [SAB*22] alongside signature schemes
Dilithium [LDK*22] and Falcon [PFH*22]. Typically, lattice-based algorithms
offer a good balance between speed and key sizes. Although their key sizes tend
to be larger than that of their pre-quantum counter part, the computational
performance is comparable. Depending on the CPU platform, they can even
outperform pre-quantum algorithms in most metrics. Especially CPUs with
vector instructions allow schemes like Kyber or Dilithium to shine. Unfortu-
nately, embedded platforms do not have this privilege and other means are
necessary to accelerate these algorithms. Detailed descriptions of lattice-based
schemes relevant for this work can be found in Section 3.3.3.

Code-Based

McEliece coined this family of schemes based on error-correcting codes in
1978 [McET78]. Their hardness is based on the fact that decoding a random
linear code is NP-hard. McEliece’s original cryptosystem hides the decoding
algorithm needed for a given encoded message. It is easy to see how that could
lead to an encryption system. Code-based schemes are usually also perfor-
mant on modern CPUs, but they tend to have larger keys and/or ciphertexts
compared to lattice-based schemes. Managing such large keys on an embedded
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device is usually challenging or even impossible (see e.g. Chapter 5). The HQC
construction is code-based and was selected for standardization as a KEM.

Isogeny-Based

Isogeny-based crypto has been in the academic discourse only since
2006 [Cou06, RS06, CGLO06]. It relies on graphs of isogenies between el-
liptic curves. Trust in this form of cryptography only grows slowly, due to its
novelty and complexity. The break of the NIST round-4 candidate SIKE with
a devastating attack [CD22] did not help in this regard. Isogeny-based schemes
have comparatively small keys, ciphertexts and signatures [CLM*18, FKL*20].
However, their implementation is very complex and slower than their lattice
and code-based counter parts. Due to implementation complexity, low
performance and security concerns, isogeny-based cryptography does not play
a significant role in the embedded sphere as of now.

Multivariate-Based

Multivariate signature schemes are based on the hardness of finding solutions to
systems of equations in many variables over finite fields. The first such scheme
was proposed by Matsumoto and Imai [MI88] in 1988 and promptly broken
by Patarin [Pat95]. Submitted multi-variate schemes suffered a similar faith
in the NIST selection process. The signature scheme Rainbow [DCK*19] was
broken for all efficient parameters in round 3 [Beu22| and LUOV [BPSV19],
GeMSS [CFM*20] and MQDSS [SCH*19] were eliminated from the selection
because of successes in cryptanalysis [DDVY21, KZ20, TPD20]. Round 2 of the
additional signature selection process contains submissions closer to the better
understood construction of unbalanced oil and vinegar (UOV) [KPG99]. Multi-
variate schemes usually offer competitive performance and small signatures, but
very large keys. This can be of utility in certain embedded scenarios, as further
described in Section 3.3.2.

Symmetric-Based

Symmetric-based schemes employ symmetric primitives under the hood. Their
security therefore relies on usually-well-understood assumptions about those
underlying primitives. That is why they are commonly considered a conser-
vative choice for post-quantum cryptography. Hash-based signature systems
are part of this family and relevant for this work. Traditionally, hash-based
constructions were stateful, meaning that a global state per key has to be kept
track of [Lam79, BDH11]. Reusing a key’s global state could lead to a compro-
mise of the entire system. SPHINCS* [HBD*22] on the other hand is a stateless
hash-based system. It works by using a huge number of internal keys, so that
picking a key at random leads to a negligible chance of reuse. SPHINCS* was
selected for standardization by NIST and is detailed in Section 6.2.3. Hash-
based systems usually suffer from comparatively low performance and large
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signatures, but benefit from very small keys. Still, due to their use of sym-
metric primitives, which can sometimes be accelerated in hardware, and their
conservative security assumptions they can be of utility for embedded systems
(see e.g. Chapter 3 and Chapter 6).

2.3 Resource-Constrained Environments

This section defines the aforementioned terms of resource-constrained and em-
bedded system more precisely. After introducing basic terminology and giving
necessary background, we proceed to elaborate data collection methods and
introduce the employed evaluation platforms.

2.3.1 Embedded Systems

An embedded system is a combination of computer hardware and software,
often with additional mechanical or electrical components, designed to perform
a dedicated function. It is different to general-purpose computers (such as
personal computers) as its hardware and software are designed specifically for
this dedicated function. Your computer mouse and keyboard are as much of
embedded devices as your alarm clock, microwave oven or the urine tank on the
international space station. Embedded systems are typically characterized by
constraints of the technical context they are embedded into. Common design
requirements include processing power, memory, power consumption, reaction
time, reliability, lifetime guarantees, production cost and development costs.
This affects the embedded developer in that he has to develop the system to
use as few resources as possible to design a competitive product. Which is why
embedded software is usually so specialized, that it cannot be transferred to
other systems. Collecting relevant data points during research therefore has to
be done with caution. As embedded systems tend to be so different from each
other, only certain observations within experimental setups provide insights
that can be generalized.

In this thesis we focus on the engineering requirements of processing power,
memory consumption and reaction time. Processing power and reaction time
are closely related, but do not always strongly correlate, as in some embedded
scenarios the reaction time is mainly determined by the size of transmitted
data or the employed transmission medium. Similarly, power consumption is
related to processing power as well. However, often times the power consump-
tion of the embedded system’s processor is negligible compared to that of its
communication peripherals or actuators. Revealing specific insights about the
power consumption of an experimental setup is therefore not generalizable and
hence omitted.
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Components of an Embedded System

At the heart of an embedded system is a microcontroller. A microcontroller
unit (MCU) is an integrated system that includes a microprocessor, both
volatile and non-volatile memory and necessary peripherals. In contrast to most
general-purpose computers, MCU microprocessors typically follow the Harvard
architecture, meaning they fetch instructions and data from separate mem-
ory. Executable instructions are commonly stored in some form of Read-Only
Memory (ROM), whereas dynamic data is stored in Random-Access Memory
(RAM). Both are described further in Section 2.3.2.

From a software perspective, embedded systems can vaguely be distin-
guished into two families: embedded and deeply embedded. Embedded soft-
ware that does not require an embedded operating system (eOS) component
is sometimes referred to as “deeply embedded” or “bare metal”. Although the
line between those two families is blurry, the distinction can be useful for inter-
preting results later in this thesis. Part II of the thesis deals with experiments
conducted in embedded systems, whereas experiments in Part I are partially
conducted “bare metal” / deeply embedded.

Tasks

- l[e}
Applicati
pplication e0s Stack
Device Drivers Device Drivers
Hardware Hardware

Figure 2.2: Diagram of typical deeply embedded (left) and embedded (right)
software stacks.

Figure 2.2 shows the two typical software stacks for embedded systems. The
main difference regarding experiments is that the operating system introduces
noise into measurements, as it handles interrupts and conducts certain house-
keeping tasks. Further noise stems from the operating system’s I/O operation,
e.g. communication with a network peripheral. How this is handled in our
experiments is described in Section 2.3.5.

2.3.2 Key Metrics in Embedded Systems

As previously mentioned, this thesis is mainly concerned with how post-
quantum cryptography impacts requirements regarding processing power,
memory consumption and reaction time. In this section we define these terms
more precisely and give necessary background.
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Processing Power

Processing power is the capacity of a system to process data and execute op-
erations. For a given single-core embedded system, it can be altered in two
ways. First, additional hardware could be included, such as a floating point
unit into the microprocessor or an external cryptography accelerator into the
MCU. This would raise costs, but might accelerate certain computations. Sec-
ondly, the microprocessor’s base clock frequency can usually be altered to some
degree. Higher clock frequencies lead to higher processing power, but also to
more power consumption. To gather meaningful results, the processing power
employed during an experiment has to be detailed.

Memory

Memory as a resource has two meanings. Commonly, embedded systems have
volatile and non-volatile memory. The non-volatile memory retains its contents
even when power is removed. Traditionally, these memory types are referred
to as ROM (non-volatile) and RAM (volatile). However, with modern mem-
ory technology the line between the two has blurred. Non-volatile memory is
mostly used to store the application code, that is the instructions to be exe-
cuted, and additional resources necessary to execute the code. Pre-installed
certificates that form a root of trust could, e.g., be such a resource. ROM
refers to a whole family of memory with masked ROM that has its content
“burned in”, programmable ROM (PROM) that can be written once, erasable-
and-programmable ROM (EPROM) that can be re-written to using specialized
hardware and electrically-erasable-and-programmable ROM (EEPROM) that
can be re-written electrically. Commonly, masked ROM is used for inexpensive
embedded devices that are produced in large quantities (e.g. an alarm clock).
Other types of embedded devices increasingly make use of flash memory. This
type of memory is also non-volatile but can be re-written many times and of-
fers faster reading times at lower costs than EEPROMs. Often times, flash
memory is locked for writing during the operation of the embedded device and
only made writeable when software needs to be updated. Confusingly, this
is why flash memory is also sometimes referred to as ROM. In this thesis we
refer to non-volatile memory as ROM, independent of the employed memory
technology.

Volatile RAM memory on the other hand, stores dynamic data the system
generates or operates on during runtime. Static RAM (SRAM) preserves its
data as it is provided with power. Dynamic RAM (DRAM) on the other hand
holds data for only a very brief period, typically far under a second, when
powered. DRAM therefore has to be combined with a DRAM controller that
refreshes its content frequently. SRAM is typically much faster than DRAM,
but also more expensive. Within our experiments, only MCUs with SRAM are
employed. Specifics regarding ROM and RAM technologies and usage in our
experiments are further detailed in Section 2.3.5.
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Reaction Time

Reaction time refers to the time between an event (e.g. sensor signal or incom-
ing network data) and the embedded system’s response. This reaction time is
influenced by the employed algorithms, processing power, memory access speed
and in networked embedded systems it is critically affected by transmission size,
bandwidth and latency. Bandwidth refers to the maximum data transfer rate
of a communication channel, while latency is the time it takes for a data packet
to travel from source to destination.

2.3.3 Cortex-M Processor Family

All MCUs employed throughout this thesis use Arm Cortex-M3 or Arm Cortex-
M4 processors. Arm (previously Advanced RISC Machines Ltd) is a company
that designs processors and licenses those designs to processor manufacturers.
The Arm Cortex-M family is a range of 32-bit processor core designs optimized
for low-power, cost-sensitive embedded applications. Cortex-M3 and Cortex-
M4 processors implement the very similar Armv7-M (M3) and Armv7E-M (M4)
instruction set architectures (ISAs). We choose the lower-cost M3 when fea-
sible for an embedded use case. The Cortex-M4 is the NIST-recommended
architecture for evaluating post-quantum cryptography in embedded settings.
For this reason, many Cortex-M4-optimized implementations of post-quantum
algorithms exists. The PQM4 repository [KRSS], for example, curates a large
collection of such implementations. In addition to the Cortex-M3 features, the
Cortex-M4 platform offers single-cycle multiplication, basic single-instruction
multiple-data (SIMD) instructions and an optional floating point unit (FPU).
All of this can be used to improve certain types of post-quantum algorithms. An
M4 processor including the optional FPU is commonly referred to as Cortex-
M4F. Both the Cortex-M3 and M4 are somewhat mid-range of the Cortex-M
processor family. They are more capable than the ultra-low-power M0, M0+
and M23 cores but offer less computational power than the M7, M33, M55 or
M85 cores and therefore offer a good trade-off for evaluation of embedded use
cases.

2.3.4 Embedded Software

Developers of embedded software need to “get their hands dirty”, as they have
to interact with hardware and work within the boundaries of their limited
platform. To get this job done, the vast majority of embedded devices is pro-
grammed in the C or C4++ programming languages, with occasional assembly-
routines for example used as interrupt service routines (ISRs). Using a high-
level language like C/C++ instead of assembly has the advantage that develop-
ment is faster and hardware-independent routines can be used across platforms.
This portability of code can be very advantageous over time as hardware re-
quirements might change. An advantage of C and C++ as high-level languages
in particular, is that they are comparatively “low level”. They allow developers
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to read and write from arbitrary addresses and use pointer arithmetic to di-
rectly access computer objects. With memory-mapped peripherals, this leads
to high-level code interacting with the hardware. Additionally, they are fairly
simple to learn and compilers are available for pretty much every processor
architecture. On the downside, also memory management is left up to the
developer, which is a common cause for memory corruption vulnerabilities.

The Rust programming language is a fairly new development. It is memory
safe and is, in principle, not affected by this vulnerability class. Just like C
it is compiled to native code and does not require garbage collection. For its
memory safety, ease of use and modern tooling it has seen steady adoption
in the embedded world. Experiments detailed within this thesis use software
written in either C or Rust, with the exception of some cryptographic primitives
written in assembly.

Within the thesis, certain compiler flags are displayed to show in which
dimension the code was optimized by the compiler. The flags used are identical
for both C and Rust compilers and displayed in Table 2.3.

Table 2.3: Common compiler flags used throughout this work.

Flag | Description

-0z | Optimize for smallest possible binary size — saves ROM.
-00 | Do not optimize — is useful for debugging.

-08 | Optimize for speed — improves reaction times.

-fito | Use link-time optimization — improves size and speed.

While flags like -O3 usually lead to faster code, they also lead to larger code
requiring more ROM space, e.g., due to code unrolling. Link-time optimiza-
tion performs cross-file optimizations at link time and generally comes with no
downsides except for longer compilation times.

2.3.5 Evaluation Platforms and Data Collection

All experiments documented in this thesis were conducted using evaluation
boards of large MCU manufacturers. These evaluation boards have multiple
advantages over maker-style systems such as Arduino or Raspberry Pi. First
and foremost, these boards are designed for original equipment manufacturers
(OEMs) to test the MCUs under realistic conditions for specific embedded use
cases. Consequently, these evaluation boards come with extensive documen-
tation about their exact inner workings and characteristics, down to precise
timings of internal components and buses, whereas maker-style board docu-
mentations focus on how to use the board, as-is, in a project. Because the
MCU manufacturers want evaluation boards to be appealing to OEMs, they
are also less costly and readily available, enabling other researchers to reproduce
results or build on them. Table 2.4 shows key characteristics of the evaluation
boards employed in this thesis.
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Table 2.4: Overview of utilized evaluation boards with their prime characteris-
tics: CPU architecture & clock frequency, SRAM and flash capacity. Commu-
nication peripheral employed during experiments are specified under i/o port.

Board ‘ CPU ‘ Memory ‘Periphery

Arch. Freq. RAM ROM
(MHz) | (kB) (kB)

Silicon Labs STK3701A | M4F 72 512 2048 RJ-45
Nordic NRF52840 | M4F 64 256 1024| NFC,USB
STM F2077ZG M3 120 128 1024| UART

Producer Model

i/o port

Experimental data was gathered for ROM and RAM usage, run and reaction
times, transmission sizes and transmission times. These characteristics were
collected in various ways, detailed in the following subsections.

Memory

Memory consumption has two dimensions that aren’t necessarily independent
of each other. Fewer ROM usage sometimes comes at the expense of more RAM
usage and vice versa. These two characteristics are therefore measured and
reported individually. Measuring ROM usage is straight forward. We measure
ROM consumption as the number of bytes that will be written to flash memory
before the evaluation board is started. Depending on the experiment, only a
certain part of the actual code base will be measured (e.g., the TLS stack) to
make comparisons easier. Measuring dynamic RAM usage is more difficult.
First, it is dynamic, so it has to be measured on the board, and second, once
there is an eOS or standard library involved, RAM is typically consumed in
two ways: stack and heap. The heap is used for dynamic allocations of size
unknown at compile time, for example in a TLS stack once it received headers
containing object sizes. By convention, cryptographic primitives themselves
should only consume stack space to avoid dependence on standard libraries
and non-deterministic runtimes. In this work, stack usage is measured with a
technique called stack coloring. It takes advantage of the fact that the stack
grows in one direction and is reset to its original position after a routine ends.
For stack coloring, a large enough portion of the stack is filled with a cookie
value prior to executing the to-be-measured code branch. Once the measured
code sequence is completed, a routine checks how many consecutive bytes on
the stack do not contain the cookie value. This number represents the amount
of stack space consumed during execution of the evaluated routine. Heap space
on the other hand is allocated by the heap implementation, typically contained
in the standard library. For our experiments, employed heap space is measured
by including counters into the heap implementation or by using functionality
included into the standard library/eOS for this purpose. In our results we add
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up stack and heap usage into RAM usage results, unless stated otherwise.

Runtime and Reaction Time

Runtime and reaction time are presented either in CPU cycles or milliseconds.
For measurements conducted on the board itself, the SysTick timer is employed.
In Cortex-M processors, the SysTick timer is a 24 bit downward-counter register
that can be latched to the system clock. Upon reaching the zero value, an
interrupt is triggered. The ISR handling that interrupt then updates a global
uptime counter. Using this timer therefore enables very precises measurements
of runtime based on cycle counts. Converting cycle counts into time can be
done trivially via multiplying the cycle count with the board’s clock frequency.
This works as the experiments only use MCUs at a fixed clock frequency. A
problem when measuring runtime down to the cycle is the flash-based ROM.
Flash is good for evaluation boards as it allows us to write different software
onto the MCU. However, flash is much slower than masked ROM, which would
likely be used in an actual low-cost embedded device after the evaluation phase
is concluded. In case we want to measure algorithm runtime in a masked ROM
setting, we therefore reduce the clock speed of our evaluation board to match
that of the included flash, eliminating wait states. Runtimes are measured
over many iterations and then averaged, sometimes with standard deviation
specified, to minimize errors induced by outliers or eOS noise.

Transmission Size and Time

Transmission size of cryptographic objects is measured either in the I/O stack
of the underlying eOS or, when communication is done with a computationally
more powerful computer, within this computer. Transmission time on the board
is measured equivalently to runtime, as described in the previous paragraph.
Depending on the context, transmission time can either refer to runtime needed
to write the data to the communication channel (e.g. a wireless channel before
the device can power-down or idle again), or to establishing a connection that
can then be used to transmit data (e.g., completing a TLS handshake). Specifics
are detailed in the respective experiments.



Part 1

Implementing Primitives
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Chapter 3

Veritying Post-Quantum
Signatures in 8 kB of RAM

The first chapter of this part is based on the publication:

Ruben Gonzalez, Andreas Hiilsing, Matthias J. Kannwischer, Ju-
liane Kramer, Tanja Lange, Marc Stottinger, Elisabeth Waitz,
Thom Wiggers, and Bo-Yin Yang. Verifying Post-Quantum sig-
natures in 8 kB of RAM. 1In Post-Quantum Cryptography —
PQCrypto 2021, LNCS, pages 215-233. Springer, 2021. https:
//eprint.iacr.org/2021/662

In this chapter, we study implementations of post-quantum signature
schemes on resource-constrained devices. We focus on verification of signa-
tures and cover NIST PQC round-3 candidates Dilithium, Falcon, Rainbow,
GeMSS, and SPHINCS™. For this, we assume an ARM Cortex-M3 with 8 kB
of memory and 8 kB of flash for code; a practical and widely deployed setup
in, for example, the automotive sector. This amount of memory is insufficient
for most schemes. Rainbow and GeMSS public keys are too big; SPHINCS*
signatures do not fit in this memory. To make signature verification work
for these schemes, we stream in public keys and signatures. When streaming
the public key, the device needs to securely store a hash value of the public
key to verify the authenticity of the streamed public key. During signature
verification, the public key is incrementally hashed, matching the data flow
of the streamed public key. Due to the memory requirements for efficient
Dilithium implementations, we stream in the public key to cache more
intermediate results. We discuss the suitability of the signature schemes for
streaming, adapt existing implementations, and compare performance.

Some signature schemes presented in this work have been eliminated from
the standardization process since the paper was published. As their perfor-
mance results still carry value for future research, they remain in this chapter.
However, eliminated schemes are clearly marked.
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Contribution. We address the challenge of performing signature verification of
post-quantum signature schemes with a large public key or signature in a highly
memory-constrained environment. Our approach is to stream the public key or
the signature. However, an alternative quantum-secure approach is presented
as well. We show that this way signature verification can be done keeping only
small data packets in constrained memory. We implemented and benchmarked
the proposed public key and signature streaming approach for four different
signature schemes (Dilithium, SPHINCS*, Rainbow, and GeMSS). Although
for Dilithium streaming the public key is not strictly necessary, the saved bytes
allow us to keep more intermediate results in memory. This results in a speed-
up.

For comparison, we also implemented the lattice-based scheme Falcon for
which streaming small data packets is not necessary in our scenario as the entire
public key and signature fit into RAM. We demonstrate that the proposed
streaming approach is very well suited for constrained devices with a maximum
utilization of 8 kB RAM and 8 kB Flash.

Associated Software. The source code, featuring a benchmarking setup, com-
munication library and steaming-aligned post-quantum implementations for
reproducible results, is published under a permissive license and available at
http://doi.org/10.5281/zenodo.17381244.

Organization of this chapter. After giving background on the research ques-
tion of streaming PQC signatures in Section 3.1, we formally describe the in-
vestigated use case of feature activation and introduce an alternative solution
employing only symmetric primitives in Section 3.2. In Section 3.3 we elabo-
rate on how well-suited different families of post-quantum algorithms are for
our use case and describe the specific approach to implementation. Implemen-
tation and benchmarking results are presented and discussed in Section 3.4.

3.1 Introduction

The generally larger keys and signatures of post-quantum signature schemes
have enormous impact on cryptography on constrained devices. This is espe-
cially important when the payload of the signed message is much smaller than
the signature, due to additional transmission overhead required for the signa-
ture. Such short messages are for example used in the real-world use case of
feature activation in the automotive domain. Feature activation is the remote
activation of features that are already implemented in the soft- and hardware
of the car. For example, an additional infotainment package. Usually, a short
activation code is protected with a signature to prevent unauthorized activation
of the feature.

In the automotive sector, it is very common to perform all cryptographic
operations on a dedicated hardware security module (HSM) that resembles a
Cortex-M3 processor with a clock frequency of 100 MHz and limited memory
resources, e.g., [HRS*09]. Typically, the HSM is in the same package as the
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main processor with its own memory and is connected via an internal bus with
a bus speed of about 20 Mbit/s. A fair estimate for available memory for
signature verification on the HSM is under 18 kB of RAM and 10 kB of flash.
However, we aim for a lower memory usage of 8 kB of RAM and flash to allow
additional space for other applications and an operating system.

In this scenario signatures are verified in the very constrained environment
of an HSM. It may not be able to store large public keys or keep large signatures
in memory. Sometimes even the main processor does not have sufficient memory
resources. Then the public key or signature must be provided to the HSM by
another device in the vehicle network, like the head unit. In this case, the public
key or signature must be streamed in portions over the in-vehicle network to
the destination processor. A typical streaming rate over the CAN bus of an
in-vehicle network is about 500 kbit/s, considering a low error transmission
rate. Section 3.2.1 provides more details on the use case.

Related Work

To the best of our knowledge, this is the first work that addresses signature
verification by streaming in the public key or signature. For signature schemes,
streaming approaches have been investigated in [HRS16] but the focus of that
work was on signature generation (for stateless hash-based signatures). The en-
cryption scheme Classic McEliece was studied for constrained devices, solving
the issue of public keys being larger than the available RAM by either stream-
ing [RKK20, Str10] or placing them in additional Flash [CC21, EGHP09].

3.2 Background

This section gives background on the use-case of feature activation. Addition-
ally, a proposed alternative protocol, exclusively based on symmetric primitives
is presented.

3.2.1 Feature Activation

Feature Activation is intended to activate additional functionality on an em-
bedded device that is already deployed and active in the running environment.
It differs from a software update because all software and required hardware for
the feature’s functionality is already included in the device, but not activated.

The feature is activated by an authentic message from an authorized in-
stance. The activation of the feature is device specific, therefore the activation
messages must not be portable to other devices. Protocol 1 describes the actual
feature activation process between an embedded device on which the feature
is to be activated and an authorized instance, e.g., a back-end system. To
authenticate the feature activation request, a signature is part of the message
sent from the authorization instance to the embedded device. Nowadays, this
signature is implemented, for example, by an ECC signature, which is not a
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Protocol 1: Protocol for feature activation

post-quantum algorithm. In the scenario shown, the overall protocol does not
take into account any resource constraints on the device, so that, for example,
the ECC signature and the public key are stored entirely on the device.

Protocol 1 can be roughly paraphrased as follows: The user, e.g. the car
owner, creates a request to activate a desired feature for a specific vehicle
(identified by a vehicle identification number — VIN). This can be done through
an online platform. The authorization instance, which can be represented by a
back-end, validates the feature request for the feature policies it stores for the
requested vehicle, and requests and verifies the user’s authentication. Upon
successful authorization, the authorization instance generates a device-specific
feature activation request A,,sy for the device that is part of the vehicle and
implements the requested feature. Furthermore, the authorization instance
generates a signature 7 for the message A,,s, using its private key sk4r. When
the device successfully verifies the signature 77, it updates its feature policies,
activates the requested feature, and stores the feature policy hash. Finally, the
embedded device confirms the feature activation status in a message A,.. to
the authorization instance. The authorization instance itself also updates and
stores the feature policy for the specific device.
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3.2.2 Alternative Implementation

For embedded applications it is sometimes attractive to use symmetric cryptog-
raphy in place of public-key cryptography. Not only is symmetric cryptography
a lot faster, it also benefits from already-present hardware acceleration and key
sizes are significantly smaller. Of course, the secret keys in symmetric devices
are extremely sensitive. We need that a secret key extracted from a particu-
lar deployed device does not compromise the entire scheme. This implies the
need to provision each device with its own individualised key. However, when
deploying hundreds or thousands of devices this means we have a potentially
significant key management problem. Fortunately, the many-to-one architec-
ture in this automotive application implies we only need a single key between
each device and the back-end. Furthermore, each deployed device has public
identifiers, like the vehicle VIN or a serial number. This allows us to only let
the manufacturer store a single key for all deployed devices.

We use these properties to construct an efficient key distribution scheme.
Let each device have a unique identifing number n. This could for example be
the concatenation of the vehicle VIN and the device’s serial number. We let
the manufacturer generate a main secret key K,,. Then, we provision at time
of manufacturing each device with the following key K, such that

K4 =KDF(K,,,n).

Here, KDF is an appropriate key-derivation function.

Then, whenever the device needs to use their key Ky in communication with
the manufacturer, they send over their identifier n along with the message. For
example, if they need to send an authenticated message m, they might send
{n,m,MACg,(n,m)}. The manufacturer can then easily compute Ky based
on n and the main secret K,,, and verify the message. As the device does
not have access to K,,, they can only have produced this MAC if they were
provisioned with K, at time of manufacture.

Of course, this entire scheme falls down when K, is compromised. As such,
special care needs to be taken to protect it. Although the private keys used
in public-key cryptography also need to be protected, we can use revocation
mechanisms to recover from a compromise. This is not possible with symmetric

cryptography.

3.3 Analyzed Post-Quantum Signature Schemes

We now briefly discuss the different signature schemes considered and their
adaptability to streaming. Our exposition is focused on signature verification
due to limited space. For all schemes we selected parameters that meet at least
NIST security level 1. Where possible we prioritized verification speed over
signature speed as we assume that signatures are created on devices that are
significantly more powerful than the ones we consider for signature verification.
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3.3.1 Hash-Based Schemes

Hash-based signature schemes are signature schemes for which security solely
relies on the security properties of the cryptographic hash function(s) used. In
contrast to other proposals for digital signature schemes it does not require an
additional complexity theoretic hardness assumption. Given that the security
of cryptographic hash functions is well understood and even more, we know
that generic attacks using quantum computers cannot significantly harm the
security of cryptographic hash functions, hash-based signatures present a con-
servative choice for post-quantum secure digital signatures. The description in
this section is simplified, and we refer to the official specification [ABB*20b]
for a detailed exposition.

One-Time Signature Schemes (OTS)

Hash-based signatures build on the concept of a one-time signature scheme
(OTS). This is a signature scheme where a key pair may only be used to sign
one message. If two messages are signed with the same secret key, the scheme
becomes insecure. Such OTS can be constructed from cryptographic hash
functions. The very generic concept is that the secret key consists of random
values while the public key contains their hash values. A signature consists of
a subset of the values in the secret key, selected by the message. A signature
is verified by hashing the values in the signature and comparing the resulting
hash values to the respective values in the public key. The OTS commonly used
today is the Winternitz OTS (WOTS) or variations thereof which generalize
the above concept to hash chains. WOTS has the important property that a
signature is verified by computing a candidate public key by hashing the values
in the signature several times (depending on the message) and comparing the
result to the public key.

Merkle Signature Schemes (MSS)

Given a OTS, a many-time signature scheme can be constructed following the
concept of Merkle Signature Schemes (MSS) [Mer90]. For these, a number (a
power of 2) of OTS key pairs is generated and their public keys are authenti-
cated using a binary hash tree, called a Merkle tree. The hashes of the public
keys form the leaves of the tree. Inner nodes are the hash of the concatenation
of their two child nodes. The root node becomes the MSS public key. Assuming
WOTS is used as OTS, a signature consists of the leaf index, a WOTS signa-
ture and the so-called authentication path (cf. Figure 3.1). The authentication
path contains the sibling nodes on the path from the used leaf to the root.
Verification uses the WOTS signature (and the message) to compute a candi-
date public key and from that the corresponding leaf. This leaf is then used
together with the authentication path to compute a root node: Starting with
the leaf, the current buffer is concatenated with the next authentication path
node and hashed to obtain the next buffer value. The order of concatenation
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Figure 3.1: The authentication path of the fifth leaf (Source [BHK"19])

is determined by the leaf index in the MSS signature. The final buffer value is
then compared to the root node in the public key.

In general, this leads a so-called stateful scheme as a signer has to remem-
ber which OTS key pairs she already used. This concept is the general idea
underlying the schemes described in recent RFCs [MCF19, HBG*18] LMS and
XMSS.

SPHINCS™*

The limitation of having to keep a state as signer can be overcome in practice
using the SPHINCS construction [BHH*15] (previous theoretically efficient pro-
posals by Goldreich go back to the last century but were only of theoretical
interest). SPHINCS* [BHK*19] essentially instantiates the SPHINCS con-
struction. The first idea in SPHINCS uses a few-time signature scheme (FTS)
- a signature scheme where a key pair can be used to sign a small number of
messages without keeping a state before the scheme gets insecure. SPHINCS*
uses a huge number of FTS key-pairs (in the order of 26 depending on the
parameters). For every new message, a random FTS key is picked to sign. By
making the number of FTS keys large enough, the probability that one key gets
used to sign more than a few messages can be made vanishingly small. The
public keys of all these FTS key pairs are authenticated using a certification
tree of MSS key pairs called the hypertree. The hyper tree is essentially a PKI.
To the top MSS key works as a root CA and the bottom layer MSS keys cer-
tify FTS public keys. The whole structure is deterministically generated using
pseudorandom generators. That way, it is not necessary to store which OTS
keys where used for an MSS key because the message that a specific OTS key
will be used to sign is predetermined.

The FTS in SPHINCS* is FORS. A FORS secret key consists of several sets
of random values the values in each set are authenticated via a Merkle tree.
These trees have the hashes of the secret values as leaves. The public key is the
hash of the concatenation of all root nodes of these Merkle trees. A signature
consists of one secret key value from each set (determined by the message) and
the respective authentication path. Verification works by computing the leaves
from the signature values and afterwards computing candidate root nodes as
for MSS. This can be done per tree. Afterwards, the roots are used to compute
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a candidate public key.

A SPHINCS* signature consists of a randomizer R that is hashed with
the message to obtain the message digest, a FORS signature, and the MSS
signatures on the path from the FORS keypair to the top tree. Verification
computes a message digest using the message and R. The message digest is split
into the index of the FORS signature and the indices of the Secret key values
in the FORS signature. With this, the FORS signature is used to compute
a candidate public key. This candidate FORS public key is used as message
to compute a candidate MSS root node with the first MSS signature which is
used as message for the next signature, and so on. The final MSS root node is
compared to the root node in the public key.

3.3.2 Multivariate-Based Schemes

Multivariate signature schemes are based on the hardness of finding solutions to
systems of equations in many variables over finite fields, where the degree of the
equations is at least two. The first multivariate signature scheme was designed
by Matsumoto and Imai [MI88] and broken by Patarin [Pat95]. Patarin with
several coauthors went on to design modified schemes [Pat96, PGC98, KPG99]
which form the basis of modern multivariate signature schemes.

To fix notation, let the system of equations be given by m equations in n
variables over a finite field F,. Most systems use multivariate quadratic (MQ)
equations, i.e. equations of total degree two. Then the m polynomials have the
form

fe(xr, 2o, xy,) = Z agﬁ)xixj + Z bgk)xi +c(F) (3.1)

1<i<j<n 1<i<n

with coefficients a§§)7 bz(-k), cF) ¢ F,.

Let M be a message and let H : {0,1}" x {0,1}" - F}" be a hash function.
A signature on M is a vector (X1, Xa,...,X,) € Fy and a string R € {0,1}"
satisfying for all 1 < k < m that fi(X1,Xo,...,X,) = hg for H(M,R) =
(h1,h2,...,hm). The inclusion of R is necessary because not every system
has a solution.

Verification is conceptually easy — simply test that all signature equations
hold. Signing depends on the type of construction and what information the
signer has to permit finding a solution to the system.

General considerations for streaming

MQ systems lead to short signatures but the public keys need to contain the
coefficients of (3.1) and are thus very large, in the range of a few hundred kB.
The public keys can be streamed in in blocks of rows or columns, depending
on how the public key is represented. At most m elements of F, are needed to
hold the partial results of evaluating f (X1, Xo,...,X,),1 <k <m in addition
to the n elements for the signature and the m elements for the hash.
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Rainbow

Rainbow [DCK™*20] was a finalist in round 3 of the NIST competition. Rainbow
uses two layers of the Oil and Vinegar (OV) scheme [Pat97]. For Rainbow the
finite field is Fa4, so signatures require [m/2] bytes, leading to 66 bytes in
NIST security level 1. We implement rainbowI-classic rather than one of
the “circumzenithal” or “compressed” variants. Public keys are 158 kB for
rainbowI-classic.

In Rainbow, the coefficients b and ¢ are all zero. During verification, we
load in columns agfj) corresponding to coefficients of each monomial z;x;, ¢ < j.
If 0 # z;x; = k € Fi6, we accumulate a; ; into a column Ay, If z; = 0, we skip

all columns involving x;. The final result is LkeFr, kAj.

GeMSS

GeMSS [CFM*20] was an alternate in round 3 of the NIST competition.
GeMSS is based on the HFEv- scheme [PCGO01]. For GeMSS the finite field
is o, so signatures are very small, starting at 258 bits for category I, but to
achieve security the public key needs to be very large, starting at 350 kB for
category L.

It bears mentioning that GeMSS is special among multivariates in that it
employs the Patarin-Feistel structure to achieve very short signatures, wherein
a public key is used four times during the verification. With pubkey f being
m equations in n variables, to verify the signature of the message M, we do:

1. write the signature as (S4, X4, X3,X2,X;) where S; are size m and the
X, are size n —m (so the actual length of the signature is 4n — 3m).

2. At stage i, which goes from 4 to 1, we set S;_; = f(S;|X;) ® D;, where
D; is the first m bits of (SHA - 3)"(M).

3. The signature is valid if Sy is the zero vector.

There are three types of GeMSS parameters. “RedGeMSS” uses very aggressive
parameters; “BlueGeMSS” uses more conservative parameters. Just “GeMSS”
falls in the middle, and this is what we choose to implement. The parameter
set targeting NIST security level 1 is gemss-128 and has 350 kB public keys.

3.3.3 Lattice-Based Schemes

Lattice-based cryptographic schemes are promising post-quantum replacements
for currently used public-key cryptography since they are asymptotically effi-
cient, have provable security guarantees, and are very versatile, i.e., they offer
far more functionality than plain encryption or signature schemes.
Lattice-based signature schemes are constructed using one of two tech-
niques, either the GPV framework that is based on the hash-and-sign
paradigm [GPVO08], or the Fiat-Shamir transformation [Lyu09]. The security
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of lattice-based signature schemes can be proven based on hard lattice
problems (usually the LWE problem, the SIS problem, and variants thereof)
or the NTRU assumption.

Dilithium

Dilithium was a NIST round 3 finalist [BLD*20] and has since become stan-
dardized [Nat24b]. Signature verification for Dilithium works as follows: The
public key pk = (p,t1) consists of a uniform random 256-bit seed p, which ex-
pands to the matrix of polynomials A, and t;. For MLWE samples t = As + e,
t; is the first output of the Power2Round procedure [BLD*20, Figure 3|, and
(t1,t0) = Power2Round, (t,d) is the straightforward bit-wise way to break up
an element 7 = 7y - 2% + 7o, where 79 = 7 mod 2¢ and r; = (r - ro)/2¢ with
-24/2 < ry < 24/2. Hence, the coefficients of tq are the d lower order bits and
the coefficients of t; — the second part of the public key — are the [logq] - d
higher order bits of the coefficients of t. To verify a signature (z,h,c) for a
message M, one computes w’ = Az —c-t1 -2¢, uses the hint vector h to recover
w = UseHint(h, w’), and finally verifies that ¢ = h(h(h(p|[t1)||M)||w}). For
the details, we refer to [BLD*20].

All Dilithium parameter sets use ¢ = 222 — 23 + 1 and d = 13. Hence, while
the coefficients of t need 23 bits, the coeflicients of the public key t; need
only 10 bits. We use the smallest instance of Dilithium, which is NIST level 2
parameter set dilithium2. The public key size of dilithium2 in total is 1312
bytes and a signature needs 2420 bytes.

Falcon

Falcon, too, was a NIST round 3 finalist [PFH*20a] and is scheduled for stan-
dardization. Falcon’s signature verification works as follows: A signature for
message M, consisting of the tuple (r,s), can be verified given the public key
h =gf" (mod q), where f,g € Z,[x]/(¢) for a modulus ¢ and a cyclotomic
polynomial ¢ € Z[z] of degree n. Firstly r and M are concatenated and hashed
into a polynomial ¢ and s is decompressed using a unary code into s3. Then,
s1 = ¢ — s9h is computed and it is verified that (s1,s2) has a small enough
norm (< [4%]). Coefficients are compressed one-by-one and hence can be de-
compressed individually. The embedding norm that is computed in [PFH*20a,
Algorithm 16, line 6] can be computed in linear time and only requires two coef-
ficients at a time. However, the preceding polynomial multiplication requires all
coefficients of one operand to be present, preventing coefficient-by-coefficient
streaming for both the signature and the public key at the same time. If,
however, only the signature or the public key is streamed, the polynomial mul-
tiplication could be performed. We use falcon-512, targeting NIST level I,
which uses dimension n = 512 and ¢ = 12289 ~ 24, hence each coefficient of the
public key needs 14 bits.
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3.4 Implementation

The following section describes the implementations of the signature schemes
for the use case of feature activation described in Subsection 3.2.1. The signa-
ture verification is performed on a Cortex-M3. The consumption for program
flash should be limited to 8 kB. The RAM usage should not exceed 8 kB. The
bus speed for streaming is assumed to run at either 500 kbit/s or 20 Mbit/s.

3.4.1 Streaming Interface

Signed messages and public keys are streamed into the embedded Cortex-M3
device. To avoid performance overhead, our streaming implementation follows
a very simple protocol. In a first step, the length of the signed message is
transmitted to the embedded device. Then the embedded device initializes
streaming by supplying a chunk size to the sender and additionally supplies
if signed message or public key is to be streamed first. After every chunk,
the embedded device can request a new chunk or return a verification result.
The chunk size may be altered between chunks, but the public key and the
signed message are always streamed in-order.The result is a one-bit message,
signaling if the verification succeeded or failed, followed by the message in case
the verification succeeded.

3.4.2 Public Key Verification

As the public key is being streamed in from an untrusted source, it is imperative
to validate that the key is actually authentic. We assume that a hash of the pub-
lic key is stored inside the HSM in some integrity-protected area. While the pub-
lic key is being streamed in, we incrementally compute a hash of it that we even-
tually compare with the known hash. We use the same hash function as used by
the studied scheme, i.e., SHA-256 for sphincs-sha256 and rainbowI-classic,
SHAKE-128 for gemss-128 and SHAKE-256 for dilithium2 and falcon-512.
We keep the hash state in memory, occupying additional 200 bytes for SHAKE-
128 and 32 bytes for SHA-256. We use the incremental SHA-256 and SHAKE
implementations from pqm4 [KRSS19).

In the case of gemss-128, the public key is needed multiple times; once in
every of the four evaluations of the public map. Note that the integrity needs
to be verified each time.

3.4.3 Implementation Details

In the following, we describe the modifications to existing implementations of
the five studied schemes needed to use them with the given platform constraints.
Table 3.1 lists the public key, signature sizes, and the time needed for streaming
them into the device at 500 kbit/s and 20 Mbit/s.
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Table 3.1: Communication overhead in bytes and milliseconds at 500 kbit/s
and 20 Mbit/s. GeMSS requires to stream in the public key nb_ite times (4 for
gemss-128). All other schemes require streaming in the public key and signed
message once.

streaming data streaming time

|pk| |sig] total 500 kb/s | 20 Mb/s

sphincs-s? 32 7856 7888 126.2 ms 3.2 ms
sphincs-fP 32 | 17088 17120 273.9 ms 6.9 ms
rainbowI®{ | 161600 66 161 666 2586.7 ms 64.7 ms
gemss-128 1 | 352188 33 | 1408785%| 22540.6 ms | 563.5 ms
dilithium?2 1312 2420 3732 59.7 ms 1.5 ms
falcon-512 897 690 1587 25.4 ms 0.6 ms

a _sha256-128s-simple P -sha256-128f-simple ©-classic  94.|pk|+|sig]
T: Scheme was eliminated from the NIST standardization project.

SPHINCS*

Our SPHINCS™ implementation is based on the round-3 reference implemen-
tation [ABB*20b]. Preceding work [KRSS19] shows that computation time for
SPHINCS* verification on single-core embedded devices is almost exclusively
spent in the underlying hash function. We did therefore not investigate fur-
ther optimization possibilities. Aligning the implementation to a streaming
API is fairly straightforward as SPHINCS™ signatures get processed in-order.
For both sphincs-sha256-128f-simple and sphincs-sha256-128s-simple
a public key is 32 bytes and hence does not require streaming.

For sphincs-sha256-128f-simple, a signature is 17088 bytes. Contents
of such a signature are displayed in Figure 3.2. The selected SPHINCS" pa-
rameter sets use n = 16 byte and so a streaming chunk size of 16 bytes is
possible. However, such a small chunk is undesirable due to overhead in terms
of memory and computation. The leading 16 bytes of the signature make up
the randomizer value, followed by the 3696 byte FORS signature, consisting of
33 authentication paths, and the 13376 bytes for 22 MSS signatures. Our im-
plementation first processes a 3 712 byte chunk containing the randomizer value
and FORS signature. This is used to compute the message digest and then the
FORS root, evaluating the 33 authentication paths. Then, the computed FORS
root is verified using the MSS signatures. The overall 22 MSS signatures, each
consisting of a WOTS+ signature and an authentication path, are processed in
three chunks. Given the memory constraints, the largest available chunk size is
4 864 bytes containing 8 MSS signatures. MSS signature streaming is therefore
done in two 4864 byte chunks and one final 3648 byte chunk. Starting from
the FORS root, this data is used to successively reconstruct all the MSS tree
roots from the respectively previous root: first computing 67 hash chains using
the WOTS+ signature, compressing their end nodes in a single hash, and then
evaluating an authentication path. The last (or “highest”) MSS tree root is
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then compared to the root node in the public key. For this to work, the reserved
chunk buffer needs to be 4864 bytes large.

17,088B
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‘R | FORS Signature | MSS Signature
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Figure 3.2: A sphincs-sha256-128f-simple signature unrolled.

For sphincs-sha256-128s-simple, streaming works analogously. The sig-
nature size is 7856 bytes and only seven - slightly larger - MSS signatures
are used within the scheme. This makes it possible to stream in all 7 MSS
signatures in a single 4928 bytes chunk. Streaming therefore consists of one
FORS+randomizer-value (2928 bytes) and one MSS (4928 bytes) chunk.

Rainbow

The round-3 submission of Rainbow [DCK*20] contains an implementation tar-
geting the Cortex-M4. As it relies only on instructions also available on the
Cortex-M3, it is also functional on the Cortex-M3. However, due to the large
public key (162 kB), we adapt the implementation for streaming. Rainbow
signatures consist of an ¢ bit (128 for rainbowI-classic) salt and n (100)
variables z; in a small finite field (Fq4 for rainbowI-classic). Two Fig ele-
ments are packed into one byte in the signature and public key. We first unpack
the elements of the signature and store one x; in the lower four bits of a byte.
This doubles memory usage from 50 to 100 bytes, but makes look-ups for indi-
vidual elements easier. After the signature and corresponding x; are stored in
memory, the public key is streamed in. The public key consists of the Macaulay
matrix pglg representing the public map consisting of m (64) equations of the
form

n n E
PP (2, .. an) = > sz(,j)xifj

i=1j=1

with the z;,z; corresponding to the variables from the signature. For com-
putational efficiency the public key is represented in the column-major form.
The public key’s first 32 byte chunk therefore has the form [pill) |p§21) ... \pi"f)]
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and the contained coefficients should be multiplied by 2%. Subsequent 32 byte

chunks have the same form, i.e. ([p§12)| . \pY;)] should be multiplied by z1 - 2

and so forth. Figure 3.3 visualizes such a public key and signature. To increase

16,600B
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Polynomial Coefficients 66B
.
328
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10100 x Coefficients 3 50B " 16B
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Figure 3.3: A rainbowI-classic public key (left) and signature (right) un-
rolled.

performance, Rainbow implementations delay multiplications. Before the ac-
tual multiplication step, coefficient sums are accumulated. Every incoming 32
byte chunk is added to one of 15 accumulators a; based on the 15 possible
values of y; j = x;-x; with y; ; > 0. If y; ; is zero, the chunk is discarded. Once
all chunks are consumed, every accumulator is multiplied by its corresponding
factor ay, = [k - a,(cl)|k . a,(cz)| ...] and added summed up the final result.

One can exploit that if an element z; is zero, all monomials z;x; will be
zero and the corresponding columns of the public key will not contribute to
the result. As every 16th z; is expected to be zero, this results in a significant
speed-up. As Rainbow is using Fig arithmetic, additions are X0R. For multi-
plications, we use the bitsliced implementation from the Rainbow Cortex-M4
implementation [DCK™*20].

The smallest reasonable chunk size for Rainbow is a single column of the
Macaulay matrix, i.e., 32 bytes. However, as larger chunk sizes result in lower
overhead, we use the largest chunk size which fits in our available memory. Due
to the low memory footprint of the Rainbow implementation, we can afford to
use chunks of 214 columns, i.e., 6848 bytes. As there are 5050 (n-(n+1)/2)
columns, the last chunk is only 128 columns, i.e., 4096 bytes.

GeMSS

To the best of our knowledge, there are no GeMSS implementations available
targeting microcontrollers and we, hence, write our own. We base our GeMSS
implementation on the reference implementation accompanying the specifica-
tion [CFM™*20]. The biggest challenge is that the entirety of the 352 kB public
key is needed in each of the evaluations of the public map p. Due to the itera-
tive construction of the HFEv- scheme, there appears to be no better approach
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than streaming in the public key in each iteration, i.e., nb_ite (4 for gemss-128)
times.
Each application of the public map p requires the computation of

n+v n+v

i = Z Z Z;xja; ; + ag.

i=0 j=i

Each column of the Macaulay matrix needs to be multiplied by a product of
two variables and then added to the accumulator. The field used by GeMSS is
F5 and, hence, field multiplication is logical AND and field addition is XOR which
allows straightforward bitslicing of operations. Unfortunately, since the number
of equations (m) is not a multiple of 8 (m = 162 for gemss-128), one cannot
simply store the Macaulay matrix in column-major form since this would result
in the columns not being aligned to byte boundaries. Therefore, GeMSS stores
the first 8- |m/8] (160) equations in a column-major form making up the first
[m/8]- (((n+v)-(n+v+1))/2+1) (347 840) bytes of the public key with n +v
(n =174,v = 12) being the number of variables. The last 2 equations are stored
row-wise occupying the last 2- (((n+v)-(n+v+1))/2+1)/8 (4348) bytes.

We split the computation in two parts: The first 8-|m/8| equations and the
last (m mod 8) equations. For the former, the most important optimization
comes from the observation that if either of the two variables x; or z; is zero,
the corresponding column does not impact the result. Similar to the Rainbow
implementation, in the case x; is zero, the entire inner loop and, hence, n+v—1
columns of the public key can be skipped. As half of the x; are expected to
be zero, this results in a vast performance gain. For the last (m mod 8), we
first compute the monomials x;x; and store them in a vector, then we add this
vector to each row of the public key. Lastly, we compute the parity of each
row. The smallest reasonable chunk size for the first part of the computation
is one column of the public key (20 bytes), while it is one row (2174 bytes) for
the second part. However, we use 4560 byte-chunks (285 columns) to achieve
lowest overhead with 8 kB RAM.

Dilithium.

Our Dilithium implementation is based on previous work targeting the
Cortex-M3 and Cortex-M4 [GKS20]. However, this work predates the round
3 Dilithium submission [BLD*20] which introduced some algorithm tweaks
and parameter changes. Most notably for the performance of dilithium?2
verification, the matrix dimension of A changed from (k,¢) = (4,3) to (4,4).
Therefore, we adapt the existing Cortex-M3 implementation to the new
parameters.

For dilithium2, the implementation of [GKS20] requires 9 kB of stack in
addition to the 2.4 kB signature and 1.3 kB public key in memory. We apply
a couple of tricks to fit it within 8 kB: We compute one polynomial of w' at a
time, which allows us to stream in the public key t;.
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Figure 3.4: A dilithium2 public key (left) and signature (right) unrolled.

Usually, one computes w’ = Az — ¢ -ty - 2¢ as NTT*(A -NTT(z) - NTT(c) -
NTT(t;-2%)). Hence, it is desirable for performance to keep NTT(z) and NTT(c)
in memory. However, that already occupies 5 kB. We instead keep the com-
pressed forms of z and ¢ in memory, occupying only £-576 = 2304 and 32 bytes,
respectively, and recompute the NTT operations.

Previous implementations of Dilithium use 3 temporary polynomials
to compute NTT'(A - NTT(z) — NTT(c) - NTT(ty - 2%)), one for the accu-
mulator and two temporary ones for the inputs. We instead compute
NTT ! (~NTT(c) - NTT(t1 - 2%) +A -NTT(z)), which can be computed in 2 polyno-
mials by sampling A coefficient-wise, as was also proposed for Kyber [BKS19].

The total memory consumption comprises the 2420-byte signature, 2 poly-
nomials of 1024 bytes each, 3 Keccak states of 200 bytes each, and about 600
bytes of other buffers, i.e., approximately 5670 bytes in total. To improve
speed, one can cache as much of NTT(z) and NTT(c) as possible. We cache
NTT(c) and 3 polynomials of NTT(z) while still remaining below 8 kB of stack.

Falcon

We used a Cortex-M4 optimized implementation which is also part of Fal-
con’s round-3 submission [Porl9, PFH*20a]. It is compatible with Cortex-M3
processors, but relies on emulated floating point arithmetic. This leads to
data-dependent runtimes, which is unproblematic for verification, but may be
an issue when considering signing as well. On the Cortex-M3, the implemen-
tation submitted to NIST uses around 500 bytes of stack space, public keys
of circa 900 bytes, signatures of around 800 bytes, and a 4 kB scratch buffer.
The overall memory footprint is about 6.5 kB. Hence, streaming in the data
in small packets is not necessary. Our implementation copies the whole public
key and signature to RAM before running the unmodified Falcon verification
algorithm.
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Table 3.2: Cycle count for signature verification for a 33-byte message. Average
over 1000 signature verifications. Hashing cycles needed for verification of the
streamed in public key (hashing and comparing to embedded hash) are reported
separately. We also report the verification time on a practical HSM running at
100 MHz and also the total time including the streaming at 20 Mbit/s.

w/o pk vrf. w/ pk verification w/ streaming

pk vrf. total time® 20 Mbit/s

sphincs-s? 8741k 0 8 741k 87.4 ms 90.6 ms

sphincs-fP° 26 186k 0 26186k 261.9 ms 268.7 ms

rainbow! } 333k | 6850k¢ 7182k  71.8 ms 136.5 ms

gemss-128 | 1619k | 109938k® 111557k 1115.6 ms 1679.1 ms
dilithium2 1990k 133k 2123k 21.2 ms 21.8 ms
falcon-512 581k 91k° 672k 6.7 ms 8.2 ms

2 -sha256-128s-simple P -sha256-128f-simple ©SHA-3/SHAKE 9 SHA-256
© At 100 MHz (no wait states) f-classic
t: Scheme was eliminated from the NIST standardization project.

3.5 Results

We chose an ARM Cortex-M3 board with 128 kB RAM and 1 MB Flash, an
STM32 Nucleo-F207ZG, as the platform for the implementation of our case
study. This board meets most of the specifications of an environment with
limited resources of a typical automotive HSM embedded in MCUs. The only
mismatch is the non-volatile memory (NVM). A typical limited HSM has much
less NVM.

We clock the Cortex-M3 at 30 MHz (rather than the maximum frequency
of 120 MHz) to have no Flash wait states. In a practical deployment in an
HSM one would use fast ROM instead of Flash and, hence, our cycle counts
are close to what we would expect in an automotive HSM.

We base our benchmarking setup on the pqm3! framework and adapt it
to support our streaming API. For counting clock cycles, we use the SysTick
counter. We stream in the signed message and public key using USART, but
disregard the cycles spent waiting for serial communication. We stream in
the signed message and public key using USART using a baud rate of 57600
bps, which is much slower than what we would expect in a practical HSM. We
use arm-none-eabi-gcc version 10.2.0 with -03. We use a random 33-byte
message which resembles the short messages needed for feature activation.

Table 3.2 presents the speed results for our implementations. The
studied signature schemes rely on either SHA-256 (rainbowI-classic,
sphincs-sha256) or SHA-3/SHAKE (dilithium2, falcon-512, and
gemss-128). In a typical HSM-enabled device SHA-256 would be available in
hardware and SHA-3/SHAKE will also be available in the future. However,

Thttps://github.com/mupq/pqm3
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on the Nucleo-F207ZG no hardware accelerators are available. Hence, we
resort to software implementations instead. For SHA-256 we use the optimized
C implementation from SUPERCOP.? For SHA-3/SHAKE, we rely on the
ARMv7-M implementation from the XKCP.3

While GeMSS and Rainbow only compute a (randomized) hash of
the message, SPHINCS*, Dilithium, and Falcon use hashing as a core
building block of the verification. Consequently, the amount of hashing
in multivariate cryptography is minimal (2% for rainbowI-classic, 4%
for gemss-128), while it makes up large parts for lattice-based (65% for
dilithium2, 36% for falcon-512) and hash-based signatures (90% for
sphincs-sha256-128s-simple and 88% for sphincs-sha256-128f-simple).
Clearly lattice-based and hash-based schemes would benefit more from
hardware accelerated hashing.

Additionally, we need to verify the authenticity of the streamed in public
key. We report the time needed for public key verification separately. For hash-
based signatures this operation comes virtually for free as the public key itself
can be stored in the device, so that no hashing is required. For multivariate
cryptography, the public key verification becomes the most dominant operation
due to the large public keys and fast arithmetic. This is particularly pronounced
for GeMSS as the public key is the largest and needs to be verified 4 times.

Table 3.3 presents the memory requirements of our implementations.

Table 3.3: Memory and code-size requirements in bytes for our implementa-
tions. Memory includes stack needed for computations, global variables stored
in the .bss section and the buffer required for streaming. Code-size excludes
platform and framework code as well as code for SHA-256 and SHA-3.

memory code

total | buffer  .bss stack | .text

sphincs-s?® 6904 | 4928 780 1196 | 2724
sphincs-fP 7536 | 4864 780 1892 | 2586
rainbowI-classic T | 8168 | 6848 724 596 | 2194
gemss—128 | 8176 | 4560 496 3120 | 4740
dilithium2 8048 40 6352 1656 | 7940
falcon-512 6 552 897 5255 400 | 5784

& -sha256-128s-simple b—sha256—128f—simp1e
T: Scheme was eliminated from the NIST standardization project.

?https://bench.cr.yp.to/supercop.html
Shttps://github.com/XKCP/XKCP
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Chapter 4

Formally Verified
Zeroization for Secret
Values in RAM

This chapter is based on work published in:

Santiago Arranz Olmos, Gilles Barthe, Ruben Gonzalez, Ben-
jamin Grégoire, Vincent Laporte, Jean-Christophe Léchenet, Tiago
Oliveira, and Peter Schwabe. High-assurance zeroization. TACR
Transactions on Cryptographic Hardware and Embedded Systems,
2024(1):375-397, 2024. https://eprint.iacr.org/2023/1713

This chapter introduces a solution that can benefit implementation of post-
quantum, pre-quantum and symmetric primitives alike. In it, we revisit the
problem of erasing sensitive data from memory and registers during return
from a cryptographic routine. While the problem and related attacker model
is fairly easy to phrase, it turns out to be surprisingly hard to guarantee secu-
rity in this model when implementing cryptography in common languages such
as C/C++ or Rust. We revisit the issues surrounding zeroization and then
present a principled solution in the sense that it guarantees that sensitive data
is erased and it clearly defines when this happens. We implement our solution
as extension to the formally verified Jasmin compiler and extend the correct-
ness proof of the compiler to cover zeroization. We show that the approach
seamlessly integrates with state-of-the-art protections against microarchitec-
tural attacks by integrating zeroization into Libjade, a cryptographic library
written in Jasmin with systematic protections against timing and certain mi-
croarchitectural attacks. We present benchmarks showing that in many cases
the overhead of zeroization is barely measurable.

Contribution. The main contribution of this work is presented in Section 4.4.
We describe our principled approach to stack (and register) zeroization for the
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Jasmin framework for high-assurance cryptography [ABB*17, ABB*20a]. The
three main components of the Jasmin framework are its programming language,
which can be used for writing high-speed implementations using the “assem-
bly in the head” paradigm, its compiler, which comes with formal proofs of
functional correctness and of preservation of side-channel protection (specifi-
cally preservation of constant-time), and its verification infrastructure, which
can be used to prove functional correctness, constant-timeness, and reduction-
ist security via an embedding to EasyCrypt. The Jasmin framework has been
used for writing efficient and formally verified implementations of several key
cryptographic primitives; in particular, it has been used to develop the Libjade
library for post-quantum cryptography.

In this work, we use two main properties of Jasmin. First, Jasmin programs
have a well-defined interface to outside callers (through export functions).
Second, the Jasmin compiler can predict the stack usage of Jasmin programs
at compile time. The latter is possible because, on the one hand, Jasmin
programs are compiled as a whole, and on the other hand, for our applications,
i.e. cryptographic primitives, programs do not use recursion. We use these two
properties to leverage a compiler-based solution, which remains compatible
with the global guarantees offered by Jasmin. In particular, we show that our
modified compiler preserves correctness. In addition, we prove that zeroization
integrates seamlessly with existing guarantees for constant-time and speculative
constant-time [SBG*22].

Associated Software. A software artifact that enables readers to reproduce
the benchmarks we present in Section 4.5 and the key-recovery from libsodium’s
ChaCha20 implementation we discuss in Section 4.2.3 is available at http:
//doi.org/10.5281/zenodo.17381244.

Organization of this chapter. In Section 4.2 we first motivate why zeroiza-
tion is not as easy as one might think by identifying 3 different failure modes
(plus the approach of explicitly excluding leakage of architectural state from
the attacker model). We investigate how zeroization is handled in 11 popu-
lar open-source cryptographic libraries written in C or Rust. None of those
libraries actually addresses the issue of memory zeroization with a principled
and sound approach. We show that, for example, routines in libsodium and
OpenSSL allow trivial key-recovery in our attacker model, despite attempts to
perform some stack zeroization.

We then, in Section 4.3, review possible solutions both on the caller’s side
and on the callee side and discuss why those solutions are not widely imple-
mented and used.

In Section 4.5 we show that the overhead of our protections is very small.
Specifically, we extend Libjade [For23] from [SBG*22] with our protections
against architectural-state leakage and present benchmarks showing that the
cost is, for many routines, barely measurable, and remains solidly below 2% for
all primitives except for highly optimized symmetric crypto routines on very
short inputs. We conclude the chapter with a discussion of directions for future
work in Section 4.6.
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4.1 Introduction

4.1 Introduction

Essentially all cryptographic software uses memory to temporarily store sen-
sitive data during execution. Usually this memory is allocated on the stack,
which means that when a cryptographic routine terminates and returns control
to the caller, the memory becomes “invalid”, but the sensitive contents remain.
It is often mandated that such sensitive data in memory is erased or zeroized
once it is no longer used. While overwriting data with zeroes seems like an easy
task, it turns out that there are multiple failure modes and that many popular
open-source crypto libraries actually do not have a sound approach to memory
zeroization and in some cases can be shown to leave content in stack memory
that allows trivial key recovery. This failure to perform zeroization has been
noticed for specific libraries before; in this work, we systematize this observa-
tion by considering multiple libraries. The conclusion of our systematization is
that unsound zeroization is a pervasive problem.

One might ask if this is an actual problem and what the reasons are to
mandate zeroization — after all the memory is “invalid” after return. There are
three reasons to consider an attacker, who obtains the stack contents after a
cryptographic routine returns:

Certification. Certification of cryptographic software (or more generally
“cryptographic modules”) often requires zeroization of sensitive data.
For example, the implementation guidance for FIPS 140-3 [Nat20] states
in Section 9.7.A:

“A cryptographic module shall provide methods to zeroize all
plaintext secret and private cryptographic keys and CSPs within
the module.”

Here, CSP stands for “critical security parameter”. Similarly, the Com-
mon Criteria mandate in FCS_CKM_EXT.4(a) (Cryptographic Key and
Key Material Destruction) that

“the TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [selection: For
volatile memory, the destruction shall be executed by a single
direct overwrite [selection: consisting of a pseudo-random pat-
tern using the TSF’s RBG, consisting of a pseudo-random pat-
tern using the host environment’s RBG, consisting of zeroes]
following by a read-verify/...]]”,

where TSF stands for the security functionality of the product under
evaluation and RBG stands for “random bit generator”.

Defense in depth. Cryptographic libraries are used by a plethora of applica-
tions and the application-level code is typically not under control of the li-
brary programmer. Bugs in the application that allow out-of-bound reads
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of memory may be used to obtain memory content from the whole address
space of the application, including, of course, all stack content. The most
prominent example for such a bug is HeartBleed [Syn14, CVE14]. While
this bug was part of the OpenSSL library (and not some application),
it was not a bug in any of the cryptographic components. Zeroization
helps to limit the damage that an attacker can do when exploiting such
a vulnerability.

Forward secrecy. Finally, and most importantly, a principled approach to
zeroization is required to guarantee forward secrecy. Many modern cryp-
tographic protocols are built in such a way that compromise of long-term
keys does not allow an attacker to recover plaintext of messages sent in
the past; see, e.g., [Donl7, Perl8, Res18]. This is achieved by using only
ephemeral keys to ensure confidentiality, which means that implemen-
tations need to ensure that those keys—and all information that allows
recovery of these keys or plaintext encrypted under those keys—are erased
from memory when they are no longer used. In other words, implemen-
tations need to ensure that keys are as ephemeral as specified in the
protocol design.

For the remainder of this work we assume that there are good reasons to
mandate memory zeroization. Specifically, we consider the following attacker
model induced by mandating zeroization.

Attacker model. Throughout this chapter we consider an attacker who ob-
tains leakage from a cryptographic computation. This leakage contains (pos-
sibly among other information) the content of all stack memory used by the
cryptographic routine right after the routine returns control to the caller. We
additionally include in the leakage the content of all registers and flags at the
point of return from the cryptographic routine. We define a cryptographic rou-
tine to be an API function of a cryptographic library. This API function may
call subroutines, but stack and register content is not leaked to the attacker
every time such a subroutine returns. This reflects the idea that cryptographic
computations need to “clean up” only when they return to a caller outside their
control.

Note that this attacker model focuses on the core problem of zeroization and
excludes several additional attack vectors that need to be addressed to prevent
leakage of ephemeral sensitive data when a device is compromised. The most
obvious attack vector is leakage through microarchitectural side channels. We
will return to this later and show that zeroization composes seamlessly with
state-of-the art (speculative) timing-leakage protection. In addition, arguments
to cryptographic routines like encryption keys or plaintext are commonly owned
by the caller and so it is the caller’s responsibility to zeroize those arguments
once they are no longer used. This is out of scope of our approach, which
is focused on protecting cryptographic libraries rather than application code.
Finally, while stack (and register) zeroization is essential to prevent data from
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being written to disk as part of swapping or hibernation (aka “suspend to
disk”), further measures are typically needed on system level to address this
problem. For example, the mlock system call under Linux prevents memory
regions from being swapped to disk and security-critical systems will probably
want to disable hibernation altogether.

Related work. Multiple earlier works consider zeroization of sensitive in-
formation from different angles. Already in 2005, Chow, Pfaff, Garfinkel, and
Rosenblum showed that it is generally not safe to rely on the fact that data
will eventually be overwritten [CPGRO5]. Their experiments show that “data
can remain in memory for days or weeks, even persisting across reboots”. They
introduce the “data lifetime” cycle:

“The span from first write to last read is the ideal lifetime. The
data must exist in the system at least this long. The span from first
write to deallocation is the secure deallocation lifetime. The span
from first write to the first write of the next allocation is the natural
lifetime. Because programs often rely on reallocation and overwrite
to eliminate sensitive data, the natural lifetime is the expected data
lifetime in systems without secure deallocation.”

Our attacker model roughly corresponds to the secure deallocation lifetime.
Several similar discussions are found in the literature. In particular, Perci-
val [Perl4] reports on the challenges and shortcomings of tricking a compiler
into zeroing buffers and stacks. Chapman [Chal7] provides another thorough
discussion of why systematic zeroization is hard and proposes a path forward
mostly in the context of the Ada and SPARK programming languages. Parts
of the paper are akin to our discussion in Section 4.2 and also come to similar
conclusions. Unlike our work, [Chal7] emphasizes the task of identifying what
data in a program is sensitive; the approach we present here does not require
this analysis and hence we only briefly discuss this in Section 4.6. None of these
works presents an implementation of a solution to systematic zeroization.

Yang, Johannesmeyer, Olesen, Lerner, and Levchenko [YJO*17] provide a
detailed analysis of the issue of dead-store elimination and of some popular
scrubbing techniques; their analysis can be seen as much more in-depth review
of what we briefly recall in Section 4.2.2. In addition, they provide a scrubbing
function secure_memzero that combines different scrubbing techniques, and
evaluated the use of the function with GCC, LLVM, and Visual C. Last, they
implement a scrubbing safe dead-store elimination option in LLVM.

Our work is most closely related to [SCA18]. In that work, Simon, Chis-
nall, and Anderson first investigate how mainstream compilers make it ac-
tively hard to achieve certain security-related properties including zeroiza-
tion. They then propose three approaches to perform zeroization in the LLVM
compilers—all approaches are implemented and publicly available from https:
//github.com/1lmrs2/zerostack. The first approach, coined function based,
applies zeroization to all sensitive functions. The second approach, coined
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stack-based, avoids zeroing the same stack area repeatedly. Their last approach,
called call graph-based (CGB), is similar to what we have proposed for the
Jasmin compiler. In particular, it does not support programs with unbounded
recursion. As far as we know, their solution has unfortunately never been inte-
grated into mainline LLVM. The main difference of our work is that we embed
our solution into the Jasmin framework for high-assurance cryptography and
are able to provide a formal proof of our approach. We briefly comment on the
pros and cons of integrating zeroization in mainstream vs dedicated compilers
in the conclusion.

Several works consider the challenges of memory scrubbing in the broader
context of compiler-induced security bugs (CISB). These are discussed e.g.
in [DPS15, XLD*23].

The problem of memory scrubbing has also been studied in the context of
language-based security. Chong and Myers [CMO05] propose a general language-
based approach to let programmers express what data needs to be erased and a
type system with multiple levels of confidentiality together with declassification
and erasure operators. Hunt and Sands [HS08] study erasure as a noninterfer-
ence property, and proposes a type system to check that erasure is performed,
similar to [CMO05]. Daniel, Bardin, and Rezk [DBR22] present a tool to analyze
binaries, among other properties, for zeroization of sensitive data. These works
do not consider the interactions between erasure and compilation.

Finally, there is a large body of work that formalizes the interactions be-
tween compilation and security. Many of these works focus on the theoreti-
cal underpinnings of these interactions, see e.g. [PAC19, ABC*21] for recent
overviews. Other works focus on preservation or mitigation of specific proper-
ties, notably constant-time [CSJ*19, BGLP21].

Responsible disclosure. We informed the maintainers of libsodium and
OpenSSL about our findings presented in Section 4.2.3. Both replied within
a day acknowledging our findings and stating that they do not consider the
findings a vulnerability, because neither library makes any claims about security
in the attacker model we consider in this chapter. Consequently they also did
not request an embargo. OpenSSL considers the finding a “real security problem
(at least on some platforms/compilers/architectures)” in the form of “a missing
security hardening”, for which they would be “likely to accept a patch”.

4.2 Failure Modes

One might think that overwriting used stack space and erasing values in reg-
isters before returning from a cryptographic routine should not be a difficult
thing to do. Unfortunately this is not the case in many programming languages.
In this section we look into different failure modes when attempting to protect
cryptographic software in the attacker model we introduced in Section 4.1.
We investigate approaches for stack zeroization taken by 9 popular open-source
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crypto libraries written in C/C++ (possibly with assembly), namely BearSSL
0.6 [Por23], GnuTLS 3.6.12 [Gnu23], libsodium 1.0.18 [Lib23], mbedtls 3.3
[mbe], NSS 3.91 [NSS23], OpenSSL 3.1.1 [Ope23], TinyDTLS 0.9 [Tin23],
and WolfSSL 5.6.3 [Wol23]. We also consider two libraries written in Rust,
namely ring 0.17 [Bri23] and Dalek 2.0 (RC3) [Dal23].

While many of these libraries make an attempt to zeroize sensitive data,
none of them explicitly claims security in the attacker model we use in this
chapter. It should thus not surprise that none of the libraries is actually secure
in this attacker model. In his reply to our disclosure e-mail, Denis, maintainer
of libsodium, describes their approach as follows:

“Overwriting all secrets after use is not a goal of libsodium. It’s
silently done in a couple places where it’s simple and cheap to do,
but this is not a guarantee documented anywhere, and not something
that’s planned to be become one.”

In the subsequent subsections, we build up a hierarchy of failure modes and
explain why languages like C/C++ or Rust and existing mainstream compilers
make it close to impossible to not hit at least one of them.

4.2.1 Perform No Zeroization

A common technique of implementers is to ignore or shift the problem of
memory scrubbing. The BearSSL crypto library, for example, recommends
to overwrite the stack with garbage data after BearSSL was used. This shifts
the responsibility of memory scrubbing to the application developer employing
BearSSL. Unfortunately, this is not at all apparent to users of the library.
Besides, even if an application developer was aware of their responsibility to
clear the stack, they would probably fail to do so. This is simply because on
a source code level it is completely unclear how much stack space was used by
BearSSL.

The popular ring implementation of cryptographic primitives employs the
same approach, and does not wipe sensitive data from memory either. Even
though it is written in the memory-safe language Rust, it can be employed by
C/C++ programs. A memory-corruption in the C/C++ application using ring
can therefore also leak sensitive data previously processed within the library.
This shows that writing cryptography in a memory-safe language does not
eliminate the need for memory scrubbing.

4.2.2 Zeroization Falling Prey to Compiler Optimizations

A straightforward way to overwrite memory in C/C++ programs is to overwrite
the desired memory region in a loop or by calling the memset function. Both
approaches are inherently flawed when it comes to zeroization of sensitive data.
The reason is that compilers will commonly apply an optimization called dead-
store elimination (DSE), i.e., removing stores of variables that will not be read
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anymore during their life time. Since zeroization occurs precisely once sensitive
data is no longer needed, it is a textbook target for DSE.

From the libraries we investigated, TinyDTLS and NSS contain examples
of attempts to zeroize sensitive data using memset. TinyDTLS calls memset
directly to scrub memory from sensitive data, such as key material. NSS calls
the macro PORT_Memset, which expands to memset on all platforms and, as
demonstrated by [YJO*17], is eliminated by common compilers.

4.2.3 Zeroization in API Functions Only

Libraries that perform zeroization and put effort into avoiding the DSE pitfall
typically use volatile function pointers to memset (OpenSSL), declare volatile
memory regions (WolfSSL), or employ memory barriers (Libsodium). See also
the detailed discussion in [YJO*17]. A more unified approach for zeroization in
C is in principle offered by the memset_s function, which is guaranteed to not be
eliminated by the compiler. However, since memset_s is part of the optional C17
appendix K [Int17], it does not have to be supported by a standard-compliant
compiler. At the time of writing, no mainstream compiler supports memset_s.

Unfortunately, employing a zeroization routine that does not fall prey to
DSE is by itself not sufficient to erase all sensitive data. All remaining libraries
we investigated (i.e., those not listed in Sections 4.2.1 and 4.2.2) applied ze-
roization to sensitive data only selectively; typically only to secret data in the
stack frame of API functions. Sensitive data derived from this secret data and
contained in stack frames further down the call stack are not erased. An exam-
ple of this scenario can be found in the ChaCha20 implementation of libsodium
(and very similar in the ChaCha20 implementation of OpenSSL). The body of
libsodium’s ChaCha20 API function looks like this:

chacha_keysetup (&ctx, k);
chacha_ivsetup(&ctx, n, NULL);

memset (c, 0, clen);
chacha20_encrypt_bytes (&ctx, c, c, clen);
sodium_memzero (&ctx, sizeof ctx);

We can see that after the call to chacha20_encrypt_bytes, the local
variable ctx containing the key is erased using the (carefully implemented)
sodium_memzero routine. However, inside chacha20_encrypt_bytes, the
entire context, including the encryption key, is copied onto the stack:

uint32_t jO, ji, j2, 33, j4, 35, j6, 37, \
j8, 39, jio, jit, jiz, ji3, ji4, jis;

j0

jt

ctx->input [0];
ctx->input [1];

j15 = ctx->input [15];
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So even though the developer was actively zeroizing sensitive data in mem-
ory, the stack still contains a full copy of the secret key after libsodium returns
control to the caller. To show that this is indeed an exploitable behavior, we
developed a small example program with a memory-corruption bug that em-
ploys libsodium and leaks secret keys. The implementation of ChaCha20 in
OpenSSL suffers from the exact same behavior.

The difficulty developers face by trying to identify all variables containing
sensitive data is best described by the following commit message of Brian Smith,
maintainer of the ring library [Bri23].

“Apart from that, by inspection, it is clear that there are many
places in the code that don’t call OPENSSL_cleanse where they
“should”. It would be difficult to find all the places where a call to
OPENSSL_cleanse “should” be inserted. It is unlikely we’ll ever
get it right. Actually, it’s basically impossible to get it right using
this coding pattern.”

4.2.4 Zeroization on Source Level

Given the failure modes described in the previous subsections, one might think
that zeroizing (potentially) sensitive data at the end of all functions, not just
API functions, or zeroizing whenever a variable goes out of scope, might result
in a sound solution. In Rust, there exist crates to implement this approach;
most notably, the zeroize [Rus23b] and the clear_on_drop [Bar23a] crates.
The former one being used, e.g., by Dalek [Dal23].

Unfortunately, even this approach is insufficient when implemented on
source (e.g., C, C++, or Rust) level. The reason is that not all data that
is placed on the stack by the compiler is visible on source level. The most
obvious example for data that is written on the stack and that is not visible
on source level are callee-saved registers that are spilled to the stack at the
beginning of a function and restored to their original values before returning.
More generally, the compiler is free to spill temporary variables on the stack as
part of optimization and as a consequence it is largely out of the programmer’s
control what sensitive data is actually stored on the stack. For example,
consider the crypto_scalarmult routine of the “ref10“ implementation of
X25519 [Ber06a] included in the SUPERCOP benchmarking framework and
shown in Listing 1. The source-visible variables declared at the beginning
of the function account for a total of 328 bytes when compiled for AMD64
(7 variables of type fe account for a total of 7-40 = 280 bytes, the array e
uses 32 bytes, and the 4 int variables take a total of 16 bytes). However,
compiling this code with GCC 10.2 and flags -03 -fstack-usage computes a
(worst-case) stack usage of 464 bytes. Some of the extra 136 bytes are simply
padding for alignment, but most are used for source-level invisible data stored
on the stack. Note that the -fstack-usage flag computes worst-case stack
usage on a per-function granularity — it does not take into account stack space
used by the functions called by crypto_scalarmult. See also Section 4.3.
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typedef crypto_int32 fe[10];

;| int crypto_scalarmult (unsigned char xq,
1 const unsigned char *n,
5 const unsigned char #p)

7 unsigned char e[32];

8 fe x1, x2, z2, x3, z3, tmpO, tmpl;
9 int pos;

10 unsigned int i, swap, b;

2| for (i = 0;i < 32;++i) el[i]l = n[il;
13 e[0] &= 248;

14 e[31] &= 127;

15 e[31] |= 64;

16 fe_frombytes (x1,p);

17 fe_1(x2);

18 fe_0(z2);

19 fe_copy(x3,x1);

20 fe_1(z3);

21

22 swap = O;

25  for (pos = 254;pos >= 0;--pos) {
24 b = elpos / 8] >> (pos & 7);

25 b &= 1;

26 swap "= b;

or| [...]

28 }

29 fe_cswap(x2,x3,swap);
30 fe_cswap(z2,z3,swap);

32 fe_invert(z2,z2);
33 fe_mul (x2,x2,22);
34 fe_tobytes(q,x2);
return 0;

Listing 1: Source code of crypto_scalarmult from the ref10 implementation
of X25519.
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Like others before us [Perl4, SCA18, YJO*17] we conclude that it is im-
possible to protect against the attacker we consider in this chapter by zeroizing
variables inside cryptographic routines on source level in commonly used lan-
guages such as C/C++ or Rust. It is thus not surprising that while many
crypto libraries include some “best effort” stack zeroization, no library makes
any claims about protecting against attackers who obtain residual stack data
or content of registers after a crypto routine returns.

4.3 Possible Solutions

As it is impossible to offer a principled solution to zeroization inside the crypto
routine on source level, we have two options: we either perform zeroization
outside the crypto routine, i.e., on the caller side, or we work on lower than
source level. We discuss these two options in the following.

4.3.1 Caller-Side Zeroization

Popular libraries such as BearSSL [Por23] recommend overwriting the stack
after the call to API functions and offer routines to perform such zeroization
on the caller side. The main limitation of this approach is that the caller
has no information about how much stack space has been used by the crypto
routine and thus needs to estimate stack usage. This is problematic, as a too
low estimate could lead to secret data remaining on the stack and a too high
estimate could violate stack size limits or even overwrite data in other segments,
especially in an embedded setting. It might in principle be possible to compute
the worst-case stack usage through per-function static analysis combined with
call-graph analysis and forward that information from the build system. Both
GCC and LLVM provide support for stack-usage analysis [GCC23, Rus23a], but
we are not aware of any library using these features in their build system for
zeroization. Furthermore, this approach does not take care of zeroing registers.

An elegant approach in a similar spirit is to allocate a new memory segment
prior to entering a cryptography library’s code. This segment is then used
as stack space and completely wiped once the library returns control to the
program. An implementation of this approach in Rust is provided by the
Eraser crate [Spr22]. However, the caller would again have to make a guess
about how much stack space is used in the library. Additionally, allocating a
new memory segment and moving the stack to that segment requires platform
and operating-system dependent subroutines. These low-level subroutines need
to be written in platform-specific assembly to directly manipulate the stack-
pointer register.

4.3.2 Callee-Side Zeroization

If we want to implement zeroization on the callee side, i.e., “clean up before we
return”, we need to either implement the complete crypto routine, including
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zeroization, in assembly, or we require compiler support for zeroization of stack
and registers. The first approach comes with the usual limitations of writing
code in assembly: code is hard to maintain and error-prone, in particular when
it comes to features like zeroization that are not covered by functional testing.

Consequently, the only remaining option for systematic zeroization is im-
plementation in the compiler. Unsurprisingly, zeroization passes in main-
stream compilers have been proposed before. GCC contributors discussed in-
cluding a clear_stack function attribute for certain eligible functions and a
security_sensitive attribute for variables [Gut16]. Similar work has been
proposed for the LLVM compiler backend by Simon, Chisnall, and Ander-
son [SCA18]. Their work introduces a __zero_on_return function attribute
that instructs the clang compiler to add a stack and register zeroization rou-
tine before a function’s exit. In contrast to GCCs clear_stack proposal,
this __zero_on_return approach also has an implementation employing the
library’s call graph. One thing these approaches have in common is that they
still leave the developer in charge of deciding where zeroization happens by
annotating what functions are “sensitive”. More importantly though, these
proposals for stack zeroization have unfortunately never been adopted in the
mainline compilers and are thus not widely available to developers. Both GCC
and clang however do support zeroing registers on function return with the
zero-call-used-reg compiler option. This is possible as zeroing registers is
a much simpler problem than zeroing the dynamically growing stack.

4.4 A principled solution in the compiler

In this section, we describe our principled approach for zeroing the stack. Our
approach is integrated in the Jasmin compiler, and comes with formal guar-
antees of correctness and security. For completeness, we start by providing
background on the Jasmin language.

4.4.1 Background on Jasmin

Jasmin [ABB*17, ABB*20a] is a programming framework for developing effi-
cient, high-assurance cryptography. The framework is built around the Jasmin
programming language, which lets programmers write efficient and readable
code using “assembly in the head”. Informally, Jasmin is an assembly-like lan-
guage with structured control flow; in other words, it provides explicit access
to assembly instructions (except GOTOs) for the architecture the developer is
targeting, and has the usual control flow constructs if, while and function calls,
as well as unrolled loops (denoted by for). Jasmin also supports zero-cost ab-
stractions that increase readability and are predictably translated to assembly.
One example of zero-cost abstraction is variables. A variable in a Jasmin pro-
gram is an n-bit word that has either the reg or stack storage class, determining
its storage (variables are not spilled by the compiler). One key benefit of the
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Figure 4.1: Program transformations in the Jasmin compiler

Jasmin language is that it comes with a machine-checked semantics that spec-
ifies the behavior of Jasmin programs; the semantics are written in the Coq
proof assistant.

Jasmin programs are compiled using the Jasmin compiler. Currently, the
compiler targets the AMDG64 (aka, x86-64) architecture and has experimen-
tal support for ARMv7-M. Results are therefore also highly relevant for the
embedded realm. The compiler consists of around 30 passes, summarized in
Figure 4.1. We now describe the most relevant passes for our purposes. The
initial passes are Jasmin to Jasmin transformations. For instance, the Inlin-
ing pass removes inline functions by inserting their bodies at their call sites.
The Unrolling pass removes for loops by unrolling them. The Lowering pass
replaces high-level assignments with specific assembly instructions, e.g. x +=
y with ADD x, y in x86-64. The Stack Allocation pass replaces stack variables
by memory accesses relative to the stack pointer; it is in this pass that we can
compute the amount of stack needed for the program. The Register Alloca-
tion pass assigns variables to architectural registers. The Linearization pass
replaces structured control flow with GOTOs and labels, translating the program
into a language called Linear. We insert our new stack and register zeroiza-
tion passes after Linearization and before Tunneling, Assembly Generation and
Pretty-printing.

To the exception of the parsing, preprocessing, type-checking and pretty-
printing, each pass of the Jasmin compiler is certified in the Coq proof assistant.
Following common practice in certified compilation, each pass is either imple-
mented and verified in the Coq proof assistant, or it is implemented in an
external language (OCaml) and its results are verified using a verifier which is
implemented and verified in the Coq proof assistant. By combining the cor-
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rectness results of each individual pass, one can prove that the Jasmin compiler
is correct, i.e., it preserves the behavior of (safe) programs. This entails that
functional correctness and reductionist security carry from source programs to
the generated assembly.

In addition, the Jasmin framework provides a back-end to the EasyCrypt
proof assistant [BGHZ11, BDG*14], which can be used for proving functional
correctness and reductionist security. Last, the Jasmin framework provides
guarantees about side-channel protections. In particular, there exist type
systems for proving that Jasmin source programs are constant-time—the
gold standard for protection against cache-based timing attacks in absence of
speculation—or speculative constant-time—an enhancement of constant-time
to protect against Spectre v1 attacks [KHF*19]. For details see [SBG*22].

The Jasmin framework has been used to develop efficient implementations
of key cryptographic routines. In particular, Jasmin is the main medium used
by the Libjade library, which provides formally verified implementations of
post-quantum cryptographic algorithms [For23].

4.4.2 Design Choices

Any sound approach to zeroization must make four design choices: when should
it be applied, what precision should it achieve, how should it be implemented,
and where in the compilation chain should it be performed? We comment on
each design choice in turn.

When to zeroize? The first question is when should zeroization be applied.
In order to achieve the best trade-offs between security and performance, the
ideal compromise is to apply zeroization at the interface between cryptographic
routines and application-level code. Conveniently, Jasmin offers a clean inter-
face between cryptographic code and the caller. Specifically, Jasmin programs
contain export functions and internal functions. Internal functions cannot be
called from the outside. On the contrary, export functions are the entry point of
the programs, and the exit of the export function is the point where we exit the
Jasmin world and return to the outside world. This is a natural place to intro-
duce the zeroization code. However, this does not mean that we do not clear
the memory used by the internal functions! At the end of the export function,
the code injected by the compiler zeroizes the entire stack used during the call
of that function, that is, not only the stack frame of the export function, but
also the stack space used by the internal functions it transitively calls.

What precisely to zeroize? Any approach to zeroization must decide be-
tween precision and simplicity. On the one hand, minimizing the number of
memory writes could potentially minimize overhead. On the other hand, a
complex approach may be more difficult to implement, even more so because
the Jasmin compiler is verified, without necessarily bringing any significant
performance improvement over a naive approach.
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We choose to implement a simple and systematic approach, where the in-
jected code blindly clears all used stack space and auxiliary registers, with the
hope that the zeroization will be cheap anyway. This hope was also motivated
by the fact that stack allocation in the Jasmin carefully minimizes overall stack
usage by re-using space when stack arrays go out of scope. The hope was con-
firmed by our benchmarks, see Section 4.5.

How to implement zeroization? The natural implementation of stack ze-
roization is using a loop, repeatedly clearing the stack one chunk at a time.
But since the bound on the stack size is known at compile time, we can also
unroll this loop and generate sequential code performing zeroization. The first
approach has the advantage of keeping the code size overhead small, the second
one should typically be faster. We can also imagine mixing both approaches,
i.e., use a partially unrolled loop. However, we choose to implement only these
two strategies, that we call loop and unrolled, respectively.

Another design choice is the clearing instruction that is used at each step.
We simply use MOV and VMOV to write zeros. As for what size to clear at each
step, here again we choose the simple approach. All the instructions introduced
clear the same number of bits. This implies that we can clear only a size that is
a multiple of this number. If the stack size is not a multiple, we round up and
clear the next largest multiple of stack bytes. This means that enabling the
zeroization has an impact on the analysis mentioned in the previous paragraph.
Details are given in the Analysis paragraph in Section 4.4.3. The user can
select the size cleared at each step, either 8, 16, 32, 64, 128 or 256 bits. If this
is less than or equal to 64 bits, we use MOV. Otherwise, we use VMOV. There is
also a default value which is the stack alignment of the export function.

Where in the compiler should zeroization be performed? The inser-
tion of the zeroization pass in the compiler chain involves several considerations.
First, zeroization can only be performed once the compiler has fixed the stack
space used by the export function and all functions further down the call stack.
In the Jasmin compiler, this is done during Stack Allocation, so we must insert
the Zeroization pass after Stack Allocation. We choose to perform Zeroization
after Linearization, although it could go at any point after Register Allocation.

4.4.3 Implementation Overview

Implementing zeroization in the compiler comprises two main tasks: computing
what to clear (which regions of memory need zeroizing) and generating the
corresponding assembly instructions.

Analysis. During the Stack Allocation pass, the compiler computes two
pieces of information for each function (whether it is export or internal): the
size of the stack frame used and the minimal stack alignment required. For the

99
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frame size, the compiler determines a frame layout, trying to share stack mem-
ory for local variables (meaning that if a stack variable is dead, then it tries to
reuse that stack region), and then it deduces the amount of stack needed by
the function. The stack alignment is deduced from the writes to the stack. It
is the minimum alignment required so that all writes to the stack are aligned.

The compiler does this for each function, and then propagates the infor-
mation to account for function calls, from the callees to the callers, summing
the stack frame sizes and taking the maximal alignment. Each function must
indeed take into account the stack used by the functions it calls, directly or
transitively. Since Jasmin does not support recursive functions, the call graph
is acyclic and this propagation is not difficult. The result is an upper bound on
the amount of stack used and an alignment for each function, taking function
calls into account. It is an upper rather than an exact bound because, for in-
stance, the function might call some other function conditionally with respect
to a runtime value, so the analysis must be conservative. This bound is tight
in the sense that there exists an execution that uses this amount of stack. The
same reasoning with respect to conditional calls applies to the alignment.

When stack zeroization is applied, the analysis is amended. Three changes
are made. First, if the size to be cleared at each step is greater than the
alignment of the export function, the alignment is increased so that both match.
This is needed so that the writes introduced by the zeroization are aligned.
Second, the frame size of the export function is rounded up, so that it is a
multiple of the alignment, meaning that some padding is inserted in the frame.
To explain that point, we must give some details about the code generated by
the Jasmin compiler for export functions. To allocate the frame of the export
function on the stack, the stack pointer is first decreased by the size of the
stack frame, then aligned on the alignment of the function. In the clearing
code, we start by aligning the stack pointer. Roughly speaking, we need the
decrease and the alignment to commute. One way to achieve that is having
the frame size be a multiple of the alignment. Third, the bound on the stack
size is rounded up, so that it is a multiple of the size of the clear step. This is
to take into account that, as mentioned in Section 4.4.2, we can clear only a
size that is a multiple of the size of the clear step.

Transformation. The compiler injects zeroization code at the end of export
functions. At that point, the stack pointer is already restored to its initial value.
For that reason, the zeroization code has to redo the alignment performed at
the entry of export functions. It copies the stack pointer to another register
and computes the alignment. Then it introduces a loop or a sequential code,
depending whether the strategy is loop or unrolled.

Interestingly, some modification to the compiler was required for implement-
ing the transformation. In particular, the formal development was modified to
support compilation passes which introduce new labels in the Linear program.
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1 fnf () — reg ubd
{
2 stack u8 s;

3
4 return r;

5 )

6

7 export fn main ()
—> reg ub4 {

8 stack u32 s;

9
10 r="F();

11 return r;

12}

main:

movq %rsp, Arsi
leaq -8(%rsp), %rsp
andq $-8, Yrsp

movq %rsi, %rsp
andq $-8, Yrsp
subq $16, Yrsp
movq $16, %rdi

zloop:

subq $8, %rdi

movq $0, (V%rsp,%rdi)
jne zloop

movq %rsi, %rsp

ret

// Save the SP.
// Allocate a word.
// Align.

// Code.

// Restore SP.

// Align.

// Point at max.
// Set up counter.

// Zeroize.

// Restore SP.

(b) Code produced with loop strategy

(a) Jasmin program

main:

movq %rsp, Arsi
leaq -8(%rsp), %rsp
andq $-8, Yrsp

movq %rsi, %rsp
andq $-8, Yrsp
subq $16, JYrsp
movq $0, 8(%rsp)
movq $0, (%rsp)
movq %rsi, %rsp
ret

// Save the SP.
// Allocate a word.
// Align.

// Code.

// Restore SP.
// Align.

// Point at max.
// Zeroize

// Zeroize

// Restore SP.

(¢) Code produced with unroll strategy

Listing 2: A schematic Jasmin program (a), and the assembly produced with
a clear step of 64 bits, for strategies loop (b) and unrolled (c).
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Illustrative example. Let us consider the schematic Jasmin program shown
in Listing 2, on the left and let us first illustrate the analysis on it. Function
f uses 1 byte of stack, but actually it also has to save the return address on
the stack, which requires 8 bytes, so 9 bytes in total. The alignment is 64 bits,
because of the 64-bit return address. For alignment reasons, the frame size of
internal functions are rounded up to a multiple of the alignment, so the final
frame size is 16 bytes. Function main uses 4 bytes of stack for itself, and calls
f. This results in 20 bytes being used by main. As for the alignment, main
inherits the alignment of f, 64 bits.

Let us assume that the user applies the stack zeroization feature with the
default clear step size, 64 bits, corresponding to the alignment of main. The
alignment of main is unchanged, but the frame size is rounded up and becomes
8 bytes. f still uses 16 bytes of stack. The stack size used by main is thus 24
bytes. This is already a multiple of the clear step size, 64 bits, so it does not
need to be rounded up.

The resulting assembly for strategies loop and unrolled is shown in figure 2,
in the middle and on the right, respectively. We can observe that in both
cases, the clearing code start with aligned the stack pointer, mimicking the
initial alignment at the start of main. In the loop strategy, a counter is set
up before entering the loop. The counter is decreasing, the loop exits when it
reaches 0. Written this way, it is enough to check the flags set by addq, there is
no need to call a comparison operator. In the unrolled case, the code consists
in as many clearing instructions as needed. In this example, we need 3.

4.4.4 Register and Flag Zeroization

The compiler also offers to developers the possibility to zeroize registers, flags
or XMM registers, or a combination of these. No analysis is needed in this
case, since the targets of zeroization are known.

4.4.5 Correctness and Security

We have proved that the Jasmin compiler with the zeroization pass achieves
correctness and security. Both statements are stated as end-to-end results,
i.e., as relations between source code and assembly code. The (simplified)
statements of correctness and security are displayed in Figure 4.2.

The correctness result is a classic simulation, stating that if an export func-
tion fs from the source program transforms state oy into state o, and its
compilation f; in the compiled program transforms o; into o}, and if oy is
equivalent to o3, then ol is equivalent to o}, where = is a relation between
source states and target states. End-to-end correctness of the compiler follows
from correctness of each individual pass. The correctness statement of other
passes could be reused.

The security result states that under the assumptions above, all memory
locations in o; whose addresses are undefined in o, either retain their value
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I
oy ——> 0';

fi

e Correctness: ol = o}
e Security: —valid(os,p) = o} [p]=0:[p]Vvo;[p] =0

where = is a relation between source and assembly states and —valid(os,p)
says that p is not a valid address w.r.t. source state o.

Figure 4.2: Correctness and security of zeroization.

from o or contain zeros (see Figure 4.2). The compiler only writes stack data
to memory addresses that are invalid in o, so it follows that everything an
adversary learns about the stack from o was present in o; already. In fact,
our security statement considers a more refined attacker model than previously
discussed: when an export function returns, the attacker acquires the memory
contents between sp and sp — n, together with registers and flags, where sp
is the stack pointer before the function executed and n the amount of extra
stack memory needed by the compiler. Our transformation ensures that all the
memory given to the adversary is either valid and originates from the client
code, or is equal to 0. Note that in this model the attacker learns the amount of
used stack, but this is public since it’s statically determined from the program.

The proof of security is done for the zeroization pass. Then, one proves
that the security property is preserved by all subsequent passes. However, in
order to establish our end-to-end statement, it has also been necessary to prove
that passes before zeroization do not introduce arbitrary writes. For instance,
we have proved that stack allocation respects stack usage predicted by the
compiler, i.e. it does not write outside of the region of the stack that the
compiler predicted to use. The zeroization property for the entire compiler is
as follows: If an export function f,; from the source program transforms state
o into state of, and its compilation f; in the compiled program transforms
o into o}, and if o, is equivalent to o, then memory locations in o; whose
addresses are undefined in oy either retain their value from o; or contain zeros.

4.4.6 Combining Leakage Models

As stated in the introduction, our threat model so far is limited to an at-
tacker that can observe the contents of the registers and flags upon return of
the cryptographic routine, as well as the contents of the stack used by the
cryptographic routine. This threat model is orthogonal to threat models for
micro-architectural attacks, including cache attacks, or speculative attacks like
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Spectre. In this section, we sketch how our countermeasure can soundly be
combined with existing approaches to protect against this type of side-channel
attacks. For completeness, we briefly review the prominent models for cache-
based timing attacks, without and with speculative execution.

The constant-time policy. In absence of speculative execution, the baseline
for side-channel protection is (cryptographic) constant-time. Informally, the
constant-time policy considers a leakage model where program execution leaks
all control-flow decisions and all addresses (not values) of memory accesses.
The constant-time property states that an attacker cannot learn any secret
information from leakage. Formally, the property is stated relative to a notion
of indistinguishability between states, where two states are indistinguishable if
they coincide on the fragment of the memory that can be accessed directly by
the attacker. Then, we say that a program is constant-time if leakage cannot
separate between any two executions starting from indistinguishable states.

We can now combine the two threat models, and consider an attacker that
can observe both the constant-time leakage and the contents of the stack, reg-
isters and flags after program execution does not learn anything about secrets.
For lack of a classic name, we call this model stack constant-time. It is not
too hard to observe that zeroization transforms a constant-time program into
a stack constant-time program. Informally, this is a consequence of the cor-
rectness of stack zeroing, and of the following two observations. First, the part
of the stack that is zeroed by zeroization is determined statically and indepen-
dently of the values held in memory. Second, zeroing the same part of the stack
preserves state indistinguishability.

The speculative constant-time policy. The baseline for side-channel pro-
tection in presence of speculative execution is speculative constant-time. The
leakage model is similar to the one of constant-time. However, the attacker
can now actively influence all control-flow decisions, and the addresses of un-
safe memory reads and writes carried during misspeculation. More formally,
the operational semantics of programs is extended with a set of directives that
are controlled by the attacker and determine the control-flow of the program.
Then, a program is speculative constant-time if, for every choice of the attacker
at control-flow points, leakage cannot separate between any two speculative ex-
ecutions starting from indistinguishable states.

Similar to the previous case, we can define a notion of stack speculative
constant-time. However, in this case one cannot prove that our zeroization
procedure using loops transforms a speculative constant-time program into a
stack speculative constant-time program. This is because the transformation
does not prevent early abort attacks, and so an attacker with control over the
branch predictor can force the whole zeroization to be skipped [SBB*22]. To
avoid this attack, we offer a compiler flag to add a fence at the end of the
zeroization loop. Note that the attack does not work on the variant of ze-
roization using an unrolled loop. So, in both cases, we can prove that zeroiza-
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tion transforms a speculative constant-time program into a stack speculative
constant-time program.

Integration with the Jasmin compiler. Note that in contrast with the
correctness and security results of the previous section, the claims of this para-
graph are not machine-checked in the proof assistant, and they are not limited
to the zeroization pass. Formalizing the results in the Coq proof assistant would
be possible with reasonable effort. However, there are some main obstacles to
extend them to end-to-end results. We discuss these obstacles below.

In the case of constant-time, the end-to-end result would state that the
Jasmin compiler with zeroization transforms a constant-time source program
into a stack constant-time program. A prerequisite for proving this end-to-end
result would be to prove that the Jasmin compiler preserves constant-time.
Indeed, such a preservation result exists. Unfortunately, it has been proved for
a previous version of the Jasmin compiler [BGLP21] and the proof has not yet
been merged into the latest state in the main branch.

In the case of speculative constant-time, there is currently no formal guar-
antee that the compiler preserves speculative constant-time (for Spectre v1).
This remains an exciting direction for future research.

4.5 Benchmarks and Validation

This section evaluates the cost of zeroization. As a starting point, we use the
artifact from [SBG*22|, which protects cryptographic implementations from
Libjade [For23] against Spectre v1. We produced the data in this section with
a machine with Linux Debian 5.10.0-21-amd64, GCC 10.2.1, and equipped with
an Intel Core i7-10700K (Comet Lake) with hyperthreading and TurboBoost
disabled.

Table 4.1 reports the cycle counts for six cryptographic primitives and
nine implementations. For implementations with variable-input-length, such
as ChaCha20 and Poly1305, we include the measurements for 128, 1024, and
16384 bytes. Each reported value in Table 4.1 corresponds to a median of 10000
executions. Given that the overhead of zeroization from our approach is small
(from an absolute perspective), we repeated the experiment a total of eleven
times, and included in the table the median of these (which can be interpreted
as an approximation of the median of 110000 executions).

The fourth column from Table 4.1, Baseline, corresponds to the results of
our experiments without performing any zeroization. The fifth column, Loop,
presents the cycle counts when we perform a complete stack zeroization us-
ing a loop with a fence instruction after it, to prevent early-abort speculative
execution attacks (-stack-zeroization loopSCT). In addition to the stack
cleaning, for reference implementations (ref in the table) we clear all 64-bit
registers that might leak, and for vectorized implementations, we also set the
256-bit registers to zero. The overhead of the Loop setup (compared to the
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Baseline) is shown in the next column. The highest overhead in this column
is 32.56%, corresponding to the vectorized version of Poly1305 when operat-
ing on 128 bytes of input data: the cost of zeroization is fixed, and for this
particular case, the average expected overhead is just 56 CPU cycles. This
cost is quickly amortized for larger inputs and converges to overheads close to
zero, demonstrated by the 1.09% overhead for the same implementation and
an input length of 16 KiB.

The CPU cycles reported in column Unroll correspond to a straight-line
code zeroization (option -stack-zeroization unrolled). The register zero-
ing is performed in the same way as in Loop. Generally, the overhead of zeroing
the stack using the straight-line code is lower when compared to zeroization
using a loop. Both overhead columns show a negative value for the scalar
multiplication of X25519, -0.02% and -0.04%, for the loop and unrolled vari-
ants, respectively. We suspect this result to be due to different code alignment
resulting from zeroization and will continue to investigate the matter. The
computation overhead for zeroing the state in all Kyber’s operations is small
and below 2% for all reported measurements except one, Kyber512 decapsu-
lation. Kyber768 avx2 implementation uses 15392, 18432, and 19552 bytes of
the stack in keypair, enc, and dec, respectively, and if we consider that cost of
clearing the stack lies between 400 and 600 CPU cycles, on average, roughly
32 bytes of stack are cleared each CPU cycle.

In the context of code size, the assembly file produced by the Jasmin com-
piler for Kyber768 avx2 has 33761 lines for the Baseline version. For the
Loop and Unroll variants, this increases to 33869 and 35519, respectively. In
Unroll, one instruction is issued for every 32 stack bytes: in the particular
case of dec, which uses 19552, this corresponds to 611 instructions.

Overall, Table 4.1 shows that the overhead is very small and in many cases
barely measurable for both variants, so in scenarios where code size is a concern
and stack space usage is intensive, using the Loop option is recommended;
otherwise, the Unroll option performs better on average.

Validation. To validate the effectiveness of stack zeroization code, we call
each function from the Libjade API in a C wrapper that reads the region of
memory that the function used as stack. More specifically, we implement a test
case for each library function, where we first fill the memory region that the
function will use as stack with the output of a PRF. Then, we call the Libjade
function and subsequently assert that the memory region we filled with the
PRF was zeroized (in our current implementation this means overwritten with
zeros). On the other hand, for register zeroization we inspected the assembly
output of the compiler and ensured each register was being overwritten with
ZEros.
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Table 4.1: Benchmark results on an Intel Core i7-10700K (Comet Lake) CPU
including introduced overhead in percent.

Primitive ~ Impl. Op. Baseline Loop % ov. Unroll % ov.
avx2  128B 372 458 23.12 398  6.99
ref 128 B 796 840  5.53 810  1.76
avx2  1KiB 1254 1304  3.99 1256 0.16

ChaCha20 ¢ 1KiB 5996 6038  0.70 6008  0.20
avx?2  16KiB 19076 19104  0.15 19144  0.36
ref 16 KiB 94618 94646  0.03 94660  0.04
avx2  128B 172 228 32.56 184  6.98
ref 128 B 172 212 23.26 176 2.33

poizos VX2 1KiB 684 744 877 702 2.63

o ref 1KiB 1044 1080 345 1052  0.77
avx2  16KiB 8422 8514  1.09 8468  0.55
ref 16 KiB 15932 15964  0.20 15970  0.24
avx2  128B 1244 1342 7.88 1282  3.05
ref 128B 1702 1760  3.41 1710 0.47

" avx2  1KiB 3110 3216 3.41 3158 1.54

SCCretbox 1 of 1KiB 8006 8052  0.57 8028  0.27
avx2  16KiB 31342 31434 029 31450  0.34
ref 16 KiB 115402 115426  0.02 115496  0.08

X25519 mulx  smult 98334 98432  0.10 98304  -0.03
avx2  keypair 25884 26256  1.44 26282  1.54

Kyber512 avx2  enc 35416 35860 1.25 36024 1.72
avx2  dec 27984 28886  3.22 28470  1.74
avx2  keypair 43096 43402 0.71 43352 0.59

Kyber768 avx2  enc 55134 55490  0.65 55268  0.24

avx2 dec 44294 44938 1.45 44756 1.04
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4.6 Conclusion and Future Work

The solution to zeroization we presented in this chapter offers many desirable
properties: it is principled in the sense that it is guaranteed that sensitive
data on the stack and in registers is cleared and it is well defined when this
happens. As we showed in Section 4.5, the cost for zeroization is typically
very small. This is inherent to our solution and therefore also translates to
other architectures, such as Armv7-M, used in many embedded settings and
experimentally supported by the Jasmin compiler. Integration into the Jasmin
compiler releases library developers from the error-prone task of taking care of
zeroization and ensures that zeroization takes place on the callee side, where
the responsibility naturally resides.

There are also some drawbacks to our solution, most obviously that it re-
quires writing cryptography in the Jasmin programming language. This may
not be an option for various reasons, most notably that, so far, the Jasmin com-
piler only targets the AMD64 (and, experimentally, ARMv7-M) architectures.
However, for projects that can integrate assembly code generated by the Jasmin
compiler, switching to Jasmin implementations comes with additional benefits
like certified compilation, timing-attack and Spectre-vl protection [SBG*22],
and an interface to EasyCrypt [BGHZ11] proofs of functional correctness and
reductionist proofs of security. One obvious line of future work is to extend Jas-
min’s set of supported target architectures, including the zeroization support
we presented here.

Furthermore, recall that our proposed approach erases all data and does
so only when returning from an export function. One can imagine investigating
more fine-grained approaches in two different senses: First, as Jasmin features
a information-flow type system, one could decide to erase secret data only.
While the information about secrecy is in principle available, it is not trivial to
decide at the end of an export function for each address in the used stack space,
if the last write contained secret data or not. Not only would this approach add
considerable complexity and in most cases offer only small benefits, it would
also create a performance conflict with Spectre v1 protection: For the selective
SLH countermeasures implemented in [SBG*22], it is beneficial to declare data
as “secret” whenever this data is not used as address or branch condition, even
if it not secret from a cryptographic point of view. This approach of declaring
as much data as possible as “secret” would, for most cryptographic routines,
mean that anyway almost all stack data needs to be cleared. Distinguishing
“truly secret” and “additional secret” data in the type system would probably
be possible, but again add complexity in both the compiler and Jasmin imple-
mentations. Second, one could decide to implement more frequent zeroization,
for example at the end of every (also Jasmin-internal) function or even when-
ever a variable goes out of scope. Again, given on our benchmarks of fast
functions on short inputs, we expect such an approach to be quite expensive
in terms of performance.

The Jasmin compiler is an ideal context for developing security-aware com-
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pilation techniques, for three reasons. First, Jasmin is primarily targeted to
cryptographic software, which mandates the use of these transformations. Sec-
ond, the Jasmin compiler is arguably simpler than a mainstream compiler, mak-
ing the implementation and integration of these transformations much simpler.
Last, the overarching goal of the Jasmin/EasyCrypt approach to high-assurance
cryptography is to derive assembly-level guarantees against implementation ad-
versaries. As noted by Percival, proving properties such as forward secrecy at
assembly-level mandates the use of a formally verified zeroing compiler, so there
is a very strong motivation to adopt and maintain zeroization in the Jasmin
compiler. Nevertheless, we express our hope that eventually also mainstream
compilers will offer a clean approach to memory zeroization, for example, by
adopting the solution proposed in [SCA18] for LLVM.
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Chapter 5

KEMTLS vs.
Post-Quantum TLS in
Resource-Constrained
Devices

This chapter is built upon work from the following paper:

Ruben Gonzalez and Thom Wiggers. KEMTLS vs. post-quantum
TLS: Performance on embedded systems. In International Confer-
ence on Security, Privacy, and Applied Cryptography Engineering,
pages 99-117. Springer, 2022. https://eprint.iacr.org/2022/
1712

In it, we conduct a performance comparison of the established TLS 1.3
and the newly proposed KEMTLS in an embedded setting, including different
transmission mediums. The comparison has a focus on server authentication
within the embedded client, but takes the full post-quantum handshake into
account. TLS secures transport for high-end desktops and low-end embed-
ded devices alike. However, especially for small microcontrollers, it appears
the current NIST-selected post-quantum signature solutions pose a challenge.
Dilithium e.g. suffers from very large public keys and signatures; while Falcon
has significant hardware requirements for efficient implementations.

KEMTLS is a proposal for an alternative TLS handshake protocol that
avoids authentication through signatures in the TLS handshake. Instead, it
authenticates the peers through long-term KEM keys held in the certificates.
The KEMs considered for standardization are more efficient in terms of com-
putation and/or bandwidth than the post-quantum signature schemes.

To gain meaningful results, this chapter presents implementations of
KEMTLS and TLS 1.3 on a Cortex-M4-based platform. These implementa-
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tions are based on the popular WolfSSL embedded TLS library and hence share
a majority of their code. In the experiments, both protocols are investigated
with the NIST finalist signature schemes and KEMs, except for Classic
McEliece which has too large public keys. Both protocols are benchmarked
and compared in terms of run-time, memory usage, traffic volume and code
size. The benchmarks are performed in network settings relevant to the
Internet of Things, namely low-latency broadband, LTE-M and Narrowband
ToT.

Since publication of the paper, two of the three investigated signature al-
gorithms have been standardized with very slight modifications (Dilithium) or
have been selected for standardization (Falcon). Results therefore remain as
relevant as at the time of writing. The third investigated algorithm, Rainbow,
however, has been eliminated from the standardization process as Beullens
presented an efficient attack [Beu22]. Newly submitted multivariate signature
schemes, such as MAYO or UOV, are still considered for standardization by
NIST. Results based on the related Rainbow can still be of utility when extrap-
olated to those schemes. The KEM algorithms SABER and NTRU were not
broken, but also did not get standardized by NIST. They can (and are) still
be utilized by researchers and projects not bound to NIST standards though.
Yet, for clarity, eliminated schemes are marked as such in the results.

Contribution. This work investigates if KEMTLS’ advantages transfer to the
embedded realm by comparing KEMTLS and TLS with PQC (PQTLS) in an
embedded setting. For this purpose, KEMTLS and PQTLS were implemented
including all NIST finalist signature schemes and KEMs, except for Classic
McEliece. As the PQTLS and KEMTLS implementation share large parts of
their code base, a direct performance comparison is possible. The analysis
focuses on the relevant trade-offs embedded systems engineers face. To our
knowledge, this is the first work to investigate KEMTLS in an embedded setting.
The benchmarks include runtime, memory usage, code size and bandwidth
consumption of our KEMTLS and PQTLS instantiations. Results were obtained
by running the implementations on a Cortex-M4-based platform. Experiments
were conducted with a technology stack that is typically used in real-world
deployments, in which the embedded device is a TLS client talking to a TLS
server running on a high-end computer. This computer also simulated different
network technologies throughout the experiments.

Associated Software. The software developed for this chapter includes a
forked version of the PQM4 library that offers WolfSSL compatible APIs,
namely a wverify function on the signatures and proper namespacing for us-
ing more than one primitive in a code base. It further contains an integration
into the ZephyrOS embedded real time operating system and a Docker-based
reproducible build system. All code needed to replicate the results is available
at http://doi.org/10.5281/zenodo.17381244.

Organization of this chapter. After a brief introduction on previous work
and progress of the standardization process in Section 5.1, the PQTLS and
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KEMTLS protocols are presented in Section 5.2. To support results, in Sec-
tion 5.3 the implementation and experimental setup will be explained in detail.
Finally, the results will be presented in Section 5.4, discussed in Section 5.5
and concluded in Section 5.6.

5.1 Introduction

Transport Layer Security (TLS) is ubiquitous in modern computer networks. It
adds confidentiality, authenticity and integrity to application-layer protocols.
We trust it, among other things, with securing connections to websites, emails,
instant messages and virtual private networks. In its most recent version,
TLS 1.3 [Res18], ephemeral (elliptic curve) Diffie-Hellman is used to establish
encryption keys. Server (and optionally client) authentication is achieved by
using digital signatures. To verify the signatures, public keys are transmitted
in certificates during the TLS handshake. These certificates are in turn signed
by certificate authorities, which are pre-installed on the verifying device.

As TLS is an integral part of today’s internet security architecture, it is
vital to integrate post-quantum cryptography soon. This promises to mitigate
the increasingly grave threat of large quantum computers to cryptography.

While the NIST standardization and industry adoption of PQC primitives
is still ongoing, work on post-quantum TLS (PQTLS) has also begun. This be-
gan with academic experiments in 2015, demonstrating R-LWE key exchange
in TLS 1.2 [BCNS15]. Like this previous work, others have mostly focused on
the ephemeral key exchange in TLS, often using so-called “hybrid” algorithms.
These essentially perform a classic elliptic-curve key and a post-quantum key
exchange in parallel, to increase the confidence in the security. Google and
Cloudflare have already conducted large-scale industry studies employing hy-
brid algorithms within TLS [KLS*19, Lan19, Lan18]. Amazon already includes
experimental support for post-quantum schemes in its S2N TLS implementa-
tion and its Key Management Services product [Hop19]. While previous works
have mainly focused on post-quantum confidentiality; there have been fewer
experiments deploying post-quantum authentication. This is because “harvest
now, decrypt later” attacks pose a more imminent threat to confidentiality
than active attacks pose on authentication. Sikideris et al. [SKD20] have mea-
sured the performance of post-quantum signature schemes between servers in
two data centers. They concluded that out of the (NIST Round 2) schemes
they tested, only two (Falcon [PFH*20b] and Dilithium [BLD*20]) seem viable
for deployment in TLS 1.3. Experiments by Cloudflare [Wes21], that added
dummy data to TLS connections to measure the impact of the larger sizes of
post-quantum signature schemes, seem to support these results. Still, when us-
ing Dilithium as a drop-in replacement for all of the signatures in TLS (which
adds 17kB to the handshake), Cloudflare reports an expected 60-80% slow-
down for the Linux default congestion window of 10 packets. Falcon has much
more favorable public key and signature sizes but requires hardware support
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for double-precision floating-point operations. Without this, Sikideris et al.
report signing handshakes with Falcon is not viable.

There has also been some work investigating embedded devices rather
than large-scale, high-performance computers. Biirstinghaus-Steinbach et al.
have experimented with Kyber and stateless hash-based signature scheme
SPHINCS*. They integrated SPHINCS* in mbedTLS’s [mbe] TLS 1.2 imple-
mentation and showed the performance on various Arm boards [BSKNS20].
More recently, George et al. have evaluated the performance of post-quantum
TLS 1.3 on embedded systems [GLF*21]. They investigated the performance
of the NIST finalist KEMs and the Dilithium and Falcon signature algorithms
in WolfSSL’s TLS 1.3 implementation.

To mitigate the difficulties with post-quantum signatures, Wiggers et al.
proposed KEMTLS [SSW20]. Instead of authenticating the handshake through
a signature, KEMTLS performs authentication through KEM key exchange
with KEM public keys in the certificates. As the KEMs currently considered
for standardization are generally smaller and/or more computationally efficient
than the post-quantum signature schemes, this can be more efficient. Addition-
ally, it reduces the size of the trusted code base: the code that facilitates the
ephemeral key exchange can also be used for authentication. Knowledge of
the server’s long-term key is imaginable in e.g. session resumption, or perhaps
in IoT applications where the clients speak to a single server. We note that
the certificates are still signed by a certificate authority using post-quantum
signatures. We thus still need to verify post-quantum signatures; we might
however choose signature algorithms that are optimized for size or verification
time rather than signing time.

While KEMTLS and PQTLS have been compared, these studies focused on
high-end hardware and high bandwidth connections [SSW20, SSW21, CFS*21].
However, TLS is used for more than just protecting web browsing on desktop
computers. The Internet of Things (IoT) increasingly interconnects embed-
ded devices over the internet. Especially device-to-cloud communication is an
omnipresent IoT use case. New communication protocols like Matter [Con22]
(formerly Connected Home over IP) mark a new trend by using IPv6 and forc-
ing every embedded device to establish its own end-to-end-secure connection.
From a security perspective, this makes perfect sense. However, for embed-
ded software developers this poses a challenge. Key establishment, digital
signatures and certificate transmission are already problematic for low-cost,
resource-constrained devices. With the advent of post-quantum cryptography,
it will become even more challenging to establish TLS connections from those
embedded devices.

5.2 Background

In this section, we will give background on the impact post-quantum cryptog-
raphy has on TLS 1.3 and the development of KEMTLS.
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5.2.1 Post-Quantum TLS

We will briefly explain how TLS 1.3 post-quantum can be made post-quantum
and summarize the KEMTLS proposal for an alternatively authenticated TLS
handshake.

(Post-quantum) TLS

TLS is a protocol that has seen widespread deployment, famously as part of
HTTPS. Its most recent iteration is TLS 1.3 [Res18]. In the most common uses,
it offers unilateral authentication of the server to the client. Optionally, it also
allows mutual, client-to-server authentication. The protocol authenticates the
peers through signatures, which are in turn verified using public keys that are
contained in (CA-signed) certificates. There is optional support for pre-shared,
symmetric keys in place of certificate authentication as well.

The unilateral, certificate-authenticated TLS 1.3 handshake consists of an
ephemeral, Diffie-Hellman (DH) key exchange followed by a signature over the
handshake to authenticate. Finally, the handshake is additionally authenti-
cated by a MAC. It is possible to make this handshake post-quantum, simply
by replacing the server’s DH key generation with KEM..Encapsulate, to encap-
sulate against the client’s ephemeral public key, and sending the ciphertext
instead of the server’s ephemeral DH public key. The client would derive the
shared secret by decapsulating the ciphertext. For authentication, we simply
use post-quantum signature algorithms in place of RSA or elliptic curve sig-
natures. The TLS 1.3 handshake has been very carefully designed to be very
efficient in the number of round-trips and is a single round-trip (1-RTT) pro-
tocol. As we can see on the left-hand side of Figure 5.1, the server can already
send data to the client in its first response flow. The client can send it first
message after the server’s first flow, after 1.5 RTT.

KEMTLS

Post-quantum KEMs and signature algorithms differ in their characteristics
more than their pre-quantum equivalents. KEMTLS is an alternative proposal
for a PQTLS handshake, which allows using KEMs (which are typically much
smaller and/or more computationally efficient than post-quantum signatures)
instead of signatures in the online handshake. In KEMTLS, the certificates
contain public keys for a KEM instead of a signature scheme. There are still
signatures for the verification of the certificate chain, but these only need to
be verified. As those signatures are done offline, it is also possible to use
algorithms optimized for public key and signature size, rather than signing
time. For example, [SSW20, Appendix D] gives parameters for such a variant
of XMSSMT.

KEMTLS is inspired by the OPTLS proposal by Krawczyk and Wee [KW16].
OPTLS was an early proposal for TLS 1.3, where the authentication would
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Figure 5.1: Simplified protocol flow diagrams of: (top) the TLS 1.3 handshake,
using signatures for server authentication; and (bottom) the KEMTLS hand-
shake, using KEMs for server authentication.
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be done via Diffie-Hellman key exchange. However, as observed by Kuh-
nen [Kuhl8], OPTLS requires the non-interactive key exchange properties of
DH, which KEMs do not offer. To authenticate a server via KEM, the client
encapsulates a ciphertext to the long-term public key contained in the server’s
certificate. This would naively result in a 2-RTT protocol. KEMTLS avoids the
performance penalty this would imply by observing that, in many applications
including HTTP, for a useful response from the server, it first needs to receive
a request from the client. For example, which page the client is requesting from
the server. KEMTLS allows the client to send its request in the same flow as
it would in TLS 1.3, returning the protocol to 1.5-RTT. This is achieved by
encrypting the data with a key that is derived from both the ephemeral key ex-
change and the shared secret encapsulated to the server’s long-term key. This
key is implicitly authenticated, as the client can not be sure of the server’s
presence before it receives a message (ServerFinished) in which the server
uses the encapsulated secret. The right-hand side of Figure 5.1 describes a
simplified version of a (unilaterally authenticated) KEMTLS handshake.

5.3 Experimental Setup

The following section describes the experimental setup used to acquire our
results. Both protocols were benchmarked for handshake times, run-times of
algorithms, peak memory usage, code size, and network traffic. Handshake
times were measured in three network environments relevant to the IoT do-
main. This includes regular “broadband” internet, as well as two low-power
wide-area network standards, LTE-Machine Type Communication (LTE-M)
and Narrowband-IoT (NB-IoT), developed by the 3rd Generation network Part-
nership Project (3GPP). We give the characteristics employed for these envi-
ronments in Table 5.1. While the performance characteristics of LTE-M and
NB-IoT are based on numbers of the 3GPP [3rd15], the broadband scenario
is based on realistic round-trip times of client-to-cloud communication within
West Europe using a consumer-grade connection [PKLN21].

Table 5.1: Connection Characteristics according to 3GPP [3rd15]

Name Abbrev. Bandwidth RTT time
Broadband BB 1 Mbit 26 ms
LTE Machine Type LTE-M 1 Mbit 120 ms
Narrowband-IoT NB-IoT 46 kbit 3s

Cryptographic Primitives

As KEMTLS is a post-quantum protocol, it is not specifically designed for
transitional security. Although KEMTLS does not preclude their use, we do not
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consider mixed classic/post-quantum certificates or hybrid (post-quantum plus
elliptic curve) key-exchange methods in our experiments. For comparability,
our PQTLS implementation is also exclusively using post-quantum algorithms.
We evaluated all combinations of NIST finalists, except for the KEM Classic
MecEliece. Classic McEliece’s public keys are too large to fit into memory and
do not fit in the ClientHello’s KeyShareEntry extension [Resl8, Sec. 4.2.8].

Both KEMTLS and PQTLS make use of a certificate authority (CA) that
signs certificates. The CA’s certificate, containing the CA’s public key used
for signature verification, is stored on the client device. Only leaf certificates,
transmitted by the server during the handshake, differ in KEMTLS and TLS 1.3.
For PQTLS they include the public key of a signature algorithm, in KEMTLS
a KEM public key.

We only evaluate primitives at the lowest security level, NIST level I. These
are the smallest and most efficient parameter sets.

5.3.1 Implementation

All benchmarks were conducted on a Silicon Labs STK3701A board, also known
as the “Giant Gecko”. This board was chosen because it features a 72 MHz
ARM Cortex-M4F embedded processor and offers large enough memory (2 MB
flash storage, 512kB SRAM) to fit Rainbow public keys. As Cortex-M4 is the
designated NIST PQC reference platform for embedded devices, there are op-
timized assembly implementations available for most finalist algorithms. The
PQM4 project collects these implementations and provides extensive bench-
marks [KRSS]. All PQC implementations used for benchmarking were taken
from the PQM4 project. Only minor modifications, such as adding verify func-
tions to signature schemes, fixing alignment issues and name-spacing symbol
names had to be conducted. The code was compiled using GCC version 11.1,
with the -03 speed optimization flag. In contrast to experiments run within
the PQM4 project, we do not clock down the processor to avoid wait states.
Instead, the processor runs at full speed. This makes sense since we are not
exclusively interested in the run times of the primitives, but the performance of
the overall system. Running the processor at full speed makes the PQC algo-
rithms consume more cycles due to flash wait states and higher costs of memory
accesses. However, since the PQC algorithms do not consume more wall-clock
time, the actual handshake durations are not negatively affected. The Giant
Gecko board exclusively takes on the role of an embedded (KEM)TLS client,
wanting to connect to a backend server. To validate certificates sent in the
handshake, we flash the CA’s root certificate into the Giant Gecko’s persis-
tent memory during setup. For efficiency, the CA directly signs the server’s
certificate. This avoids the need for transmitting intermediate CAs, reducing
the size of the certificate chain. As both endpoints in embedded scenarios are
usually under some level of manufacturer control, this is a common deploy-
ment. Communication to the backend server is done via the Giant Gecko’s
Ethernet port, which is directly connected to a high-end computer. This host
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computer simulates different network environments by using Linux’s netem net-
work emulation framework [HLP11]. The network emulation framework is set
up to throttle bandwidth and delay round trip times (RTTs) according to the
aforementioned network environments. Wiggers’ original KEMTLS implemen-
tation [SSW20, SSW21] is used as server software. When running an iteration
of the experiment, the corresponding PQC algorithms and the CA certificate
are linked into the binary using Zephyr’s West build tool. We then flash the
binary onto the board via JLink. Benchmark results are received via serial
communication.

Platform

To have a realistic setup, we employed a typical embedded systems software
stack. In our case that includes an embedded real-time operating system
(RTOS) with an open-source TCP/IP stack and added TLS support. For repro-
ducibility, we used the Apache-licensed Zephyr RTOS [Zep|. Zephyr supports
over 200 boards and is backed by the Linux Foundation and multiple large cor-
porations involved with developing embedded systems, such as NXP, NORDIC
or Memfault. It provides its own optimized embedded network stack and allows
cycle-accurate run time measurements (given a board’s hardware supports it).
Our application code runs as the exclusive Zephyr thread, eliminating schedul-
ing costs. PQTLS and KEMTLS support was added to the operating system via
a custom WolfSSL module. All code, including reproducible build system and
server software, used in this work is publicly available. KEMTLS certificate
generation was conducted using a customized Python script based on Wig-
gers et al. code. Post-quantum certificates for PQTLS were generated using a
fork of OpenSSL’s command-line tool maintained by the Open Quantum Safe
project [Opea]. The TLS 1.3 cipher suite TLS_CHACHA20_POLY1305_SHA256
was used in all experiments.

WolfSSL Integration

Previous work [BSKNS20, GLF*21] also uses WolfSSL for running benchmarks
on embedded systems. We decided to use WolfSSL for the same reasons as the
mentioned works and to make comparisons with our results easier. WolfSSL
is designed to be memory efficient and fast on embedded systems. On top,
it already supports TLS 1.3 and has a clean implementation of TLS’s state
machine. This makes it an ideal basis for implementing PQTLS and KEMTLS.
Adding post-quantum algorithms to WolfSSL is straightforward. WolfSSL’s
crypto provider, called WolfCrypt, has a clean API that can be extended eas-
ily. As the KEM Kyber was already included in WolfSSL by [BSKNS20], we
did not need to make changes to the TLS 1.3 state machine. Apart from
including the relevant ASN.1 object identifiers for KEMs and post-quantum
signatures, only small changes such as increasing the maximum size of certifi-
cates had to be applied. Our embedded KEMTLS implementation is based on
the same WolfSSL version as our PQTLS implementation. The majority of
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the code is identical in the PQTLS and KEMTLS implementation. However,
adding support for KEMTLS to WolfSSL still required significant effort. Apart
from altering the certificate/ASN.1 parser to allow KEM keys in certificates
(and using those), WolfSSL’s internal state machine, key derivations and state
structures had to be modified. In both our PQTLS and KEMTLS experiments
the client only performs signature verification, so no code for signing was linked
into the final binary.

5.4 Results

For developers of embedded systems, the trade-offs between ROM (code size),
RAM (memory usage), network traffic and CPU time (run-time of code) are
most crucial. In this section, we present our findings regarding the consumption
of these resources by KEMTLS and TLS 1.3 using NIST PQC finalists.

The run-time of algorithms impacts the device’s energy consumption. This
is especially relevant for battery-powered devices that rely on the possibility to
hibernate when inactive. Network traffic also affects energy consumption, as
operating an antenna is usually a very energy-consuming operation. Depending
on the underlying wireless technology, network traffic can also be expensive in
terms of network provider fees. Our results are representative for Cortex-M4-
based platforms in general. Hence we focus on benchmarks that are indepen-
dent of our specific evaluation board. As energy consumption varies heavily
based on a board’s design, choice of peripherals and transmission technology
we did not include direct energy measurements into our results. Instead, we
present code size, consumed memory, handshake traffic, handshake duration
and run-time of PQC primitives. All KEMTLS and PQTLS instantiations
were run 1000 times, with each run using a different CA and leaf certificate.
The presented benchmarks are averaged over all runs. The NIST signature
finalist Rainbow, which is included as a representative for multivariate-based
cryptography, is only present in the KEMTLS results. This is because Rainbow
public keys are very large. There was not enough memory to fit Rainbow as
well as another signature scheme. It could therefore not be included into the
PQTLS benchmarks. We emphasize that all employed PQC algorithms were
optimized for speed, and not stack consumption.

5.4.1 Storage and Memory Consumption

Both protocol implementations are roughly the same size. Without post-
quantum primitives, they have a code size of around 111 kB. Table 5.2 shows
combinations of PQC algorithms with their measured code size. For KEMTLS,
only instantiations with one KEM used for both ephemeral key exchange and
authentication are shown. Including two KEMs does not give an advantage,
but increases code size. However, for completeness, an overview with all com-
binations can be found in Table 5.4. Similarly, PQTLS instantiations with the
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same signature algorithm used for CA and leaf certificates are shown. Addi-
tionally, we include the combination of Dilithium and Falcon, where Dilithium
is used as the handshake signature algorithm. This combination was suggested
by Sikideris et al. [SKD20] to make use of Dilithiums faster signing times for
servers without hardware support for Falcon’s double-precision floating-point
operations.

The table also shows the PQC code’s share of the overall code size as a
percentage. Also included in Table 5.2 is memory consumption. Shown is the
peak of consumed memory, in both heap and stack, during the handshake.
This includes the memory consumed by the protocol implementation and PQC
primitives.

In contrast to TLS 1.3, KEMTLS uses a KEM encapsulation instead of
a signature verification to authenticate the connection. KEMTLS, therefore,
needs code for KEM encapsulation, whereas TLS 1.3 does not. TLS 1.3 on the
other hand needs the code for two distinct verification algorithms if different
signature algorithms are used for CA and leaf certificates. Instantiations with
NTRU ephemeral key exchange are notable outliers in terms of code size, requir-
ing over 200kB of code. This is in line with results reported by PQM4 [KRSS].
Interestingly, this big increase in code size can not be observed when NTRU
is used exclusively for authentication. This is because the client requires key
generation and decapsulation code for ephemeral key exchange, whereas au-
thentication via KEM only requires encapsulation functionality. Whenever
Rainbow is used, the CA certificate containing a Rainbow public key takes up
between 33% and 53% of the overall consumed storage space. This, however,
does not disqualify Rainbow from usage on embedded systems, due to its small
signature and very fast verification times (see Section 5.4.2).

Further, the results show that the lattice-based schemes perform well in
terms of memory consumption. The consumed memory is mainly driven by
stack usage of the PQC signature algorithms. Only Rainbow is an exception
here. With a Rainbow-powered CA certificate, the very large public key has
to be loaded into memory and held during signature verification. This requires
a large allocation of heap space. In a custom certificate loader implementa-
tion it would be possible to store the public key in an already usable form in
flash. Then the public key could directly be streamed in from flash (similar
to [GHK*21]), without the need to hold it in memory entirely. However, since
we present comparable results of reusable code, we did not include this kind of
optimization for an individual algorithm.

5.4.2 Handshake Times

Apart from storage and memory consumption, handshake times are key in an
embedded environment. Table 5.3 shows handshake times for different trans-
mission technologies measured in millions of cycles. All possible instantiations
are presented in Table 5.5. In Figure 5.2 we show the handshake times and
traffic for the broadband and NB-IoT scenarios. In a real deployment, the de-



84 Chapter 5: KEMTLS vs. Post-Quantum TLS in Resource-Constrained
Devices

Table 5.2: Code and CA certificate sizes (and as percentage of total ROM
size), and peak memory usage in the experiments. Parameter sets used are
NIST level 1.

KEX Auth. CA PQC code (%) CAsize (%) Memory
Kyber Kyber  Dilithium  29.0 kB(20.1%) 3.9 kB (2.7%) 49.7 kB
Kyber Kyber Falcon 25.7 kB(18.6%) 1.7kB (1.2%) 52.8kB
Kyber Kyber Rainbow 29.8 kB (9.8%) 161.8 kB(53.4%) 167.0 kB
S NTRU NTRU  Dilithium 2034 kB(639%)  3.9KkB (12%) 49.7 kB
S NTRU NTRU  Falcon 200.0 kB(63.9%) 17kB (0.6%) 52.8 kB
Y NTRU NTRU  Rainbow  204.0 kB(42.8%) 161.8 kB(33.9%) 182.9 kB
SABER SABER Dilithium 31.5 kB (21.5%) 3.9kB (2.7%) 49.7 kB
SABER SABER Falcon 28.2 kB(20.0%) 1.7kB (1.2%) 52.8kB
SABER SABER Rainbow 32.2 kB (10.5%) 161.8 kB(53.0%) 167.9 kB
Kyber Dilithium Dilithium 29.0 kB (20.1%) 4.0 kB (2.8%) 58.0 kB
Kyber Falcon  Dilithium 34.4 kB(23.0%) 4.0kB (2.7%) 60.7 kB
Kyber Falcon  Falcon 25.8 kB(18.6%) 1.8 kB (1.3%) 56.2kB
9 NTRU Dilithium Dilithium 203.4 kB (63.8%) 4.0kB (1.3%) 56.6 kB
8 NTRU Falcon Dilithium 208.7 kB (64.4%) 4.0kB (1.2%) 59.3 kB
& NTRU Falcon  Falcon 200.1 kB(63.9%) 1.8kB (0.6%) 54.8kB
SABER Dilithium Dilithium 31.5 kB (21.5%) 4.0kB (2.7%) 58.0 kB
SABER Falcon  Dilithium  36.8 kB(24.2%) 4.0 kB (2.6%) 60.7 kB
SABER Falcon  Falcon 28.2 kB(20.0%) 1.8kB (1.3%) 56.2kB

Remark: NTRU, Rainbow and SABER have been eliminated from the NIST selection.



5.4 Results 85

vice would likely go into a low power mode or sleep instead of actively polling
data during a slow transmission. This behavior however depends highly on the
specifics of the embedded system and its transmission technology. Therefore,
to achieve reproducible results, the CPU was running at a constant speed of
72MHz during all experiments. This also makes a direct translation to wall
time possible. The table also shows the percentage of cycles spent on the un-
derlying PQC primitives. The remaining cycles are spent in the TLS state
machine, memory operations or waiting for I/0.

Time spent in crypto operations is significant in the broadband and LTE-
M setting. Whereas the NB-IoT transmission is so slow, that the share of
cycles spent in cryptographic operations is very low (0.8% - 1.7%). In low-
bandwidth /high-RTT settings like NB-IoT, the transmission size of certificates
and public keys is the main driving factor of run time. Loading large public
keys from storage into memory is a relevant factor as well, slowing down the
otherwise fast Rainbow signature algorithm. Cycles spent to access memory
and storage also become increasingly negligible when using slow transportation
mediums. This is visible in Figure 5.2b, where the instantiations with similarly
sized handshake traffic clearly form clusters.

Table 5.3: TLS handshake traffic and runtime for various scenarios. Parameter
sets used are NIST level 1.

Handshake Handshake time in Mcycles (% of crypto)

SABER Falcon Dilithium 6.1 kB 15.3 (32.0% 28.8 (17.0% 586.2 (0.8%
SABER Falcon  Falcon 43 kB  10.7(28.5% 20.9 (14.6%) 464.0 (0.7%
Remark: NTRU, Rainbow and SABER have been eliminated from the NIST selection.

KEX Auth. CA trafic BB (%) LTE-M (%) NB-IoT (%)
Kyber Kyber Dilithium 6.3 kB 17.1(30.2%)  34.0(15.2%)  593.6 (0.9%)
Kyber Kyber  Falcon 45kB 123 (27.2%) 25.7 (13.0%) 467.8 (0.7%)
Kyber Kyber  Rainbow  3.9kB  11.3(25.1%) 20.4 (13.9%) 459.0 (0.6%)
S NTRU NTRU  Dilithium 6.0 kB 21.3(46.0%) 38.1(25.6%)  595.8 (1.6%)
£ NTRU NTRU Falcon 42kB  16.6 (47.8%)  25.9(30.6%)  469.7 (1.7%)
Y NTRU NTRU Raimbow 3.6 kB 157 (474%)  247(30.1%)  361.6(2.1%)
SABER SABER Dilithium 6.0 kB  16.3(20.4%)  33.3(14.4%)  590.8 (0.8%)
SABER SABER Falcon  4.2kB  11.6(25.5%)  21.0(14.1%)  464.8 (0.6%)
SABER SABER Raimbow 3.6 kB 10.7(23.1%)  19.8(12.5%)  356.8 (0.7%)
Kyber Dilithium Dilithium 8.4 kB 19.9 (35.9%) 36.8 (19.5%) 818.1 (0.9%)
Kyber Falcon  Dilithium 6.3 kB  15.5(33.0%) 29.0 (17 6%) 586.4 (0.9%)
Kyber Falcon  Falcon 45kB  10.9 (30.1%) 21.0 (15.6%) 464.6 (0.7%)
@ NTRU Dilithium Dilithium 8.3 kB 24.3 (47.6%) 41.1 (28.1%) 821.3 (1.4%)
8, NTRU Falcon Dilithium 6.1 kB 19.9 (47.8%) 33.4 (28.5%) 590.6 (1.6%)
£ NTRU Falcon  Falcon 43KkB  152(50.3%)  25.4(30.2%)  468.0 (1.6%)
SABER Dilithium Dilithium 83 kB 19.7(35.2%)  36.6(19.0%)  817.3 (0.8%)
( ) ( ) (0.8%)
) )

Both PQTLS and KEMTLS use a KEM for key exchange. While the per-
formance of the module lattice KEMs Kyber and SABER is similar, they both
outperform NTRU for this task. This is mainly due to the rather slow key gen-
eration of NTRU increasing handshake time. Slow key generation is also the
reason why PQTLS and KEMTLS instantiations using NTRU have the highest
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percentage of cycles spent in PQC operations.

T T 7

I i F T

i NDDe [ KDD
— 40 pOTLS i 800 [ NPEED
Z Q NND KDD] 7 0 -pQTLS
s | -KEMTLS a0 | < [ +KEMTLS
£ 35 KKD SDD | 5 700 1
IS o 1 = [
2 o S o
£ 2 1 E 600 NNDUERR .
= s KFD = [ SSDS,HD
< NNF SFD 2 g
Z 95 "2 - KKF £ 500 - ]
€ 25 NNR* NFF i g . KKR 1285 KKF
z = H SSF Y,
= SSE L rp T 400 |- 1

20 KKR +g . [ NNR+
= ‘S‘SR“ | | L1 d ’\\\\\SwSlw-{\www\www\www\www\ww\
2 3 4 5 6 7 8 9 2 3 4 5 6 7 8 9
Transmission size (kB) Transmission size (kB)
(a) Broadband (b) Narrowband-IoT

Figure 5.2: Handshake times and traffic for instantiations of KEMTLS and
PQTLS. Letters represent the algorithms Dilithium, Falcon, Kyber, NTRU,
Rainbow, and SABER in the roles of ephemeral key exchange, handshake au-
thentication and CA, in that order.

All KEMs outperform Dilithium when used for authentication. This makes
sense as Dilithium’s verify routine is slower than the encapsulation routine
of all investigated KEMs. Dilithium’s performance also suffers from its large
public key and signature that increase the required transmission size. In slow,
bandwidth-constrained network environments, such as NB-IoT, this drawback
becomes even more apparent. Rainbow performs well in terms of handshake
times when used as a CA certificate. Not only because it has a fast, bitsliced
Cortex-M4 implementation. Since the large Rainbow public key is stored on the
client device, only the small signature has to be transmitted during the hand-
shake. Rainbow’s small signature and fast runtime make it a good fit for CA
certificates if the storage and memory demands can be afforded. The instan-
tiations with Rainbow offer the fastest KEMTLS handshake times throughout
all transmission mediums. Additionally, the shortest NB-IoT handshake times
use KEMTLS with Rainbow and SABER. Falcon on the other hand performs
very well on the Cortex-M4 platform in our experiments. In terms of runtime,
it even outperforms KEMs for server authentication. However, this is only true
for the client side. Signing operations using Falcon are considerably more ex-
pensive than KEM decapsulations. But these operations are conducted on the
server side, increasing server load, which is not part of our measurements. Ad-
ditionally, Falcon’s public key and signature sizes are comparable to the sizes
of the KEM’s public keys and ciphertexts. So it is not surprising that PQTLS
instantiations using Falcon perform well. In the broadband and LTE-M setting,
PQTLS with Falcon and SABER performs as well as KEMTLS with Rainbow
and SABER.
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Table 5.4: Code and CA certificate sizes (and as percentage of total ROM size),
and peak memory usage in the experiments.

KEX Auth. CA PQC code (%) CA size (%) Memory
Kyber Kyber Dilithium 29.0 kB(20.1%)  3.9kB (2.7%) 49.7 kB
Kyber Kyber Falcon 25.7 kB(18.6%) 1.7kB (1.2%) 52.8kB
Kyber Kyber Rainbow 29.8 kB (9.8%) 161.8 kB(53.4%) 167.0 kB
Kyber NTRU Dilithium 41.0 kB (26.3%) 3.9kB (2.5%) 49.7kB
Kyber NTRU  Falcon 37.7kB(25.0%) L7kB (11%) 52.8kB
Kyber NTRU  Rainbow 41.7 kB (13.3%) 161.8 kB(51.4%) 182.9 kB
Kyber SABER Dilithium  44.9 kB(28.1%) 3.9 kB (2.4%) 49.7 kB
Kyber SABER Falcon 41.7 kB (26.9%) 1.7kB (1.1%) 52.8kB
Kyber SABER Rainbow 45.7 kB(14.3%) 161.8 kB(50.8%) 167.9 kB
NTRU Kyber  Dilithium  216.3 kB(65.3%) 3.9 kB (1.2%) 49.7 kB
NTRU Kyber Falcon 213.0 kB (65.4%) 1.7kB (0.5%) ©52.8kB
NTRU Kyber  Rainbow  217.1 kB(44.3%) 161.8 kB(33.0%) 182.9 kB
S NTRU NTRU  Dilithium 2034 kB(639%)  3.9KkB (12%) 49.7 kB
S NTRU NTRU  Falcon 200.0 kB(63.9%) 17kB (0.6%) 52.8 kB
Y NTRU NTRU  Rainbow  204.0 kB(42.8%) 161.8 kB(33.9%) 182.9 kB
NTRU SABER Dilithium  219.7 kB(65.6%) 3.9 kB (1.2%) 49.7 kB
NTRU SABER Falcon 216.4 kB (65.7%) 1.7kB (0.5%) ©52.8kB
NTRU SABER Rainbow  220.4 kB(44.7%) 161.8 kB (32.8%) 182.9 kB
SABER Kyber  Dilithium 445 kB(27.9%)  3.9kB (2.4%) 49.7 kB
SABER Kyber  Falcon 413 kB(26.8%) L7kB (1.1%) 52.8kB
SABER Kyber  Rainbow 45.3 kB (14.2%) 161.8 kB(50.8%) 167.9 kB
SABER NTRU Dilithium  43.9 kB(27.6%) 3.9kB (2.5%) 49.7 kB
SABER NTRU  Falcon 106 kB(26.4%) L7kB (11%) 52.8 kB
SABER NTRU  Rainbow 44.6 kB (14.0%) 161.8 kB(50.9%) 182.9 kB
SABER SABER Dilithium 315 kB(21.5%)  3.9kB (2.7%) 49.7 kB
SABER SABER Falcon 28.2 kB(20.0%) L7kB (12%) 52.8kB
SABER SABER Rainbow 32.2 kB(10.5%) 161.8 kB(53.0%) 167.9 kB
Kyber Dilithium Dilithium 29.0 kB (20.1%) 4.0 kB (2.8%) 58.0 kB
Kyber Dilithium Falcon 344 kB(23.3%) 18kB (12%) 60.0 kB
Kyber  Falcon Dilithium 34.4 kB (23.0%) 4.0kB (2.7%) 60.7 kB
Kyber Falcon  Falcon 25.8 kB(18.6%) 1.8kB (1.3%) 56.2kB
s NTRU Dilithium Dilithium 203.4 kB (63.8%) 4.0kB (1.3%) 56.6 kB
ﬁ NTRU Dilithium Falcon 208.7 kB (64.9%) 1.8 kB (0.6%) 58.6 kB
g NTRU Falcon Dilithium 208.7 kB (64.4%) 4.0kB (1.2%) 59.3 kB
NTRU Falcon Falcon 200.1 kB (63.9%) 1.8 kB (0.6%) 54.8 kB
SABER Dilithium Dilithium 315 kB(21.5%) 4.0 kB (2.7%) 58.0 kB
SABER Dilithium Falcon 36.8 kB (24.6%) 1.8 kB (1.2%) 60.0 kB
SABER Falcon Dilithium 36.8 kB (24.2%) 4.0kB (2.6%) 60.7 kB
SABER Falcon  Falcon 28.2 kB (20.0%) 1.8 kB (1.3%) ©56.2kB

Remark: NTRU, Rainbow and SABER have been eliminated from the NIST selection.
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Table 5.5: TLS handshake traffic and runtime for various scenarios

Handshake Handshake time in Mcycles (% of crypto)

KEX Auth. CA trafic BB (%) LTE-M (%) NB-IoT (%)
9 Kyber Kyber Dilithium 6.3 kB  17.1(30.2%) 34.0 (15.2%) 593.6 (0.9%)
E Kyber Kyber Falcon 45KB  12.3(272%)  25.7(13. 0%) 467.8 (0.7%)
@ Kyber Kyber  Rainbow  3.9kB  11.3(25.1%) 20.4 (13.9%) 459.0 (0.6%)
¥ Kyber NTRU Dilithium 6.1kB  17.1(3L.5%)  34.1(15.8%)  592.2 (0.9%)
Kyber NTRU  Falcon 44%B  12.4(288%)  21.7(16.4%)  466.2(0.8%)
Kyber NTRU Rainbow  3.8kB  11.4(27.0%)  20.5(15.0%)  358.1(0.9%)
Kyber SABER Dilithium 6.1 kB  16.8(30.0%)  33.6(15.0%)  591.5(0.8%)
Kyber SABER Falcon 44K%B  12.0(26.6%)  21.5(14.9%)  465.4(0.7%)
Kyber SABER Rainbow  3.8kB  11.0(24.5%) 20.2 (13.4%) 357.4 (0.8%)
NTRU Kyber Dilithium 6.1 kB 21.3 (44.8%) 38.2(25.0%) 596.9 (1.6%)
NTRU Kyber  Falcon 44 kB 16 6(46.4%)  25.9(207%)  470.8 (1.6%)
NTRU Kyber Rainbow 3.8 kB 5(46.3%)  24.7(20.1%)  462.4(1.6%)
NTRU NTRU Dilithium 6.0 kB 21 3 (46.0%) 38.1(25.6%) 595.8 (1.6%)
NTRU NTRU  Falcon 42KB  16.6(47.8%)  25.9(30.6%)  469.7 (1.7%)
NTRU NTRU Rainbow 3.6 kB 15.7 (47.4%) 24.7 (30.1%) 361.6 (2.1%)
NTRU SABER Dilithium 6.0kB  20.8 (45.1%)  37.7(24.9%)  594.9 (1.6%)
NTRU SABER Falcon 42KkB 162 (46.6%)  25.6(290.5%)  468.9 (1.6%)
NTRU SABER Rainbow 3.6 kB 153 (46.3%)  24.3(29.1%)  360.9 (2.0%)
SABER Kyber  Dilithium 6.1 kB 16.8(20.4%)  33.6 (14.7%)  593.0 (0.8%)
SABER Kyber  Falcon 44K%B  11.9(261%)  22.7(13.7%)  466.8 (0.7%)
SABER Kyber  Rainbow  3.8kB  11.0(23.7%)  20.2(12.8%)  458.3(0.6%)
SABER NTRU Dilithium 6.0 kB 16.8(30.8%)  33.7(15.3%) 5915 (0.9%)
SABER NTRU  Falcon 42KkB  12.0(27.9%)  21.5(15.5%)  465.6 (0.7%)
SABER NTRU  Rainbow 3.6 kB  11.0(25.8%)  20.2(14.1%)  357.6 (0.8%)
SABER SABER Dilithium 6.0 kB  16.3(29.4%) 33.3(14.4%) 590.8 (0.8%)
SABER SABER Falcon 42KkB  11.6(255%)  21.0(14.1%)  464.8(0.6%)
SABER SABER Rainbow 3.6 kB 10.7(23.1%) 19.8 (12.5%) 356.8 (0.7%)
% Kyber Dilithium Dilithium 8.4 kB 19.9(35.9%)  36.8(19.5%)  818.1(0.9%)
5 Kyber  Dilithium Falcon 6.7kB  14.7(35.4%) 31.0 (16.8%) 595.8 (0.9%)
= Kyber Falcon Dilithium 6.3 kB 15.5(33.0%)  20.0(17.6%)  586.4 (0.9%)
Kyber Falcon  Falcon 45kB  10.9 (30.1%) 21.0 (15.6%) 464.6 (0.7%)
NTRU Dilithium Dilithium 8.3 kB 24.3 (47.6%) 41.1(281%)  821.3(1.4%)
NTRU Dilithium Falcon 6.5 kB 19.0(50.3%) 35.3 (27.2%) 599.2 (1.6%)
NTRU Falcon Dilithium 6.1 kB 19.9 (47.8%) 33.4(28.5%) 590.6 (1.6%)
NTRU Falcon  Falcon 43KkB  15.2(50.3%)  25.4(30.2%)  468.0 (1.6%)
SABER Dilithium Dilithium 8.3 kB 19 7(35.2%) 36.6 (19.0%) 817.3 (0.8%)
SABER Dilithium Falcon 5 kB 5 (34.2%) 30.7 (16.2%) 595.2 (0.8%)
SABER Falcon  Dilithium 6.1 kB 10 3(32.0%)  288(17.0%)  586.2 (0.8%)
SABER Falcon Falcon 43kB  10.7(28.5%) 20.9 (14.6%) 464.0 (0.7%)

Remark: NTRU, Rainbow and SABER have been eliminated from the NIST selection.
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5.5 Discussion

Our results show that KEMTLS with server-only authentication uses less mem-
ory than PQTLS and has similar code sizes. Due to Falcon’s verification al-
gorithm being very efficient, in terms of bandwidth and computation time,
PQTLS with Falcon performs as well as or better than any KEMTLS instan-
tiation. The only exception are the KEMTLS instantiations using SABER or
NTRU with Rainbow, where the ability of KEMTLS to use Rainbow due to
lower memory usage saves a few bytes and thus become the best-performing in-
stantiations in the NB-IoT scenario. Falcon also performs better than Dilithium
on the client side, in any scenario.

Although we have not measured client authentication or an embedded
server, we can extrapolate from our results. As reported by PQM4 [KRSS]
and Sikideris et al. [SKD20], Falcon’s signing algorithm, especially without
hardware support, is significantly more costly than Dilithium’s or any of the
KEM operations. This suggests that Falcon is perhaps not generically suitable
for post-quantum authentication.

Sikideris et al. also suggested a combination of Dilithium and Falcon for
PQTLS, in scenarios where there is no hardware support for Falcon’s double-
precision floating-point operations. Dilithium would be put in the leaf certifi-
cate, to make use of its efficient signing times for online handshake signatures.
Falcon’s smaller public key and signature sizes would be beneficial for the CA
certificate algorithm, which signs the leaf certificate only once, but the signa-
ture is transmitted many times. However, our results show that for embed-
ded clients that only need to do signature validation Falcon is preferable over
Dilithium, especially in very low bandwidth scenarios like NB-IoT.

5.6 Conclusion and Future Work

In this chapter, we compared the performance of KEMTLS and TLS 1.3 using
NIST PQC finalists in an embedded environment. This environment was repre-
sented by a Cortex-M4-based client communicating with a desktop-class server.
We showed that a KEMTLS client consumes less memory than TLS 1.3, due to
the smaller memory footprint of KEMs. The code size did not differ between
KEMTLS and TLS 1.3. Since only server authentication was used, both proto-
cols require a signature verify function and KEM for key exchange. Our run
times show that in both protocols PQC primitives require a significant amount
of computational time during the handshake, sometimes requiring over 50%
of the entire handshake time. Even in the LTE-M setting, the percentage of
cycles spent in PQC computations is considerable. However, in the bandwidth-
constrained NB-IoT setting, handshake times are mostly driven by handshake
size. In these conditions, Rainbow’s very small signatures are an advantage.
While Dilithium is generally outperformed by KEMs when used for authen-
tication, Falcon performs very well due to its efficient verification algorithm.
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However, signing in Falcon is a very costly operation. Future work should
therefore investigate KEMTLS and TLS 1.3 using client authentication, and
embedded KEMTLS and post-quantum TLS 1.3 servers. In both of these appli-
cations, the embedded TLS 1.3 client needs to produce handshake signatures.
This would increase the cost of using signatures instead of KEMs significantly,
leading to new trade-offs. Another avenue of research is the pre-distributed
key setting, where the client already knows the server’s public key. In this
setting, bandwidth can be reduced even further, which may be compelling for
the NB-IoT application.



Chapter 6

Stateless Hash-Based
Signatures for
Post-Quantum Security
Keys

This chapter is based on work originally presented in the paper:

Ruben Gonzalez. Stateless hash-based signatures for post-quantum
security keys. In International Conference on Applied Cryptogra-
phy and Network Security, volume 15654 of LNCS. Springer, 2025.
https://eprint.iacr.org/2025/298

In it, we' continue to investigate post-quantum authentication in resource-

constrained environments. In contrast to the previous chapter, this chapter
is concerned with user authentication. FIDO2 can be used to facilitate se-
cure user authentication within an application that provides server authentica-
tion (as seen in the previous chapter). It leverages asymmetric signatures for
that purpose. Two of the three NIST-selected signature algorithms are lattice
based, offering good performance but posing challenges due to complex im-
plementation and intricate security assumptions. A more conservative choice
for quantum-safe authentication are hash-based signature systems, such as the
also-standardized SLH-DSA, which is based on the SPHINCS* construction.
However, due to large signature sizes and low signing speeds, hash-based sys-
tems have only found use in niche applications. In this chapter we combine
different approaches to show that the SPHINCS™* signature system can be op-
timized in its parameters and implementation to be high performing, even when
signing in an embedded setting. We demonstrate this in the context of user

1For consistency with the other chapters, “we” is used also for single-author efforts.
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authentication using hardware security keys within FIDO. Due to conservative
security assumptions, our solution does not require a hybrid construction and
can be used as a drop-in replacement to perform authentication on current se-
curity keys. For reproducibility and to encourage further research, we publish
our implementation and a framework for benchmarking tailored SPHINCS*
instantiations on Cortex-M4 MCUs.

As this is a very recent publication, no parts are outdated at the time of
writing.

Contribution. We show that SPHINCS* signature systems can be instanti-
ated to perform well in embedded settings that require signing and relatively
short signatures, even outperforming lattice-based solutions from the litera-
ture while remaining highly portable. To do so, we compare the performance
to results previously acquired in the same setting (FIDO authentication) and on
the same hardware (the nRF52840 development board). Furthermore, we show
that in contrast to previous work utilizing lattice-based schemes, no complex
implementation-level optimization tricks or hybrid constructions are necessary
for our solution.

Associated Software. The software developed for this chapter includes
a benchmarking framework capable of finding, instantiating, building and
benchmarking SPHINCS* libraries without dependency to the standard li-
brary. These SPHINCS™ libraries are based on the C reference implementation
and can be used for experiments in embedded systems. It further includes
a Rust wrapper for the SPHINCS™ libraries, acting as a compatibility layer
to the TockOS-based firmware. A Client to Authenticator Protocol (CTAP)
implementation is released for use in FIDO, based on Google’s OpenSK,
employing various adjusted SPHINCS* instantiations. For portability and
compatibility with OpenSK, the code is written in Rust. As part of the
experiments conducted, the CryptoCell 310 hardware-based hash accelerator
was used for comparison, but is not required to achieve the documented
results. The released code can therefore be used across different platforms and
embedded processor architectures. Additionally, we release a tool for quickly
identifying suitable SPHINCS™ parameter sets for specific requirements, such
as speed or signature size. All code needed to replicate the results is available
at http://doi.org/10.5281/zenodo.17381244.

Organization of this chapter. After an introduction in Section 6.1 provides
context on the significance of lattice-based and hash-based post-quantum algo-
rithms in the embedded world, related works are presented. Section 6.2 then
gives necessary background on FIDO-based authentication and post-quantum
signatures, with a specific emphasis on hash-based signatures. The develop-
ment of a SPHINCS*-based FIDO authenticator, detailing hardware and soft-
ware requirements and parameter choices for custom SPHINCS* instantiations,
is documented in Section 6.3. Results are then described in Section 6.4, pro-
viding performance benchmarks of adjusted SPHINCS* instantiations within
FIDO and comparisons to existing, lattice-based solutions. Finally, the re-
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6.1 Introduction

sults and their implications are discussed in Section 6.4.5 and concluded in
Section 6.5.

6.1 Introduction

Two out of three NIST-selected signature schemes rely on lattice-based con-
structions. That is not surprising, as lattice-based signatures offer high per-
formance at comparatively small key and signature size. However, trust in
these lattice-based PQC algorithms grows only slowly due to their novelty,
complexity and tangled security assumptions [BBB*24, Fir]. Consequently,
lattice-based algorithms are usually deployed in so-called hybrid mode, com-
bining them with pre-quantum algorithms to ensure continued security against
both classical and quantum adversaries. A class of PQC algorithms that do not
suffer from this lack of trust are hash-based constructions [Lam79]. In fact, the
only NIST standardized PQC algorithm that isn’t based on structured-lattice
constructions is the hash-based SLH-DSA signature system [Nat24c]. SLH-
DSA is an instantiation of the SPHINCS* signature framework [ABB*22]. A
major drawback of SPHINCS® is its slow signing speed and very large signa-
ture size. This seems to make it a rather poor choice for many applications,
especially for applications that require signing in resource-constraint environ-
ments. On the other hand, hash-based systems offer the possibility of using
PQC without hybrid constructions, reducing complexity and resource overhead.

In this work we adjust SPHINCS*, by carefully tuning its parameters and
primitives, for a use case it might seem unfit for: FIDO. FIDO (Fast Identity
Online) is an authentication standard for endusers, designed to avoid reliance
on passwords and defeat phishing [FIDa]. We demonstrate that a SPHINCS*
signature system can be instantiated for use in a resource constrained FIDO
security key, satisfying tough resource and time constrains. We further
compare the performance and resource consumption of our implementation to
previous FIDO experiments employing lattice-based hybrid PQC constructions
and show that our SPHINCS*-based solution can outperform them.

6.1.1 Related Work

This section gives an overview of previous works on Post-Quantum FIDO and
optimized SPHINCS™ instantiations.

Post-Quantum FIDO Implementation.

In [GKP*23] Ghinea et al. implement CTAP using the, now standard-
ized [Nat24b], lattice-based CRYSTALS-Dilithium signature system for
FIDO-based authentication. Their work implements a hybrid approach using
the post-quantum Dilithium and pre-quantum ECDSA algorithms. The
authors chose Dilithium over the other now standardized PQC signature
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systems Falcon and SPHINCS™* for three reasons: speed, complexity and size.
Dilithium has a much faster key generation than Falcon. This is relevant in
CTAP, as the keys have to be generated on the embedded device. Additionally,
Dilithium has a less complex implementation than Falcon as it does not rely
on floating-point arithmetic. SPHINCS* was not chosen for their experiment
due to large signature sizes and poor signing performance. To reduce required
storage space their implementation does not actually save a private key, but
a small 32 byte seed that can be used to compute the private key on the fly.
Moreover, they invest significant engineering effort to tweak their Dilithium
implementation to recompute certain parts of the private key and intermediate
results during every signing operation. This is done to reduce Dilithium’s
memory footprint, trading worse runtime for reduced memory consumption
similar to [BRS22]. In their paper they also introduce requirements for
runtime, memory consumption and message size within a FIDO security
key setting. In our work we adhere to these requirements, making a direct
comparison possible. As both implementations are based on OpenSK, we
could reuse parts of their setup in our experiments.

SHPINCS+ Instantiations and Optimization.

SPHINCS* was submitted to the NIST PQC competition in 2017 [ABB*22].
Since 2024 it is standardized in the Federal Information Processing Stan-
dard (FIPS) 205 under the name SLH-DSA. As over 90% of computation
in SPHINCS™" is spent inside the underlying hash function [KRSS], most
research has focused on optimizing that hash function e.g. in hard-
ware [Saa24a] [KJPL24]. Karl et al. recently analysed the impact of
hardware-accelerated SPHINCS* and reviewing possible architectures for such
hardware [KSS24]. The authors also include estimates of communication costs
for using such hardware acceleration. In this work we complement that study,
as we use hardware acceleration for a hash primitive. In another paper, Kolbl
and Philipoom take note of the possibility to tweak SPHINCS* parameter
sets for custom use cases [KP22]. They show that SPHINCS® signature sizes
and verification speeds can be drastically reduced if the maximum amount of
allowed signings per private key is reduced. While NIST mandated that 264
signatures should be possible for a single private key without compromising
security [Natl6], this threshold is unnecessarily high for many use cases.
Based on this, Ko6lbl and Philipoom present a SPHINCS" parameterization
that allows for fast verification on embedded devices and offers relatively
short signatures. They show experimentally, that this enables firmware
verification using SPHINCS* on an embedded device. Their parameters
maintain compatibility to SLH-DSA, except for the requirement of allowed
signatures per private key. The allowed signatures per key are drastically
reduced to 2'° or 22°, which is more than enough for firmware signing. Our
work complements their work in the sense that it also approaches an embedded
use case for which SPHINCS™ seems unfit at first sight. However, their work
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focuses exclusively on verification on an embedded device, which is arguable
the much easier problem for SPHINCS*. They further state: “Compared to
other post-quantum signature schemes like Dilithium, the signing speed will
always be significantly worse”. Our work tackles this more difficult case of key
generation and signing within the embedded device.

6.2 Background

This section details the background needed to understand the implementation
and results. First we describe FIDO, a widely-used, signature-based user au-
thentication standard. We then detail the necessary background on PQC and
hash-based signatures in particular.

6.2.1 FIDO-Based Authentication

The FIDO2 standard defines a signature-based and phishing-resistant user au-
thentication mechanism. It can be used for single or second-factor authentica-
tion. As FIDO2 is a vast standard, this section details only its aspects relevant
for this work. Within FIDO, users authenticate themselves by signing login
data. For that purpose the user stores a public key in the application upon
registration. During registration, the user either stores only the public key in
the application, this is referred to as resident key? setting, or the symmetri-
cally encrypted private key alongside it, which is referred to as non-resident
key setting. Specifically, the FIDO standard explicitly allows to include the en-
crypted private key into metadata stored in the application. Figure 6.1 shows
the high-level difference between the two options during authentication.

An advantage of the non-resident key setting is that the private key
(amongst other metadata) does not need to be stored on the user’s side. This
is very relevant as FIDO otherwise requires the private keys to be stored in
secure storage within a trusted platform module (TPM) [FIDa], where storage
is sparse and expensive. The main advantage of the resident key setting is
that it allows for username-less authentication, as the TPM holds a table
with user ID (User Handle), application domain (Relying Party ID) and
private key. The downside of resident key is that it requires secure storage
on the user’s side for every application the user registered. FIDO defines
three communication parties for authentication: authenticator, client and the
relying party. The client is an application connecting the authenticator and
the relying party, usually a web browser or operating system. The relying
party is the application that requires authentication. The authenticator
securely stores the user’s key material and signs authentication requests.
Authenticators communicate only with the client. They do so via CTAP,
the Client to Authenticator Protocol, which is a part of the FIDO standard.

2The FIDO standard now refers to resident key as “discoverable credential”. However, as
much of the literature and code still refer to resident key, we retain that term.
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Figure 6.1: Simplified protocol flow diagrams of FIDO instantiations of non-
resident key (top) and the resident key (bottom) authentication. K denotes
the symmetric encryption key stored inside the authenticator, sky; and pkg; the
users private and public key, IDy,IDgrp the user’s and relying party’s IDs.
Authentication succeeds if 7= 1.
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Table 6.1: Comparison of NIST PQC signature algorithms selected for stan-
dardization. The timings refer to the non-optimized, hence portable, reference
implementation taken from PQM4 [KRSS] running on a Cortex-M4. The ta-
ble is divided into security level I, IIT and V, as defined by NIST. The listed
algorithms claim at least the security level detailed. SPHINCS™* benchmarks
use the SHAKE256 extendable output function (XOF) as hash primitive.

Size (bytes) Runtime (#Kcycles)

Level I privkey pubkey signature keygen sign  verify
Ed25519* 32 32 64 200 240 720
Dilithium?2 2528 1312 2420 1874 7925 2063
Falcon-512 1281 897 666 229742 62255 834
SPHINCS*-128 64 32 17088 50505 1182422 70501
Level III

Dilithium3 4000 1952 3293 3205 12359 3377
SPHINCS*-192 96 48 35664 74890 1937690 103305
Level V

Dilithiumb 4864 2592 4595 5341 15579 5610
Falcon-1024 1281 1793 1280 602066 136241 1678
SPHINCS*-256 128 64 49 856 200110 4026533 108 394

!Pre-Quantum algorithm for comparison. Benchmarks taken from Owens et
al. [OEKBN*24].

Authenticators can be either roaming (external device) or bound (internal
device). Roaming authenticators are allowed to communicate via Bluetooth,
NFC or USB.

6.2.2 Post-Quantum Cryptography

Table 6.1 shows the NIST-selected signature algorithms with their claimed
security level, key, signatures sizes and performance on a Cortex-M4 embedded
processor [KRSS]. The table reveals that post-quantum cryptography is much
more expensive than its state-of-the-art pre-quantum counterpart: keys and
signatures are much larger and operations require more computational time.
Memory limitations can also be problematic for PQC [KRSS], which is of course
especially relevant for embedded use cases where bandwidth, storage, memory
and CPU time are sparse. A suitable choice in algorithm is therefore integral
for FIDO security keys.
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Post-Quantum Adoption.

The three standardized PQC signature algorithms rely on different assump-
tions. Dilithium’s [Con21] and Falcon [FHK*18]’s security claims are based on
the difficulty of solving large instances of structured-lattice problems. These
claims are much discussed and sometimes contested in the academic dis-
course [Ber23, Ber22, Che24]. Because of these debates and the novelty of the
algorithms, most implementers, such as Google [Han24], Cloudflare [Wes23],
Signal [Kre24] or Apple [Eng24|, chose to use lattice-based PQC only in
conjunction with a pre-quantum algorithm. This ensures that even if the
PQC algorithm contains a major flaw, a pre-quantum attacker will not be
able to exploit the system. Combining pre- and post-quantum algorithms into
so-called hybrid constructions is therefore quite common. However, also hybrid
constructions are debated. Famously, in 2022 the Natioal Security Agency
(NSA) even stated that it “does not expect to approve” hybrid constructions
for national security citing complexity, interoperability and maintenance
concerns [Nat22b].

SPHINCS®, on the other hand is hash based and its security is solely based
on well-understood assumptions of the utilized hash primitive [HK22]. As these
assumptions are easier to analyze than their structured-lattice counterparts and
since hash-based cryptography has been studied since the early 1970s, it does
not seem to suffer from the same trust issues. Exemplary of this is the French
Cybersecurity Agency’s (ANSSI) position paper on PQC, stating “any product
that includes post-quantum mitigation shall implement hybridation except if the
quantum mitigation only relies on hash-based signatures like [...] SPHINCS*
[...]7 [ANS24]. The German Federal Office for Information Security (BSI)
comes to the same conclusion [fIS24]. The downsides of SPHINCS™ are appar-
ent in Table 6.1. Signing is slow and signatures are large, which is especially
problematic for embedded use cases.

6.2.3 SPHINCS*

Hash-based signature schemes were first described as One Time Signature
(OTS) schemes by Lamport in 1979 [Lam79] and further refined by Winter-
nitz the same year [Mer89]. Lamport’s scheme relies solely on the properties
of the employed one-way function at the expense of being “one time”. This
means that every private/public key pair can only by used once, as parts of the
private key are revealed in the signature. Merkle built up on Lamport’s idea
by using hash trees to administer multiple OTS public keys under a common
root node [Mer89]. This comes at the expense of larger signatures, as the au-
thentication path between OTS public key, which is a leaf node, and the root
node has to be included. Much more problematic, however, is that a global
state has to be kept per key. Maintaining the correct state globally is very
challenging and often times impossible, which is why stateful hash-based signa-
ture systems have mainly seen adoption in niche applications [Lan25]. Using
stateful hash-based signature in FIDO is not an option, as the non-resident key
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authenticator does not hold a state and would have to trust the relying party to
not send him a previously used state. In its call for PQC schemes, NIST explic-
itly called for stateless contributions, excluding the otherwise already quantum
secure stateful hash based signature schemes.

SPHINCS® is a stateless hash-based signature scheme. It’s built mainly
on the ideas of the Extended Merkle Signature Scheme (XMSS) [BDH11].
Both rely on the Winternitz One-Time Signature Plus (WOTS+) [Hiil13] OTS
scheme. Just as XMSS, SPHINCS™ relies on a binary hash tree at its core. How-
ever, to become stateless, SPHINCS™ needs to have a hash tree so enormous,
that choosing a leaf node (private/public key pair) at random is sufficient to
exclude any realistic possibility of key reuse. To accomplish this, two tricks are
used. First, a so-called “hypertree” is utilized. This hypertee contains several
layers of XMSS binary hash trees. Each hash tree root within the hypertree is
used to authenticate the hypertrees below it. The trees of the lowest hypertee
level have key pairs associated to their leaf nodes. This is equivalent to the
approach described for multi-tree XMSS in [HRB13]. The novel idea behind
SPHINCS" is to drastically reduce the hypertree’s size by authenticating few
time signature (FTS) instead of OTS key pairs in its leaf nodes. SPHINCS*
utilizes the Forest of Random Subsets (FORS) FTS for this purpose. Reusing
a FORS key pair decreases security only gradually, instead of immediately as
in OTS schemes. FORS uses its own tree structure, containing sets of private
keys in its leaf nodes for that purpose. As authentication paths shrink due
to the much smaller hypertree, using FORS allows for much better signature
sizes without impacting security. The exact inner workings of WOTS, XMSS
and FORS are detailed in the SPHINCS* NIST submission [ABB*22]. The
subprimitives, WOTS+, hypertree and FORS allow SPHINCS™ to be state-
less, but they also offer many options for parameterization. As the SPHINCS*
NIST submission states “SPHINCS* can be viewed as a signature template. It
is a way to build a signature scheme [...].”.

SPHINCS* Parameters.

SPHINCS* instantiations can be fine tuned using six parameters:

e 1n: The security parameter. Refers to virtually all hash function input,
output and tree node sizes in bytes. Commonly used values are 16, 24
and 32 reflecting NIST security levels I, III and V.

e w: The Winternitz parameter specifying how often a message is split
during encoding for WOTS+. This does not impact security.

e h: The overall height (layers of nodes) of the hypertree.
e d: Number of layers of subtrees in the hypertree.
e : Number of trees per FORS public key.

e {: Number of leaves in a FORS tree.
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The Winternitz parameter (w) and number of hypertree layers (d) only
specify performance tradeoffs. Larger values of w lead to shorter signatures,
but more hash function invocations. The number of subtree layers (d) is pro-
portional to the signature size, but inversely proportional to the number of
hash function invocation during key generation and signing. All remaining
parameters are security relevant. Optimizing these parameters therefore has
to be done with caution. The generic quantum security level (bit security) of

SPHINCS® is captured in (6.1) [ABB*22]:
q 1\ 1
(7)(1‘27) 2) (6.1)

o)

The equation ties together all configurable, security-critical parameters with
the maximum number of signatures that can securely be produced using the
scheme (¢) and the number of times an FTS key pair would have to be reused
before security is degrading (). From the equation it is clear that reducing
the maximum allowed number of signatures per SPHINCS* key pair (¢q) greatly
affects the possibility to further optimize security-relevant parameters. To make
equations more concise, we further specify the values b’ = % as the height of an
XMSS tree within the hypertree and [ as the number of n-bytes elements in a

log([ =22 (w~-
WOTS+ private key which solely depends on w with [ = [WJ +1.

k

SPHINCS* Runtime.

The aforementioned parameters affect runtime, size and security. More than
90% of the SPHINCS* runtime is spent inside the hash primitive [KRSS]. Re-
ducing the number of hash-function calls should therefore be a prime objective
for optimizing SPHINCS* instantiations to our use case. The number of hash-
function calls for key generation and signing are given in (6.2) and (6.3).

HKeyGen = 2" (lw +1+2) - 1 (6.2)
#sign = d (2" (lw +1+2) - 1) + k(3t - 1) (6.3)

It is important to note here, that these equations specify the number of
computed hash values. The number of consumed bytes per hash function call,
and hence the number of round/compression function invocations are not re-
flected. These numbers, while performance relevant, depend on the employed
hash function and are therefore further discussed in Section 6.4. However, as we
will see, the number of computed hash values provides a good enough estimate
for runtime.

SPHINCS* Key and Signature Sizes.

CPU time, bandwidth and storage are a concern when using PQC schemes.
SPHINCS* comes with very competitive key sizes, but large signatures. A
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Figure 6.2: Elements and substructures of SPHINCS™ signatures with their
quantity and size. The value n is in bytes.

Table 6.2: Key and signature sizes for SPHINCS®.

Private Key Public Key Signature
Bytes dn 2n n(h+k(logt+1) +dl+1)

SPHINCS* public key contains the n-byte hypertree root and an n-byte seed
needed for deterministic computation of tree elements. The private key con-
tains the public key as well as an n-byte seed for WOTS and FORS private key
generation and an n-byte random value needed for randomization in message
hashing. The signature contains a randomness value (n bytes), a FORS sig-
nature consisting of FORS leaves with their associated authentications paths
(nk(logt+1) bytes) and an XMSS-like signature containing WOTS+ signatures
and corresponding authentication paths (dn(l+h’) bytes). Table 6.2 shows the
overall length of keys and signatures given these parameters. From the table it
becomes apparent that the overall signature size depends on hypertree height
(h), number of hypertree layers (d), number of FORS trees (k) and leaves (t)
as well as the Winternitz length parameter (I). Figure 6.2 illustrates this fact
by visualizing the structure of a SPHINCS™* signature.

6.3 Implementation

This section details our implementation of a USB-based CTAP authenticator
for use in FIDO, employing PQC signatures in the form of adjusted SPHINCS™*
signatures. To allow for comparison of results we use the same hardware
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and software stack as in the work of Ghinea et al. [GKP*23]. We use the
nRF52840 development kit [Norb] with a Cortex-M4F MCU running at 32
MHz. As in [GKP*23], we limit our implementation to 64kB of RAM and keep
it generic enough to be easily portable to other platforms. In contrast to Gh-
inea et al., we also employ the nRF52850’s cryptography hardware accelerator
CryptoCell 310 [Nora]. However, the CryptoCell is only used for comparison
and not required by the implementation. Benchmarks were conducted using
the experimental OpenSK [Opeb] security key firmware CTAP2 implementa-
tion. OpenSK is based on the TockOS [Toc] embedded operating system. Our
SPHINCS* implementation is based on the C reference implementation. To
benchmark within the OpenSK/TockOS environment, we wrote a SPHINCS*
wrapper for the Rust programming language. All major components, such as
OpenSK, TockOS and the SPHINCS* wrapper are written in Rust and pub-
lished under a permissive license. A repository with benchmarking framework,
helper scripts and Rust code is published for reproducibility and to encourage
further research. Both resident and non-resident key scenarios are supported
in our implementation. As our SPHINCS™ approach is not a hybrid solution
and has very short keys, changes to the OpenSK CTAP implementation are
limited to including SPHINCS* and adding a new algorithm identifier.

6.3.1 Requirements

For comparability we follow the requirements described in [GKP*23]. These
requirements stem from the FIDO specification [FIDb]:

e User presence and user verification tokens usually timeout after 30 sec-
onds, but are guaranteed to be valid for at least 10 seconds.

e The size of a CTAP message over USB cannot exceed 7609 bytes.

We therefore aim for commands to finish within 10 seconds and CTAP
messages smaller than 7609 bytes. The latter limit stems from the fact that
CTAP?2 uses a signed char (7-bit) value as its length field. Allowing for larger
messages (and hence larger signatures) would be a trivial change in the OpenSK
firmware. Changing the length field to an unsigned char (8 bit) allows for a
payload/message size of 15161 bytes [FIDa], with the remaining bytes being
consumed as protocol metadata. For completeness we also include SPHINCS*
instantiations with signatures larger than the CTAP payload maximum in the
results, but mark them explicitly as non-compliant. From this we follow prior-
ities as in [GKP*23]:

R1: Key generation must finish in less than 10s.
R2: Key pairs must be smaller than 7 kB.

R3: The private key should be small to allow storing additional creden-
tials.
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A1: The login operation is more frequent than registration. Signing
should be as fast as possible.

A2: A private key and signature together must fit into a CTAP message.

As [GKP*23], we further limit ourselves to 64kB of RAM and require our
implementation to be as portable as the underlying CTAP implementation
written in Rust. The NIST-submitted SPHINCS* parameter sets all fail to
achieve Al and A2. Key generation (R1) and key sizes (R2 & R3) however
aren’t a problem. Our FIDO adjusted SPHINCS™* instantiations should there-
fore optimize signing speed and signature size.

Side Channel Resilience.

Just as in [GKP*23], we follow the attacker model described in FIDO’s secu-
rity assumptions [FIDc]. We assume the FIDO client to be trustworthy and
acting in the user’s interest. This is a necessary requirement for FIDO any-
way. Local attacks, such as fault injection [GKPM18] or power side-channel
attacks [KGB*18] on SPHINCS®, are therefore out of scope. We only consider
timing-based side channels that could be triggered remotely. Here it is impor-
tant to note that SPHINCS* is constant time via its construction [ABB*22].
Time-based side channels therefore do not take specific effors to be mitigated.

6.3.2 Adjusting SPHINCS*

Given the lowest acceptable security level I, the public and private key are only
32 and 64 bytes large respectively and could be used as a drop-in replacement
for elliptic curve keys [Aut] without the need for alterations in e.g. database
columns of the relying party. Therefore, only signature size (A2) and signing
speed (Al) have to be optimized using Equations (6.1), (6.2) and (6.3). A
core variable to tune our SPHINCS™ parameter sets is the number of allowed
signatures per SPHINCS™ private key ¢. Reducing ¢ affects security as defined
n (6.1) and further detailed in [ABB*22] and [KP22]. The NIST-submitted
parameter sets allow, by NIST specification, for ¢ = 264 signatures per key.
Given a user performing one authentication per relying party per day, such a
key could be used for far more than a trillion (10'2) years, which is clearly
overkill. Similar to the approach in [KP22] we therefore lower the maximum
amount of allowed signatures to a more realistic level.

Adjusting the Number of allowed Signatures.

In our analysis we allow for ¢ = 28 ¢ = 2! and ¢ = 2! signa-
tures/authentications. ~ FIDO seems to be a good choice for reducing
this number, as every signature has to be approved manually (usually with
a tap) by the user. A scenario with real-time constraints or a high volume
of signatures can be ruled out. Additionally, FIDO-based authentication
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Table 6.3: SPHINCS™ key lifetimes based on common session expiration times
of popular web services supporting FIDO. Lifetimes are presented in years
based on the number of allowed signature q.

q ‘ Google Sharepoint Cloudflare Daily

28 9.8 3.5 21 0.7
210 39.3 14 84 28
21612 513.7 897.7 538.7 179.6

is commonly connected to applications with long-running sessions. Google
web sessions for example last for 14 days by default [Goo|, Cloudflare’s for
3 [cfs], Microsoft’s for 5 (Sharepoint) to 90 (Entra) days [Mic]. For simplicity
we assume a somewhat worst case with respect to the key duration, where
a user authenticates to the same relying party every day. Even with the
lowest setting of ¢ = 28 = 256, this user could authenticate using the same
key for approximately every workday in a year. After this key expires, a new
key would have to be registered. For the user that would mean tapping the
authenticator once more during authentication, which is quite cheap. For the
best-case scenario with authenticating to Google every 14 days, the same key
could be used for around 10 years. With an authentication every day, the
settings ¢ = 2'° and ¢ = 2'% would delay re-registering by around 3 and 180
years respectively. Table 6.3 shows how different settings in ¢ would affect the
key lifetimes when used with popular FIDO-ready applications. To store the
number of computed signatures, the “signCount” variable already included in
the FIDO standard [FIDc| can be employed in the implementation.

Adjusting Parameters.

To optimize the parameters discussed in Section 6.2.3 we follow a similar ap-
proach to Kolbl et al. [KP22], but optimize for signing speed and signature size
instead of verification speed. We employ an explorative approach and built
a tool inspired by the SAGE script included in the SPHINCS* NIST submis-
sion package[ABB*22]. This leads to a multitude of parameters with different
tradeoffs further discussed in Section 6.4.1.

Adjusting Hash Functions.

The SPHINCS* NIST submission includes SHA256, SHAKE256 and Haraka
instantiations. Haraka is an AES-based construct optimized for use in x86 CPU
architectures with AES-NI extension. On our embedded platform Haraka leads
to much runtime overhead and was therefore not investigated further. Addi-
tionally to SHA256 and SHAKE256, the ASCON hash primitive was used in
benchmarks. ASCON is a lightweight hash function scheduled for standard-
ization by NIST. We employed the ASCON C reference implementation. The
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CryptoCell 310 hardware accelerator on our evaluation board supports the
SHA256 hash function. For comparison, SHA256 was benchmarked in both
hard and software.

6.4 Results

In this section we first culminate all previous considerations into adjusted
SPHINCS* instantiations for FIDO-friendly values of q. We then benchmark
different hash functions relevant to our construction and compare hardware
SHA256 to its software version. Next, we present benchmarks to the FIDO-
relevant operations KeyGen and Sign as well as the FIDO operations MakeCre-
dential and GetCredential. All benchmarks are then discussed and compared
to previous work on the same platform.

6.4.1 SPHINCS* Instantiations

To fulfill the requirements detailed in Section 6.3.1, we utilized our parame-
ter discovery tool. We filtered parameter choices that could lead to a good
speed/size tradeoff. The filter starts by sorting all parameter choices by sig-
nature size. It then calculates the number of computed hashes and selects a
new parameter set if the number of computed hashes is smaller than that of
the previously selected. It then outputs a list of all selected parameter sets.

Figure 6.3 shows different parameter choices for all security levels and rel-
evant values of q.

The output shows that level I instantiations offer signature sizes lower than
the previously described CTAP USB message size limit. For level III and
V there also exist parameter choices with small enough signatures to fit this
limit. However, as they require significantly more hash computations and in-
creasing the message size limit is a technical triviality (see Section 6.3.1), the
increased message size was set as threshold for them. The value ¢ = 2% offers
only very marginal improvement over g = 219, Using ¢ = 2!° therefore seems
like a good tradeoff for FIDO. However, we benchmark all relevant choices
of ¢ = {28,219 216} for completeness. Larger signatures lead to fewer hash
calculations but also longer transmission times during FIDO authentication.

6.4.2 Hash Functions

SPHINCS* spends the vast majority of its CPU time inside the hash function.
Choosing an appropriate hash function for our use case is therefore integral for
performance. SPHINCS*, as submitted to NIST, employs the secure SHA256,
SHAKE256 and Haraka one way functions. In their work [KSS24], Karl et
al. suggest to include the lightweight crypto scheme ASCON [DEMS21] which
was recently selected for standardization by NIST. This seems to fit our em-
bedded use case. We therefore focus our performance comparison on SHA256,
SHAKE256 and ASCON. Table 6.4 shows the amount of cycles needed on our
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Table 6.4: Cycles spent calculating the minimum amount of hashes required
for signing in a given security level. Numbers are given in kilocycles (10%),
averaged over 1000 runs when compiled with -O3.

Level | SHA256 (soft) SHA256 (hard) ASCON SHAKE256

I 93268 130997 197534 488680
I1I 209141 293743 442940 1095792
v 283 664 398413 600774 1486258

embedded platform to compute the number of hashes required per security
level. It comes with no surprise that software SHA256 is much faster than soft-
ware SHAKE256 on a 32 bit platform. What might be surprising at first sight,
is that SHA256 in software also outperforms software ASCON and hardware-
backed SHA256 on our platform.

Hardware vs. Software.

However, as Karl. et al. [KSS24] note, not only hardware accelerators them-
selves, but also the application including data transfer to those accelerators
have to be taken into account. In the case of SPHINCS*, a large amount of
very small messages (usually a small multiple of n) have to be hashed. This
provides a somewhat worst-case scenario for the CryptoCell 310 hardware accel-
erator, as short messages have to constantly be written into a specific memory
segment followed by a relatively slow call to the CryptoCell. This is similar
to the observation by van der Lann et al. for SPHINCS" running on Java
Cards [vdLPR*18]. ASCON on the other hand was designed with a very small
hardware footprint, not software performance, in mind.

The software version of SHA256 was therefore used for further benchmarks.
However, results with other hash functions can easily be extrapolated from the
results in Table 6.4. The employed SHA256 implementation is the C imple-
mentation taken from the SPHINCS™ submission package. This was done to
keep the implementation portable and comes at little cost, as previous work
has shown that assembly-optimized SHA256 does not outperform portable code
compiled with a modern compiler [KRSS].

6.4.3 Adjusted SPHINCS* Benchmarks

For FIDO, the runtime of the following four functions is relevant. KeyGen: the
key generation time in the authenticator (hardware security key). Sign: the
time needed to sign an authentication request in the authenticator. MakeCre-
dential: the time needed to create a new credential (key pair), when requested
by the FIDO client. GetCredential: the time needed to deliver a signed au-
thentication request to the FIDO client.
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Table 6.5: Various SPHINCS* parameter choices for security level I and ¢ =
210 with their performance results averaged over 1000 runs on an nRF52480
board. Values of t are specified in log,. All parameters were instantiated with
a software-only version of SHA256 and use a Winternitz parameter of w = 16.

‘ Params. ‘ KeyGen ‘ Sign
Size  Hashes Runtime (ms) Stack | Runtime (ms) Stack
(Bytes) (#) | hd k t| -Oz -08 (kB)| -Oz -03  (kB)
3968 102528 |12 2 15 10|3476.1 2332.3  3.3|11385.5 7631.3 14.0
4048 89216|12 2 17 9]3445.0 2320.0 3.3| 9378.3 6310.5 14.2
4208 82048112 2 20 8|3444.1 11619  3.3| 8349.9 5620.7 14.7
4288 7072010 2 17 10|1748.6 1176.7  3.3| 8548.1 5665.1 14.9
4336 5536010 2 19 9|1748.1 585.0 3.3| 6316.1 4247.7 15.1
4608 44336|12 3 17 9| 857.4 585.0 3.2| 5037.8 34329 15.8
4768 37168 |12 3 20 8| 866.8 589.7  3.2| 4065.8 2724.3 16.3
5088 33328112 3 25 7| 871.0 589.7  3.2| 3531.2 2386.6 17.3
5296 32288| 8 2 28 8| 866.8 293.8  3.2| 3790.3 2553.7 17.9
5328 28192112 4 20 8| 432.7 2925  3.2| 3186.4 2156.5 17.9
5440 26264 9 3 256 8| 433.0 292.2  3.2| 3124.8 2156.5 18.3
5648 2435212 4 25 7| 4349 2923  3.2| 2650.9 1775.0 18.9
6032 22048|12 4 32 6| 439.3 292.2  3.2| 2343.4 1553.7 20.0
6064 21912 9 3 33 7| 4369 147.6  3.2| 2524.8 1683.1 20.1
6688 1864410 5 29 7| 2189 147.6  3.2| 2150.1 14399 21.9
7152 1756012 6 32 6| 221.1 1484  3.1| 1907.3 1264.4 23.3
7456 1634010 5 40 6| 2189 147.6  3.2| 1820.4 1225.5 24.2

As KeyGen is a subroutine of MakeCredential, and Sign of GetCredential,
their respective runtimes are strongly correlated. However, a parameter set
with large signatures might lead to a fast Sign, but a slow GetCredential, due
to transmission latency. For better analysis we therefore benchmarked the four
functions individually. The results of MakeCredential and GetCredential are
discussed in the next section. Table 6.5 shows benchmark results of security
level I parameter choices for ¢ = 2'° that have a small enough signature for use
in vanilla FIDO.

Runtimes in the table are captured in milliseconds instead of cycles. This
was done to be comparable to previous work, mainly Ghinea et al. [GKP*23].
Estimates of cycle counts can, however, be acquired by multiplying the time
with the MCUs frequency, which was configured to 32 768kHz. Unsurprisingly,
the number of hashes computed during signing is strongly correlated with the
runtime of the signing algorithm. The table also shows that the signature
size is inversely proportional to both key generation and signing time. Larger
signature sizes also lead to more stack space consumed. Stack space could be
drastically reduced, as SPHINCS* signatures are computed front to back and



6.4 Results 109

Table 6.6: Performance of tailored SPHINCS* instantiations and the Dilithium-
based hybrid construction from [GKP*23] on the nRF52840 board. Both im-
plementations are compiled with -O3. Runtimes are averaged over 1000 runs.

Sizes (bytes) Runtime (ms)

Level I privkey pubkey signature keygen  sign
Dilithium?2-Hybrid 32 1344 2420 197.5 1320.5
SPHINCS*-129-28 64 32 6 864 148.3 1079.6
SPHINCS*-129-210 64 32 7456 147.6 1225.5
SPHINCS™*-130-216 64 32 7280 202.3 2261.8
Level III

Dilithium3-Hybrid 32 1984 3293 245.6 2298.4
SPHINCS*-193-28 96 48 14256 147.5 1735.6
SPHINCS*-193-210 96 48 13080 202.3 2169.8
SPHINCS™*-195-216 96 48 14928 202.3 3410.8
Level V

Dilithium5-Hybrid 32 2624 4595 345.3 2797.2
SPHINCS*-258-2% 1 128 64 25120 206.2 2075.7
SPHINCS*-258-210 ¢ 128 64 24 352 202.1 2638.0
SPHINCS*-258-216 ¢ 128 64 28 832 292.0 3216.6

t: Instantiation’s signature too large for requirements.

can be streamed [GHK*21]. However, since the consumed stack space is well
within the requirements, this is not needed. Compiling the code with -O3 leads
to much improved runtimes, which is consistent with previous work [KRSS].
The largest signature listed (7456B) still fits into the technical context, complies
with RAM/stack requirements and adheres to the requirements Al and A2
previously defined. We therefore focus on the largest signature still fitting into
the technical context.

Table 6.6 shows a direct comparison between the SPHINCS™ results and
the Dilithium-based hybrid approach from [GKP*23]. In the table, SPHINCS*
instantiations are denoted as SPHINCS*-b-¢, with b being the quantum bit se-
curity as defined above. The Dilithium private keys are small, as the implemen-
tation stores only a seed value and computes the private key on every signing
operation to save expensive TPM storage. Table 6.6 shows that SPHINCS*
levels T and IIT with ¢ = {28, 2%} outperform the lattice-based approach on
the board in terms of signing speed at the cost of larger signatures. In security
level V, SPHINCS* has competitive speed but would require a relaxation in
signature-size constraints.
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Table 6.7: Runtime benchmarks in milliseconds of the MakeCredential and
GetCredential CTAP commands in the non-resident key setting, averaged over
1000 iterations. Standard deviation of GetCredential runtime denoted as o.

Make Get
Level I duration duration o
Dilithium2-Hybrid 547.3 1808.7 933.8
SPHINCS*-129-28 283.4 1595.9 0.2
SPHINCS*-129-210 283.7 1791.8 0.1
SPHINCS*-130-216 429.2 2687.9 0.1
Level III
Dilithium3-Hybrid 668.3 2861.1 1865.2
SPHINCS*-193-28 283.2 2099.9 0.2
SPHIN(CS*-193-210 429.6 2751.8 0.2
SPHINCS™*-195-216 426.3 3967.3 0.1
Level V
Dilithium5-Hybrid 799.2 4029.2 24374
SPHINCS*-258-2% 1 425.7 2803.9 0.2
SPHINCS*-258-210 1 429.4 3406.0 0.1
SPHINCS*-258-216 1 432.2 4075.8 0.1

1: Instantiation’s signature too large for requirements.

6.4.4 FIDO Benchmarks

Finally, we conclude with benchmarks on the FIDO-relevant CTAP commands
MakeCredential and GetCredential. All benchmarks were conducted via USB
transport. MakeCredential generates a new key and sends both public and
(encrypted) private key to the client. This is the non-resident key setting as
introduced in Section 6.2.1. GetCredential on the other hand signs an authenti-
cation request and returns a signature to the client. Table 6.7 shows the results
of these benchmarks. Runtimes for the hybrid construction were reproduced
using the code from [GKP*23]. A first conclusion is that all previously de-
fined requirements are met for security level I and III. All CTAP commands
finish within 10 seconds and execute well within the RAM requirements. The
SPHINCS*-based aproach even outperforms the lattice-based, hybrid approach
from [GKP*23] in these levels. With a relaxation of the maximum message size,
our SPHINCS* solution could also outperform their approach in the highest
security level.
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6.4.5 Discussion and Future Work

A reason for the good performance of SPHINCS™ in this setting could be the re-
quired portability. MCU-specific assembly-level optimizations are not possible
when aiming for portable code, which is often times a requirement. Dilithium
seems to suffer from this portability requirement much more than SPHINCS®.
Another reason why Dilithium-backed GetCredential commands are slower on
average is the command’s very long tail. Dilithium’s signing operation has
a retry loop that discards insecure parameters. This makes its runtime non-
deterministic. Ghinea et al. even state that 3% of their Dilithiumb GetCre-
dential commands fail to complete within the 10 second requirement due to
this retry loop. SPHINCS* does not suffer from this, as it is constant time by
design and the runtimes showed virtually no variance.

Much of the current literature seems to focus on optimizing hardware imple-
mentations for SPHINCS*/SLH-DSA [KSS24, Saa24b]. While these hardware-
backed systems promise impressive performance improvements, they might be
able to perform even better when allowing (or mandating) custom SPHINCS*
instantiations. Comparing and combining adjusted SPHINCS™ parameter sets
with custom hardware seems like an interesting avenue for future research.

6.5 Conclusion

In this chapter we proposed a practical, post-quantum solution for hardware-
security-key-based authentication using tailored stateless hash-based signa-
tures. The results show that adjusting SPHINCS™* to specific embedded appli-
cations that require signing can yield very competitive results that rely on only
few, well-understood assumptions. Especially in an embedded setting, where
resources are sparse this opens many possibilities. Furthermore, our solution
is highly portable and reduces complexity as it does not require sophisticated
implementation tricks and can be used without a hybrid construction. These
results emphasize that SPHINCS* should not be seen as a signature scheme,
but as a very flexible framework for creating signature schemes.

We implemented and benchmarked our solution with various parameteriza-
tions and showed that it can even outperform lattice-based solutions from the
literature. Our implementation and benchmarking framework was published
to encourage further research in this direction.
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Chapter 7

Security Analysis of the
Olvid Secure Messenger

This chapter is based on the following unpublished paper. The paper was
submitted to the ACM Conference on Computer and Communications Security
to be held in November 2026 and is currently under review.

Noemi Terzo, Cas Cremers, Ruben Gonzalez, Peter Schwabe, Yuval
Yarom, and Zhiyuan Zhang. Security analysis of the olvid secure
messenger. unpublished

In it, we present an analysis of the cryptographic core of the French en-
crypted messaging app Olvid. It is, among other things, a recommended
instant messaging solution for french government officials. We employ the
TAMARIN prover for a formal analysis of Olvid’s authenticated key-exchange
and continuous-key-agreement protocols, and conduct an analysis of the Java
implementation targeting Android devices. Even though the formal analysis
confirms that the Olvid protocols achieve security properties such as mutual
authentication, session-key secrecy, forward secrecy, and replay protection, the
analysis also reveals that the Olvid protocols fail to achieve security under
certain key-reveal patterns. Furthermore, source-code analysis reveals at least
one timing leakage vulnerability, for which we present a practical key-recovery
attack. To enhance Olvid’s security and facilitate future analyses, we propose
design changes aimed at mitigating the identified vulnerabilities.

Contribution. In this chapter we present the first extensive security analysis
of the cryptographic core of Olvid consisting of a systematic formal analysis
and a review of the Java client source code with a focus on implementation
security. As a result we present the first formal analysis model of Olvid’s
cryptographic core using the TAMARIN symbolic protocol prover. Furthermore,
we demonstrate practical attacks on the Olvid implementation and publish
their Proof-Of-Concept code.
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Associated Software. The software as well as TAMARIN models associated
with this chapter are available under http://doi.org/10.5281/zenodo.
17381244. Included is a Docker image for the TAMARIN protocol models
and proofs. Further, it contains the source code for replicating the timing
side-channel attack. Two included README files provide detailed instructions
on how to run the experiments and reproduce the results.

Organization of this chapter. The chapter starts with an introduction in
Section 7.1 that gives background on Olvid’s relevance and technology stack. It
further details an extensive list of this chapter’s contributions. In Section 7.2 we
elaborate on the preliminaries, such as employed security models, needed in the
following sections. Section 7.3 builds up on this by detailing the relevant inner
workings of the Olvid messaging application. We then continue with a formal
analysis in the TAMARIN symbolic protocol prover [MSCB13] in Section 7.4 and
the description of multiple implementation flaws together with an assessment of
their impact in Section 7.5. Section 7.6 concludes the chapter with a reflection
on the results and potential avenues for future work.

7.1 Introduction

The Olvid secure messenger was released in 2019, and like other messengers,
it promises state-of-the-art end-to-end encryption, but its promises in terms
of security go significantly beyond this. Not only does Olvid assume an un-
trusted server in the sense that is typically assumed for end-to-end encrypted
communication, but also the Olvid website (as of April 12, 2025) claims that
“no third party could ever identify the participants, not even the server” that
there is “no trace of any metadata”, while at the same time “users identity
[is] guaranteed without the need for a trusted third party” [Olv25a]. The lead
developers of Olvid, Finiasz and Baigneres, on their private websites describe
Olvid as “the most secure professional messaging application ever made”.*
Applications with bold security and privacy claims are not rare, and
very often such claims do not hold up under closer inspection by security
experts [ABCP24, AMPS22, ACDJ23, MRAP23|. However, there are multiple
reasons to believe that Olvid might be different. The lead developers are both
established cryptographers who worked in leading European research groups
in cryptography before joining Olvid. Also, in 2020 and 2021, Olvid received
a level-one security certification (“certification de sécurité de premier niveau”,
CSPN) of the French government agency ANSSI. The code of the Olvid
client is open source and the reports pertaining to the ANSSI certification are
publicly available on the Olvid website. In 2023, Olvid hit the news when then
French Prime Minister Elisabeth Borne urged employees of the government
to stop using WhatsApp, Signal, or Telegram, and instead migrate to Olvid.
In this context, then digital minister of France Jean-Noél Barrot called it the
“most secure instant messenger in the world” [Bar23b]. As a result, Olvid is

ISee https://finiasz.net/ and https://www.baigneres.net/.
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now used by employees of the Elysée and multiple ministries in France. In
total, Olvid has about 200 000 active users, mostly from France, with usage in
other European countries steadily increasing [BF25].

Despite this endorsement of Olvid and its deployment for sensitive com-
munication, very little effort has so far gone into public security analysis
of Olvid. The only independent public analyses of Olvid’s security that
we are aware of are the reports by Synacktiv in the context of the ANSSI
certification [Syn20, ANS20, Syn21], an analysis by Abdalla of Olvid’s
trust-establishment sub-protocol [Abd20], and an investigation of the post-
compromise-security properties of Olvid and other messengers by Cremers,
Fairoze, Kiesl, and Naska [CFKN20].

This is somewhat surprising also because unlike many other messenger ser-
vices including WhatsApp, Skype, Facebook Messenger, and of course Signal,
Olvid does not use the Signal protocol, which is thoroughly studied and widely
regarded as the “gold standard” for (continuous) key agreement in secure mes-
saging [ACD19, CGCD*17, BJKS24, FG24, FJ24]. Instead it uses its own
suite of protocols for this cryptographic core: The CHANNEL CREATION WITH
ContacT DEVICE (CCCD) ProTOCOL plays roughly the role that X3DH
plays in the Signal protocol, i.e., it is used to agree on symmetric keys be-
tween two parties that do not yet have a secure communication channel. These
symmetric keys are subsequently used in an OBLIVIOUS CHANNEL to exchange
payload data and continuously updated through a (symmetric) self ratchet and
the (asymmetric) FULL RATCHET PROTOCOL. The combination of these two
ratchets is akin to Signal’s double ratchet.

Contributions. In this chapter we present the first extensive security analysis
of the cryptographic core of Olvid consisting of a systematic formal analysis
and a review of the Java client source code with a focus on implementation
security.

e For the formal analysis we model the cryptographic core of Olvid in the
TAMARIN symbolic protocol prover [MSCB13]. This model is partly de-
rived from the technical specification of Olvid [BF24], but for many as-
pects not covered by this specification, we consulted the Olvid source
code.

e Building on this model, we present computer-verified symbolic proofs of
multiple properties that one typically expects from authenticated key-
exchange and continuous key-agreement protocols, such as session-key
secrecy, mutual authentication, forward secrecy, and replay protection.

e We furthermore investigate if Olvid’s cryptographic core also meets
stronger security properties similar to Signal. We show that the FuLL
RATCHET PROTOCOL in principle offers a form of Post-Compromise
Security (PCS) for a single ratchet chain, similar to Signal?.

2Note however that already [CFKN20] showed that protocol-level PCS security does not
extend to conversation level, either in Signal, or in Olvid.
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We next investigate whether Olvid’s cryptographic core also achieves key
secrecy after certain combinations of ephemeral and static keys have
been compromised. This would be mandated by, e.g., the well estab-
lished extended Canetti-Krawczyk (eCK) model for authenticated key
exchange [LLMO07]. Our analysis shows that—unlike for Signal—this is
not the case for some key-reveal patterns and is the case for other patterns
only under the non-standard assumption that ephemeral public keys do
not leak to the adversary.

e In our source-code analysis we found that Olvid is at several spots as-
suming certain values to be in a canonical representation without actu-
ally enforcing that this is the case. As a result of this, signatures do not
achieve the strong unforgeability notion. We were, however, not able to
escalate this to a full attack.

e We furthermore identify a rather slow, but persistent denial-of-service
attack vector which stems from the way Olvid implements replay protec-
tion.

e Most notably, our code analysis also revealed a timing leakage in the
implementation of elliptic-curve scalar multiplication and present a proof-
of-concept exploit on an x86_64 CPU showing that this leakage is in
principle exploitable.

We conclude the chapter by discussing various aspects of the design of Olvid
that we believe should be improved to ease further security analysis, and im-
prove transparency towards the users, in particular regarding the anonymity
properties.

Related Work. There is a large body of literature analyzing and formalizing
real-world security protocols; see, e.g., [PST23, RMS18, CGCD*17, AJM22,
ACD19, Ste24] for some examples. During the last decade, formal symbolic
analysis has emerged as a technology that can aid analyzing such complex
systems, both for attack-finding and establishing security guarantees, notably
using the TAMARIN prover [CHSvdM16, CHH*17, BDH*18, BSTP21, MSCB13,
LSB24, CHSW22]. Part of our work falls into the latter category, and part of
our analysis is manual.

There is currently only one public technical report presenting formal-
analysis results for Olvid [Abd20]. The report is very limited in scope and
restricted to the short-authentication-strings (SAS) mechanism that is part of
Olvid. The core conclusion is that the Olvid-specific changes to the SAS sub-
protocol do not invalidate its security arguments, building on Pasini [Pas09].
The certification reports by Synacktiv and ANSSI [Syn20, ANS20, Syn21] only
give a high-level summary of the protocols used in Olvid, but do not provide
any formal analysis of these protocols.

Post-Compromise Security (PCS) [CGCG16] is a form of security that may
be achieved after a device has been compromised, notably if the adversary
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is passive for a short period after compromise, which may allow the compro-
mised party to “heal” by exchanging new ephemeral keys to bootstrap future
secure communications. PCS has been extensively studied in the context of se-
cure messaging, notably for Signal [CGCD*17] and in general, e.g., [BBL*23].
While many subtle variants of PCS have been proposed, it has remained elusive
in practice: [CMN24, CFKN20] show that real-world messaging apps, includ-
ing Olvid, do not achieve PCS in black-box experiments. Moreover, [CJN22]
shows that applications that need to be resilient to loss of dynamic state fun-
damentally cannot achieve PCS.

A large body of works exploits timing variations in cryptographic im-
plementations. See [LZJZ22] for a recent survey. Since its introduction,
Flush+Reload [YF14] has been a popular attack technique for creating and
observing timing differences [TATES14, PGBY16, GSM15, RPS18], including
for attacks on elliptic curves [FWC16, BvdPSY14]. While the Montgomery
ladder implementation [Mon87] used in Olvid is considered more resilient to
timing attacks than others [JY02, OKS00], past work has demonstrated that
it is not always secure [GVY17, GPTY18§]

7.2 Preliminaries

This section introduces the additional background required for the following
chapters.

7.2.1 Security models for Key Exchange

There is a long history of security models for key exchange of ever-increasing
strength. Classical notions of key exchange security, such as [BR93| consider
an active adversary that controls the network, and which can reveal selected
session keys. The security notion requires the session key of a specific session
(often referred to as the Test session) to be indistinguishable from random, even
if the adversary can learn the session keys of other sessions. Many subtleties in
this domain then arise from the exact definition of “other session”: one might
expect this to be any session that computes a different session key. However,
in most security models for key exchange, the adversary can also reveal the
session key of sessions whose variables/messages differ from the Test session.
Effectively, this models a form of implicit authentication.

Later security models for key exchange give the adversary the ability to
reveal long-term keys of some participants. This allows for modeling perfect
forward secrecy and identity misbinding attacks, by considering that not all
participants might be honest, or could be compromised in the future.

Finally, newer key exchange models such as CK [CK01] and eCK [LLMO07]
also consider an adversary that can compromise the randomness of specific
sessions.
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7.2.2 Security models for CKA

While standard models for key exchange consider stateless protocols that start
from asymmetric key pairs, and produce a shared session key, the notion of
CKA (continuous key agreement) [ACD19] starts from a shared symmetric
key, and produces a new shared key. This primitive was introduced in [ACD19]
as part of an attempt to decompose the Signal protocol design into building
blocks. The corresponding security model is relatively simple, as the adversary
is assumed to be passive.

7.2.3 The TAMARIN prover

For our formal analysis, we use the TAMARIN prover [SMCB12], which is a
state-of-the-art tool for the automated analysis of security protocols. TAMARIN
performs symbolic analysis based on the Dolev-Yao model, where cryptographic
primitives are treated as “perfect” black boxes. Cryptographic primitives and
their properties are modeled using a term algebra with an equational theory.
TAMARIN takes the protocol to analyze, the adversarial capabilities that define
the threat model, the security properties and verifies the properties or provides
counterexample traces that constitute attacks to the protocol when it is running
in the specified adversarial environment. Both the protocol and the adversary
are defined using multiset rewriting rules, which induce a labeled transition
system. A rule has a premise and a conclusion, which in turn are multisets of
so-called facts:

[ PremiseFact1(.), PremiseFact2(.), ... ]
--[ ActionFact1(.), ActionFact2(.), ... 1->
[ ConsequenceFact1(.), ConsequenceFact2(.), ... ]

Rules modify the system state by adding or removing facts. A fact is a
user-defined symbol FactName(t1, t2, ..., tn) that contains terms ti as argu-
ments. Facts can be linear, meaning they are consumed upon rule execution, or
persistent (denoted by a ! prefixed to the fact name), remaining in the system
indefinitely. Each concrete execution of the transition system is a sequence
of states with transitions labeled with rule instances. For each execution, the
corresponding sequence of action facts is called a trace.

Security properties are expressed as first-order logic formulas over traces,
referring to the actions of the protocol rules and quantified on timepoints and
terms. Timepoint variables are prefixed by the # symbol. To refine the analysis
by filtering out traces that do not satisfy specific conditions, it is possible to
utilize restrictions, which are modeled in the same way of the security properties
and allow TAMARIN to focus on relevant traces. Within this transition system,
the protocol and adversary interact by exchanging messages over the adversary-
controlled network.
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7.2.4 Cache side channel attacks

Modern processors employ an array of techniques aimed at bridging the speed
gap between the fast execution core and the slower memory. One of the main
technique is the use of caches. These are small and fast memories that store
recently and frequently accessed data, exploiting the spatial and temporal lo-
cality of the software. Multiple works observed that sharing the use of caches
between multiple workloads results in side-channels that leak program be-
havior across security boundaries [OST06, Per05, YF14]. Over the past two
decades, several techniques for mounting cache attacks have been proposed,
demonstrating leaks from cryptographic code [OST06, Per05, YF14], user ac-
tivity [GSM15, SKH*19], and other software [BMD*17, SSD21, YFT20].

In this chapter we focus on the Flush+Reload technique [YF14], which
consists of two steps. In the first step the adversary uses a cache-management
instruction to evict a target cache line from the cache. The adversary then
waits for a short while, to give the victim time to execute. Then, in the second
step, the adversary measures the time it takes to access the previously evicted
line. Fast access indicates that the line is cached, presumably due to victim
access. By repeating these steps, the adversary can monitor the victim’s access
patterns to the monitored cache line.

Traditionally, Flush+Reload-based side-channel attacks were only demon-
strated on Intel processors. However, in recent work, Lin et al. [LWL*24]
demonstrate an attack on an Arm processor. Specifically, their work demon-
strates a new technique for mapping application code across security domains,
exposing apps to attacks such as Flush+Reload that exploit memory sharing.

7.3 The Olvid Encrypted Messenger

The Olvid messenger targets a similar user base as other prominent secure
messengers, such as Signal. It offers end-to-end encrypted communication and
group communication features, allowing users to securely exchange messages
with others. Additionally, Olvid supports multiple devices per user. One no-
table difference between Olvid and other secure messengers like Signal is the
registration process. While Signal requires users to provide a phone number
to verify their identity, in Olvid users are only required to provide basic infor-
mation, such as their name and surname, with all other details being optional.
Upon creating an account, the Olvid app generates the necessary cryptographic
keys on the client-side. This includes the long-term KEM key pair required for
encrypting messages sent via the Asymmetric Channel, as well as the signing-
verification key pair. The Asymmetric Channel is a core component of the Olvid
messenger, and its description will be provided in subsection 7.3.2. Once a user
has created an account and generated their associated keys, to establish a con-
tact relationship with another user they have to go through the authentication
process. Unlike Signal, the free version of Olvid requires users to add contacts
through out-of-band channels and to run the SAS-based authentication proto-
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col [PV06]. This approach ensures that users can securely authenticate with
each other without relying on a centralized directory.

The SAS-based authentication protocol used by Olvid relies on the sharing
of cryptographic tokens via QR codes or URLs, which serve as unique identifiers
for secure peer authentication. These identifiers consist of a URL to the Olvid
backend server, as well as the verification key and long-term KEM public key.
Importantly, these identifiers do not include any user-related metadata, such as
usernames or phone numbers. In contrast, the paid enterprise version of Olvid
uses a centralized contact discovery system based on the open-source Keycloak
identity and access management solution [Olv25b]. This approach provides a
more traditional contact discovery experience, where users can search for and
connect with other users in a centralized directory. Once users have authen-
ticated with each other, they can establish a secure communication channel,
named Oblivious Channel, using the Channel Creation with Contact Device
Protocol (CCCD). This protocol is an authenticated key exchange protocol
that ensures the establishment of the keys used in the Oblivious Channel and
is also run every time a user associates a new device to their account. The
Oblivious Channel is based on a ratchet mechanism similar to the Signal’s
double ratchet and is used to encrypt all application messages between users,
as well as protocol messages exchanged between users’ instances of Olvid. All
messages exchanged between two users are sent encrypted through the Olvid
infrastructure, which is hosted on Amazon Web Services (AWS). The client-
server communications are secured using TLS 1.3, with TLS 1.2 also supported
as a fallback. To renew the root keys used in the Oblivious Channel, the Full
Ratchet Protocol (FRP) is run.

In this chapter, we focus on the cryptographic core of Olvid, which assumes
that the out-of-band exchange of public-key material and authentication has
successfully completed. This assumption is justified by the prior analysis of the
SAS-based protocol by Abdalla [Abd20]. Specifically, we assume that Alice has
Bob’s authentic public-key package containing his verification key and long-
term KEM public key, and vice versa.

It is worth noting that Olvid’s terminology deviates from the conventional
cryptographic meaning. For example, the Oblivious Channel does not refer
to concepts such as Oblivious RAM (ORAM) or Oblivious Transfer (OT),
and the ratchet mechanism does not follow the Signal protocol exactly. Addi-
tionally, the Asymmetric Channel and Oblivious Channel are not traditional
cryptographic protocols, but rather protocols used to encrypt and authenti-
cate message keys via an Authenticated Encryption scheme. The Asymmetric
Channel uses a KEM-based hybrid encryption scheme to encrypt messages to
the public key of the receiver, while the Oblivious Channel uses symmetric keys
that evolve through two ratchet protocols. Both the CCCD and FRP protocols
output seeds for the ratchet rather than the final symmetric keys themselves.
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Figure 7.1: High-level view of the Cryptographic Core of Olvid

7.3.1 Threat Model

Secure messaging systems are typically evaluated against an active network ad-
versary with extensive capabilities. This adversary is capable of intercepting,
reading, modifying, reordering, replaying, and injecting messages, as well as
impersonating users by sending new messages to any participant in the system.
Additionally, the model must account for the possibility of malicious insiders,
meaning that some users within the system may act dishonestly or attempt
to subvert security guarantees. Furthermore, the server is assumed to be un-
trusted, meaning it could be compromised, malfunction, or collude with an ad-
versary to extract metadata or manipulate communications. In such a scenario,
a meticulously designed secure messaging system should prioritize minimizing
reliance on the server for security-critical operations and ensure confidentiality,
integrity, and authenticity solely through cryptographic mechanisms. Olvid ex-
plicitly claims to provide post-compromise security and forward secrecy, which
suggests that its cryptographic design must be resilient against key compromise
at some point in time. This includes protection against compromised random-
ness, ensuring that even if an adversary gains temporary access to encryption
keys, they cannot decrypt past or future messages. However, since Olvid does
not provide a formal threat model in its documentation or white papers, we
will use the threat model above, which aligns with existing security research,
to analyze its security guarantees.

7.3.2 The cryptographic core of Olvid

The starting point for the cryptographic core of Olvid as considered here is
that two users A and B have obtained each other’s authentic long-term key
packages containing KEM public keys and signature verification keys. Hence,
A starts with state

va = (kempk 4, kemsk 4, signpk 4, signsk 4, kempk g, signpk )
and B starts with state

vB = (kempk g, kemsk g, signpk g, signsk g, kempk 4, signpk 4).
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High-level view. Olvid uses two main protocols, the CHANNEL CREATION WITH
Contact DEVICE (CCCD) PrOTOCOL and the FULL RATCHET PROTOCOL,
and two sub-protocols, ASYMMETRIC CHANNEL and OBLIVIOUS CHANNEL. To
bootstrap, parties A and B first execute the CCCD PROTOCOL, which is an
authenticated key exchange, and agree on shared symmetric-key seeds s4 and
sg. The CCCD PROTOCOL uses ASYMMETRIC CHANNEL as a subroutine in
its first part; in its second part, once shared secrets are established, it per-
forms key-confirmation that uses OBLIVIOUS CHANNEL as subroutine. The
symmetric key seeds s4 and sp are subsequently used and updated by OBLIV-
10Us CHANNEL for payload encryption; s is used and updated for messages
sent from A to B; sp is used and updated for messages sent from B to A.
Informally, OBLIVIOUS CHANNEL includes a symmetric ratchet. Furthermore,
when at least 100 messages have been sent by a party or when a timeout of
one week is reached since the last execution of the FuLlL, RATCHET PROTO-
COL, the FULL RATCHET PROTOCOL is executed to derive a new key seed for
the OBLIVIOUS CHANNEL, and can be informally regarded as an asymmetric
ratchet®. Figure 7.1 depicts this high-level view as a diagram.

Asymmetric Channel. Olvid’s ASYMMETRIC CHANNEL is a public-key encryp-
tion (PKE) scheme built from a KEM and an authenticated encryption (AE)
scheme. The KEM is instantiated with the ECIES-KEM construction [Sho01],
a Diffie-Hellman-based KEM that is IND-CCA-secure. For the Diffie-Hellman
routine Olvid uses Curve25519 [Ber06b] but the source code also includes an
implementation using the Million Dollar Curve (MDC) [BDF*15]. For au-
thenticated encryption Olvid adopts the Encrypt-then-MAC approach, using
AES-256-CTR combined with HMAC-SHA-256.

The Olvid specification describes this PKE scheme as a unidirectional com-
munication channel, so we use corresponding notation in Figure 7.2. Note
that ASYMMETRIC CHANNEL is not following the KEM/DEM construction
from [Sho01]: rather than using k; to encrypt the message m, it first encrypts
the message key mk4 with k; and then encrypts m with that message key.

A B

Send(m, kempk 4) Recv((cty, ctg, c), kemskp)

(cty, ki) <« KEM .Enc(kempkg)

mka < AE.KGen() k; < KEM .Dec(kemskg, ct;)
cty < AE.Ean, (mk‘A) (CtI ety (:) mka < AE,Deckl (Ctg)
¢ < AE.Encpy, (m) ST e AE.Decpy, (c)

Figure 7.2: The ASYMMETRIC CHANNEL protocol

When ASYMMETRIC CHANNEL is used as a subroutine of higher-level pro-
tocols, we will use notation

3These are the thresholds given in the Olvid specification [BF24]; the Android implemen-
tation in the analyzed version 3.6 uses 500 messages and 24h as thresholds.
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m
_
ASYMMETRIC CHANNEL

to mean that party A executes Send(m, kempk ) to encrypt message m and
send the ciphertext ¢ to B, followed by party B executing Recv(c, kemskp) to
receive ¢ and decrypt to m.

Oblivious Channel. Olvid’s OBLIVIOUS CHANNEL is essentially an
authenticated-encryption scheme with symmetric self-ratcheting of the
key. Again, authenticated encryption uses AES-256-CTR with HMAC-SHA-
256. Additionally, OBLIVIOUS CHANNEL uses a PRNG and a KDF, which are
instantiated with HMAC_DRGB as specified in [BK25] with SHA-256 as hash
function.

A B
Send(m, sa) Recv(cmka, ¢, 54)
Symmetric Ratchet Symmetric Ratchet
prng < PRNG .Init(ss) : prng < PRNG .Init(ss)
i s4 < PRNG.Next(prng) i s4 <« PRNG.Next(prng) :
skpr < PRNG.Nexzt(prng) skpr < PRNG.Next(prng) :
tk < KDF(skpr) (kaA:C) ‘k < KDF(skpr) :
......................................
mk 4 & AE.KGen() mka < AE.Decy(cmka)
cmky < AE.Enci(mka) m < AE.Decpp, ()
¢« AE.Encpy, (m)

Figure 7.3: The OBLIVIOUS CHANNEL protocol with the symmetric-ratchet
component marked in green

Just like for the ASYMMETRIC CHANNEL, we use unidirectional-channel
notation in Figure 7.3. Note that there are multiple levels of “encryption
indirection” in OBLIVIOUS CHANNEL. First, the key seed s4 is used as secret
input to PRNG to derive an updated key seed s4 and another seed sxpr. This
seed is then used as input to KDF to generate a symmetric key k, which is used
to encrypt the message key mk,4, which in turn is used to encrypt the message
m.

When OBLIVIOUS CHANNEL is used as a subroutine of higher-level proto-
cols, we will use notation

m
_—
OBLIVIOUS CHANNEL

to mean that party A executes Send(m,ss) to encrypt message m and send
the resulting ciphertext ¢ to B, followed by party B executing Recv(c, sg) to
receive ¢ and decrypt to obtain m.
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A B
YA = B =
(kempk 4, kemsk 4, (kempk g, kemskg,

signpk 4, signsk 4 signpk g, signsk g
kempk g, signpk ) kempk 4, signpk 4)

mp < 'ChannelCreation’ | devg | deva| idp | ida

op < SIG.Sign(signskp, mp)

(idp, devg, mp,op)

ASYMMETRIC CHANNEL

SIG. Verify(signpkp, (mp,oB)) 24
ma < ' ChannelCreation’ | deva | devg| ida || idp

o4 < SIG.Sign(signska, ma)
(epka, esky) « KEM.KGen()

(ida, deva, ma, o4, epka)
AsYMMETRIC CHANNEL
SIG . Verify(signpka, (ma,o)) 21

(k1,c1) <« KEM.Enc(epka)
(epkp, eskp) « KEM.KGen()

(c1,epkp)
AsYMMETRIC CHANNEL

(kg,c2) « KEM.Enc(epkg)

ki < KEM .Dec(eska,cy)

sA < H(AE.Encg, (0%°%)||AE. Ency, (0%55))||deva)
sp < H(AE.Ency, (0%9)||AE.Ency, (0%°%))||devs)

C2

ASYMMETRIC CHANNEL
ko <« KEM .Dec(eskg,cz)

sp < H(AE.Ency, (0%9)||AE.Ency,,0%°%))||devp)
sa < H(AE.Ency, (0%9)||AE.Ency, (0%5%))||deva)

Key confirmatio

OBLIVIOUS CHANNEL
ACK 4
OBLIVIOUS CHANNEL

Figure 7.4: High-level overview of the CCCD ProTOCOL

Channel Creation with Contact Device Protocol. This protocol implements an
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authenticated key exchange between two parties A and B that have already
obtained each other’s authentic long-term KEM and signature keys. The out-
put of the protocol are symmetric-key seeds s4 and sg. Prior to executing
the protocol, party A sends a message to contact B containing A’s identity
idy and device identifier devs. This message triggers the execution of the
CCCD ProTocoL by B, provided that B has A in its contact list and A is
active. The KEM is again instantiated with ECIES-KEM on Curve25519, the
signature algorithm SIG is the Edwards-Curve Digital Signature Algorithm
(EADSA) [BDL*11] over the MDC curve. The hash function H used in s4 and
sp is SHA-256. We show a simplified version of the protocol in Figure 7.4.
The strings ACK 4 and ACKp exchanged in the key-confirmation phase con-
tain additional information about the participants, for example, an encoding
of their profile picture.

Full Ratchet Protocol. The Full Ratchet Protocol exchanges fresh key material
through an already established OBLIVIOUS CHANNEL to update the key seed
sa (or sg if roles are reversed). Together with the symmetric ratchet that is
part of OBLIVIOUS CHANNEL, the protocol can be seen as Olvid’s version of the
double ratchet in Signal. While the symmetric ratchet alone would be sufficient
to achieve forward security, the FULL RATCHET PROTOCOL is required for
post-compromise security. All cryptographic primitives in the FULL RATCHET
PROTOCOL are instantiated as in the CCCD ProTOCOL. We show the protocol
in Figure 7.5.

Note that if A aborts the protocol after B has already updated s4 this does
not cause a desynchronization: A will simply reinitiate the FULL RATCHET
PRrOTOCOL from scratch by sending the first message, and B will still be able
to decrypt it because it retains a set of older seeds.

7.4 Formal analysis using TAMARIN

In this section we first explain how we model in the cryptographic core of Olvid
in TAMARIN. We then use this model to prove many security properties and
show that other properties of state-of-the-art secure-messaging protocols do
not hold.

7.4.1 Formally modeling Olvid

We first remark on our models of the signatures, encryption, and KEM prim-
itives. As the implementation makes use of malleable signatures, we use the
malleable signature models defined in [JCCGS19]. These models allow for mul-
tiple distinct signatures to be valid for the same message and signing key. For
authenticated encryption, we use the built-in encryption model (see [CDJZ23]).
For KEMs, we use a variant of the model used in [LSB24], which we adapt for
our threat models.
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A B

(epka, eska) « KEM.KGen()
rea < {0,164
(epka,rca)
OBLIVIOUS CHANNEL

rcg < TCA
(k1,¢1) <« KEM.Enc(epky)
(epkp, eskp) <« KEM.KGen()

(epkp, c1,1cp)

OBLIVIOUS CHANNEL
ABORT if reg # rca

ki < KEM .Dec(eska,c;)
(kg,co) « KEM .Enc(epkp)

(cz,7ea)

OBLIVIOUS CHANNEL
ABORT if rcy # rep

ke <« KEM .Dec(eskg,cz)
sa < H(AE.Ency, (0%%)||AE. Ency, (02°%))||deva)

rcp

OBLIVIOUS CHANNEL
ABORT if reg # rca

sa < H(AE.Ency, (0%%)||AE. Ency, (02°%))||deva)

Figure 7.5: High-level view of the FULL RATCHET PROTOCOL

ASYMMETRIC CHANNEL. The following macro defines the structure of a record
transmitted via the ASYMMETRIC CHANNEL:

1| AsymChanRecord (actor, peer, devActor, devPeer, kemPkPeer, k, rand, msgKey,
msg) = <<actor, peer, devActor, devPeer, <encaps(k, kemPkPeer, rand),
senc (msgKey, k)>>, senc(msg, msgKey)>

When a party actor sends a message msg to the party peer through the chan-
nel established between devActor and devPeer, it follows the Send procedure
shown in Figure 7.2. In the macro, consistent with the actual implementation,
the record includes additional header fields: actor, peer, devActor, devPeer.
The component < encaps(k, kemPkPeer, rand), senc(msgKey, k) > corresponds
to ¢mky in Figure 7.2. Note that, following the standard notation used in
TAMARIN, the arguments of the encryption function appear in reversed order
compared to conventional representations.
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OBLIVIOUS CHANNEL. Similarly, the macro for the OBLIVIOUS CHANNEL is
the defined as follows:

OblvChanRecord (actor, peer, devActor, devPeer, seedActor, msg, msgKey) =
<<actor, peer, devActor, devPeer, PRNG(seedActor, '1'), senc(msgKey,
hkdf (PRNG (seedActor, '2'), 'authEncKey'))>, senc(msg, msgKey)>

This models the encryption mechanism in Figure 7.3. The labels
1" and ’2’ match the corresponding calls to PRNG.Next in the fig-
ure. Here, seedActor corresponds to sy before being ratcheted and

hkdf (PRNG (seedActor,’ 2')," authEncKey") corresponds to k. The symmetric
ratcheting of chain key seeds is handled directly within the ObliviousChannel
fact: when a party A sends a message, its local OBLIVIOUS CHANNEL state is
updated from ObliviousChannel(A, B, devA, devB, seedA, seedB, counter) to
ObliviousChannel(A, B, devA, devB, PRNG(seedA, ’1’), seedB, counter+1).
Similarly, when the receiving party B processes the message, its OBLIVI-
0oUs CHANNEL state changes from ObliviousChannel(B, A, devB, devA, seedB,
seedA, counter) to ObliviousChannel(B, A, devB, devA, seedB, PRNG seedA,
’1’), counter). This mechanism ensures that seed values are ratcheted in syn-
chrony with message transmission and reception, while maintaining the correct
ratcheting number.

CHANNEL CREATION WITH CONTACT DEVICE (CCCD) ProTOCOL. Consis-
tent with Olvid’s specifications, we model the protocol using seven rules, each
corresponding to one step of the protocol, and similar how the protocol would
be covered by different oracle cases in a game-based proof.

One interesting aspect of our model is how we model the complex precon-
ditions and checks in Olvid’s code. In TAMARIN’s modeling language, some
preconditions for rules to be instantiated can be expressed by so-called restric-
tions, i.e., a rule can be restricted to only be enabled if a certain condition is
met or some action previously happened. In Olvid’s implementation, before
party B starts executing the protocol, it deletes any existing instance of the
same protocol between the same parties and devices, as well as any OBLIVIOUS
CHANNEL already established between its device and A’s device. To accurately
model this behavior, we define the restrictions No_protocol_instance_exists and
No_oblivious_channel_exists:

restriction No_protocol_instance_exists:
A1l a b deva devb #t.
EnforceNoProtocolInstanceExists(a, b, deva, devb) @t
==>
not (Ex #r pid. ProtocolInstance(pid, a, b, deva, devb) @r & #r<#t)

restriction No_oblivious_channel_exists:
All a b deva devb #t.
EnforceNoObliviousChannelExists (a, b, deva, devb) @t
==>
not (Ex #r. CreateObliviousChannel(a, b, deva, devb) @r & #r<#t)
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The first restriction models that when a rule containing the action EnforceNo-
ProtocollnstanceFExists is executed, the implementation checks that no instance
of the same protocol between the same two parties and devices was running
beforehand. The second restriction models that if a protocol step contains the
action EnforceNoObliviousChannelEzists, the implementation checks that no
previous protocol execution reached the point where an oblivious channel was
already generated by a party playing the role of A with B, using the same
devices devA and devB. These checks also apply when A performs the same
DELETE operations.

To model the ABORT operation caused by the other party being inactive or
not a contact, we introduce the following rule, which sets up the protocol under
the assumption that both parties are active and already in each other’s con-
tact list. We then require the facts ContactActive and ContactInContactList
as premises for all the protocol rules that include checks for inactivity or con-
tact status. This guarantees that the protocol can only progress when these
preconditions hold.

rule Setup_for_protocol:

-—>
[ !ContactActive($actor), !ContactInContactList($actor, $peer) 1]

To model the ABORT behavior triggered by the reception of a previously
received signature, we introduce the following restriction:

restriction uniqueness_signature:
A1l a b sigb #t.
EnforceNoSameSignatureReceived(a, b, sigb) 0@t
==>
not (Ex #r. StoreSignature(a, b, sigb) @r & (#r < #t))

This ensures that whenever a protocol trace includes a rule that contains the
action EnforceNoSameSignatureReceived, there exists no prior step in the ex-
ecution trace in which the same signature was stored by the receiving party,
similar to the checking condition in the implementation.

In the Olvid implementation, received KEM ciphertexts undergo valida-
tion, and malformed inputs result in a DecryptionException and subsequent
abort. To reflect this behavior, we model decapsulation checks using explicit
deconstructors, in combination with the embedded restriction on the predicate
ConditionCiphertext:

ConditionCiphertext (ctx)
<==> Ex k pk r. ctx = encaps(k, pk, r)

This models that decapsulating arbitrary malformed data will cause an abort,
but valid encapsulations of arbitrary keys with arbitrary randomness will not
cause an abort.

FuLL RAaTCHET PrOTOCOL. Following Olvid’s specifications, we model the
protocol from Figure 7.5 using six rules: three for parties playing the role of
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A and two for parties playing the role of B. In this setting, A’s root key is
the key to update. The execution of the protocol begins with two initialization
rules, FRP_Init_1 and FRP_Init_2. These rules ensure that the OBLIVIOUS
CHANNEL is synchronized on both sides before any further steps are taken. No
additional details about the FULL RATCHET PROTOCOL model are provided
here, as its design largely follows the same modelling principles as the CCCD
ProToOcCOL, and any differences are not relevant outside the strict modelling
context.

Adversarial capabilities. We perform several different analyses. As mentioned
in the introduction, there is a strong difference between the technical security
claims in [BF19], which are relatively weak, and informal claims in [Olv25a],
which are extremely strong. To cover this, we both model the weaker tech-
nical claims about forward secrecy as well as the eCK security model, which
is more representative of the strong informal claims. In the eCK setting, the
adversary can corrupt long-term keys, such as KEM keys and signing keys,
and reveal session keys (in our case, it can reveal session seeds and then re-
trieve the corresponding session keys). It can also reveal ephemeral KEM keys
and the randomness values used in KEM .Enc. As the adversary is assumed
to have full control over the network, it can intercept, modify, delete, and in-
ject arbitrary messages. The model further allows the adversary to attempt
Key Compromise Impersonation (KCI) attacks, whereby knowledge of a party’s
long-term key is exploited to impersonate other parties to that compromised
party. Due to the fact that signatures in the implementation are malleable, in
the CCCD ProOTOCOL the adversary is also able to replace valid signatures, as
well as send crafted Ping messages to trigger replay attacks. Additionally, in
the FUuLL RATCHET PROTOCOL, we consider the adversary capable of compro-
mising either the sender’s seed or the receiver’s seed used to ratchet the chain
keys.

7.4.2 Positive findings

Authentication. For both the CCCD ProTocoL and FuLL RATCHET PRO-
TOCOL, we model authentication between entities in TAMARIN as an injective
agreement. This property captures that only the intended participants engage
in the protocol within their assigned roles and that they share a consistent view
of the agreed-upon terms.

In TAMARIN’s syntax, such formal properties are specified as lemmas to be
proven, and we show an example of the mutual injective agreement below. The
final conjunct of the lemma is the injectivity condition, and it guarantees that
each protocol instance of party A is uniquely matched to a single instance of
party B. Informally, this injectivity corresponds to a uniqueness that models
replay protection.
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lemma mutual_authentication:
All pl p2 devl dev2 pid2 k1 k2 #i.

Commit (pid2, p2, pl, dev2, devl, ki1, k2) @i &

Role (pid2, <p2, pl, dev2, devl, 'Bob'>) @i &

not (Ex p #r. RevKemKeys(p) Q@r & #r < #i)

==>

Ex pidl #j.
Running (pidl, pl, p2, devl, dev2, ki1, k2) @j &
Role(pidl, <pl, p2, devl, dev2, 'Alice'>) @j &
#j < #i

& not (Ex #t2.
Commit (pid2, p2, pl, dev2, devl, ki1, k2) @t2 &
not (#i=#t2))

The formalization above slightly simplifies the formal property in the ar-
tifact to provide more intuition.* The formula states that if an agent p2,
executing in the role of party B, computes the keys kI and k2, and no adver-
sary has, prior to this computation, obtained any long-term KEM private key
of any agent nor any ephemeral KEM private key associated with any session,
then there must exist an agent p1, in the role of party A, such that pI was
already active prior to p2 computing the keys.

Forward secrecy. In the CHANNEL CREATION WITH CONTACT DEVICE PRO-
TOCOL and FULL RATCHET PROTOCOL, Olvid asserts that it provides perfect
forward secrecy (FS). In TAMARIN, we developed a series of secrecy lemmas,
with varying levels of strength, to elucidate protocols’ limitations related to
FS. The results obtained from these lemmas are positive with respect to the
standard notion of forward secrecy, in which the only patterns that lead to the
disclosure of the session seed involve the disclosure of the long-term KEM keys
of the participants, prior to the establishment of the seed by them. Addition-
ally, we successfully verify a stronger definition of secrecy, shown below. Its
strength is in considering the additional adversarial of revealing the seed of the
considered session or of another session that has the same seed.

A11 actor peer devActor devPeer sidActor seed #il #i3.
SessionSeedEstablished (sidActor, actor, peer, devActor, devPeer, seed)

Qi1 &
Role(sidActor, <actor, peer, devActor, devPeer, 'Alice'>) @il &
K(seed) Qi3 &
(A11 sid #i. RevRandomnessKem(sid) @ i ==> F)

==>

(Ex sid #i4. SessSeedRev(sid, seed) @i4) |
(Ex #i4. RevKemLtk (actor) @i4 & #i4 < #i1l) |
(Ex #i4. RevKemLtk(peer) @i4 & #i4 < #il)

However, we observe contrasting outcomes when considering security in
stronger security models, as we will describe in subsection 7.4.3.

Post-compromise security. The FULL RATCHET PROTOCOL offers a set of secu-
rity properties, one of which is post-compromise security. We model a CKA-like
[ACD19] property by proving that if the adversary is passive with respect to a
specific run of the full ratchet protocol (i.e., allowing the ratchet to heal), then
even if the adversary can compromise long-term secrets but not the specific

4The actual property analyzed includes a more complex threat model which leads to more
complicated “freshness conditions”.



(SR

R o ©oo~Non

o

1
2
3
4
5

6

7.4 Formal analysis using TAMARIN

seed or ephemerals of the current run, then the new seed is secret. We formally
model this security property in TAMARIN using the following lemma, which
TAMARIN quickly successfully verifies, using a custom proof tactic to improve
performance.

lemma PCS:
A1l actor peer devActor devPeer pidActor pidPeer seed #j #1 #t.

UpdatedSendSeed (pidActor, actor, peer, devActor, devPeer, <seed,
devActor>) Q1 &

UpdatedRecvSeed (pidPeer , peer, actor, devPeer, devActor, <seed,
devActor>) 0t &

K(seed) @j

==>

(Ex #i. RevEphAny(pidActor)e@i ) |

(Ex #i. RevEphAny(pidPeer)@i ) |

(Ex pidx #i. SessSeedRev(pidx, seed)@i ) |

(Ex a b #i. CompromiseRecvSeed(a, b, seed)@i ) |

(Ex a b #i. CompromiseSendSeed(a, b, seed)@i )

The verification confirms that the full ratchet protocol can effectively heal the
ratcheted session.

However, there are two design aspects that weaken any potential PCS guar-
antees. First, as established experimentally already in [CFKN20], Olvid ulti-
mately does not achieve PCS at the application layer, since sessions can be ar-
bitrarily restarted based on long-term secrets. Second, unlike Signal’s ratchet,
Olvid does not “accumulate” entropy of all previous ratchets into the next full
ratchet: the new seed replaces the old seed. This means that even if the session
handling were to be improved, compromise of the ephemeral keys (K1, K2) of
the current session would always compromise the next seed, which would not
be the case if Olvid would chain in the previous seed into a PRF-PRNG-like
construction [ACD19] as Signal does.

Replay protection. In the CHANNEL CREATION WITH CONTACT DEVICE PRO-
TOCOL, Olvid ensures replay protection by embedding a signature within the
Ping message. Upon receiving this message, a participant checks whether the
signature has been previously received. If it has, the protocol is aborted; oth-
erwise, the signature is stored to prevent future replays. To verify the effec-
tiveness of this strategy, we modeled a replay protection lemma in TAMARIN.
Our analysis confirms that the approach works but also highlights certain draw-
backs, which we discuss in section 7.5. Following Olvid’s source code, we model
malleable signatures.

The replay protection lemma specifies that once a participant receives and
stores a signature associated with a specific pair of devices, any forged version
of the same message’s signature created by an adversary cannot be stored. In
other words, only valid signatures are accepted and retained.

lemma replay_protection:

All pidActor actor peer devActor devPeer sigl sig2 #tl #t2 #t3.
Ping (pidActor, actor, peer, devActor, devPeer, sigl) @ tl &
StoreSignature (peer, actor, sigl) Qt2 &
ReplaceSignatureAndSendPing(actor, peer, devActor, devPeer, sigl, sig2)

Qet3

==>
not (Ex #t4. StoreSignature(peer, actor, sig2) 0t4)
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KCT resistance. Key Compromise Impersonation (KCI) considers the scenario
where an attacker compromises a party X’s long-term key, and then exploits the
protocol to impersonate as an arbitrary party towards X. The below property
models this by checking for agreement while allowing compromise of the actor,
which is reflected in the fact that the property should hold unless the long-
term key of the peer is compromised. Agreement should thus even hold when
the actor is compromised, ensure the absence of KCI attacks. We successfully
verified this property with respect to an adversary that can reveal long-term
keys but not short-term secrets.

lemma KCI_resistance:
A1l pidActor actor peer devActor devPeer kil k2 #t1.
Commit (pidActor, actor, peer, devActor, devPeer, ki1, k2) @tl &
not (Ex #t. RevKemLtk(peer) @ t & #t < #t1)
==>
Ex pidPeer #t2.
Running (pidPeer, peer, actor, devPeer, devActor, ki, k2) @t2

7.4.3 Negative findings

Session keys computed as output of authenticated key exchange are a function
of four secret keys, namely the static keys and the ephemeral keys of each of
the two parties. Strong security models like the extended Canetti-Krawczyk
(eCK) model introduced in [LLMO07] not only consider security of past sessions
if some of those keys are compromised, but also mandate key secrecy if certain
patterns of secret keys are compromised during the attacked session. This
property is sometimes referred to as security under mazimal exposure (MEX)
attacks [FSXY12].

Ephemeral key reveal. One property mandated by eCK and MEX security is
key secrecy with ephemeral keys of both parties revealed in the attacked ses-
sion. This captures an attack scenario where the devices running the protocol
employ a compromised or low-entropy randomness source. This scenario has
been demonstrated to be relevant in the real world by, e.g., Debian’s OpenSSL
randomness disaster [Wei08]. We model this scenario in TAMARIN and identify
an attack trace. Specifically, we modeled an attack scenario where the compro-
mise of both peers’ ephemeral secret keys and randomness allows an adversary
to compute the session seed (session keys).

Intuitively the reason for the existence of this attack is that both the CCCD
ProT1ocoL and the FuLL RATCHET PROTOCOL run ephemeral KEM-based
key exchanges through an encrypted and authenticated channel, from which
they inherit authentication. However, the session seed that is output from the
protocol is independent of all static keys, so there is no way for those static
keys to contribute to session-key confidentiality. One can consider this as the
“dual of KCI”, where instead of compromising the target’s long-term keys,
the adversary compromises only the target’s randomness used for ephermeral
secrets.
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Static-ephemeral reveal. Another property mandated by eCK and MEX security
is key secrecy with the static key of one party and the ephemeral key of the other
party revealed in the attacked session. We model also this reveal pattern in
TAMARIN and show that security indeed does hold because the lemma provided
below is falsified, meaning that there is no trace that, thanks to this reveal
pattern, allows the adversary to compute the session seed:

lemma static_ephemeral_reveal:

exists-trace

Ex I R pidI pidR devI devR seed #t1 #t2 #t3 #t4 #t5.
SessionSeedEstablished (pidI, I, R, devI, devR, seed) @ ti1 &
SessionSeedEstablished (pidR, R, I, devR, devI, seed) Qt2 &
RevKemLtk (I) @ t3 &
RevEKemSk (pidR, R, I, devR, devI) @ t4 &
not (Ex #t. RevEKemSk(pidI, I, R, devI, devR) @ t) &
not (Ex #t. RevKemLtk(R) @ t) &
not (Ex pid s #t. SessSeedRev(pid, s) @ t) &
not (Ex #t. RevRandomnessKem(pidI) @ t) &
K(seed) @ t5 & #t3 < #t5 & #t4 < #t5

An important aspect of this proof is that it relies on the design choice,
present in Olvid, that ephemeral public keys are not accessible to the adversary.
This assumption is justified in the protocol flow, since these keys are transmit-
ted exclusively over the encrypted and authenticated ASYMMETRIC CHANNEL
(in the CCCD ProTOCOL) or OBLIVIOUS CHANNEL (in both CCCD Pro-
TOCOL and FULL RATCHET PROTOCOL). However, requiring public keys to
be kept secret is an unusual assumption and may prove fragile when inter-
facing with implementation security. Implementors of cryptographic libraries
typically assume that it is no problem to leak information about public keys
through, e.g., timing information. We therefore also model the scenario where
in addition to the static key of one party and the ephemeral key of the other
party all public keys are revealed to the adversary.

lemma public_ephemeral_public_key_attack:
exists-trace
Ex I R pidI pidR devI devR seed #t1 #t2 #t3 #t4.
SessionSeedEstablished (pidI, I, R, devI, devR, seed) Q@tl &
K(seed) 0t2 &
not (Ex seed #i3. SessSeedRev(pidI, seed) @i3) &
not (Ex seed #i3. SessSeedRev(pidR, seed) @i3) &
not (Ex sid pa pb deva devb #t3 #t4. RevEKemSk(sid, pa, pb, deva, devb)
@t3 & RevKemLtk(pa) @t4) &
not ((Ex #t3 #t4. RevEKemSk(pidI, I, R, devI, devR) @t3 &
RevEKemSk (pidR, R, I, devR, devI) @t4)) &
RevealRandomness (pidI, I, R, devI, devR) @t3 &
RevEKemPk (pidR, R, I, devR, devI) @t4

The four not-statements in the lemma ensure that only traces relevant to
the specific attack are considered, filtering out those that do not contribute
to the analysis. As expected, TAMARIN finds an attack trace for this scenario.
Again, intuitively the reason for the attack is that session seeds are independent
of static keys.
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7.5 Source-code analysis and implementation
security

In order to derive the formal specification of Olvid described in Section 7.4.1, we
often relied on closely inspecting the Java source code of the Android client. In
this context we also reviewed the code for security issues; we report the findings
of this source-code analysis in this section. We emphasize that this analysis
is limited to the Java source code targeting Android and does not cover the
Swift implementation for iOS. Also, the analysis should not be confused with
a complete and systematic source-code audit.

7.5.1 Positive findings

Code very close to specification. Overall, the code is clean and easy to read.
In particular we appreciate the efforts that went into the very close matching
between the source code and the specification [BF24]. Specifically, pseudocode
in the specification and code in the actual implementation use the same func-
tion names and, where applicable, also the same variable names. This helped
significantly with deriving our formal model of the cryptographic core of Olvid.

7.5.2 Negative findings

Non-Canonical Values. Both the Android and iOS versions of Olvid do not use
established libraries for cryptographic primitives, but instead rely on their own
implementations of all cryptographic primitives (written in Java and Swift,
respectively). In the implementations of elliptic-curve-based primitives, we no-
ticed several instances of assuming that values are in a (fully reduced) canoni-
cal representation without actually ensuring first that they are. Most notably,
Olvid implements the Elliptic Curve Based Schnorr Digital Signature Algo-
rithm (ECSDSA) [£SidI18], but omits range checks. This means that signatures
in Olvid are malleable. As Olvid’s replay protection relies on storing all signa-
tures received in Ping messages at the beginning of the CCCD PROTOCOL in
a database, one might think that this malleability results in a straight-forward
attack against replay protection. However, interestingly, we were not able to
leverage this to an actual attack. What saves Olvid’s replay-protection mech-
anism is once more the fact that all messages of the CCCD PROTOCOL are
sent through the ASYMMETRIC CHANNEL.

DoS wvulnerability from replay protection. Storing signatures for replay protec-
tion however yields another attack vector, namely for a DoS attack that aims at
filling up the database and thereby eventually exhausting the victim’s memory
and storage. This process is relatively slow. In an experiment with a Google
Pixel 4a device as victim we were able to fill up the database at a rate of about
100 KB per minute from a single attacker device. We were able to roughly
double this rate when adding a second attacker device. What makes this DOS
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attack somewhat obnoxious is that it is persistent; restarting the application
or device will not resolve the issue. Regularly emptying the database would
clearly help, but also eliminate the replay protection. In Section 7.6 we briefly
discuss a first mitigation, which consists of replacing signatures by hashes.

Timing leakage in scalar multiplication. Finally, and most critically, we found
one instance of the open-source implementation of Olvid not following the
constant-time programming policy, which is widely accepted as state-of-the-art
for cryptographic implementations. More specifically, we find that the scalar
multiplication implemented for EdwardCurve is not constant-time. Specifically,
it doubles a point or adds a point to itself depending on the value of the scalar
bit, which is evaluated by a conditional branch. Knowing each branch outcome
leaks whether each bit is zero or one, allowing an attacker to reconstruct the
scalar [YF14].

We present the vulnerable code snippet in Listing 7.1. The input n, which
is the scalar, is evaluated by a conditional branch at line 4. The bodies of
the branch are almost identical, except that the operands of some operations
are different; we highlight differences in red. It follows a relaxed constant-time
programming policy, which assumes a branch with similar bodies does not cause
measurable timing differences [ACE*18].

1 scalarMultiplication(n, Y) {
3 Loop on n :
) if (n.testBit(i)) {

5 t3 = uR.add(wR) .modPow(TWO, p);
6 t4 = uR.subtract(wR) .modPow(TWO, p);
7 t5 = t3.subtract(t4) .mod(p);
8 u2R = t3.multiply(t4) .mod(p);
9 w2R = t5.multiply(t4.add(
10 c.multiply(t5))) .mod(p);
11 uQ = uQplusR; wQ = wQplusR;
12 uR = u2R; wR = w2R;
13 } else {
14 t3 = uQ.add(wQ) .modPow (TWO, p);
15 t4 = uQ.subtract(wQ) .modPow(TWO, p);
16 t5 = t3.subtract(t4) .mod(p);
17 u2Q = t3.multiply(t4).mod(p);

18 w2Q = t5.multiply(t4.add(
19 c.multiply(t5))) .mod(p);
20 uQ = u2Q; wQ = w2Q;

uR = uQplusR; wR = wQplusR;

Listing 7.1: Vulnerable Scalar Multiplication

We show that this assumption does not hold here with a proof-of-concept
attack on the vulnerable scalar multiplication. We first compile the exact same
scalar multiplication taken from Olvid source code, which is written in Java,
to native binary on Intel i7-10710U that runs Ubuntu 20.04.06LTS. Then we
monitor two instruction locations, one for each branch body, with the classic
Flush+Reload technique [YF14]. That is, the spy process keeps flushing the
monitored instructions out of the cache and measuring the cost of reloading
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them in a periodic manner. If the reload cost is small, it indicates that the
victim process has accessed the flushed instruction which brings the instruc-
tion back the cache. Otherwise, the victim has not accessed the monitored
instruction.

We pin the victim process to one core and the spy process to another core.
We first execute the spy process, which keeps monitoring the two locations
without knowing when the victim starts executing the scalar multiplication.
Then, we execute the victim process which processes a random scalar n. De-
pending on the value of each scalar bit, the victim process executes one of
the two branches and the spy process should observe the timing difference of
reloading the two locations. If the scalar bit is one, the attacker will observe a
small reload cost for instruction location in the throughput branch, and a large
reload cost for instruction location under the else branch. Figure 7.6 presents
partial of the results, where the x-axis is the scalar bit index and the y-axis
is the reload cost. As shown in the figure, the timing difference between ex-
ecuting different branches is significant: if the victim executes the monitored
instruction, the reload cost is always below 50 cycles, otherwise it is always
above 100 cycles. According to the figure, the recovered bits are 1011110110.
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Figure 7.6: Flush+Reload attack on the scalar multiplication.

7.6 Conclusion and Future Work

Our formal analysis presented in Section 7.4 and our source-code and
implementation-security analysis presented in Section 7.5 show that the cryp-
tographic core of Olvid gets many things right, but still falls somewhat short of
the goal of matching or even exceeding the state of the art in terms of security.

Some of the issues we found are fairly easy to address. This includes elim-
inating the timing leakage in elliptic-curve scalar multiplication (at least on
source level; robust solutions to preserve this property through compilation
for mainstream languages are still lacking [SLP*25, GPSar, GM25]). Also,
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more careful canonicalization through modular reductions before range checks
or other comparisons should be easy to include.

Other issues, most notably security under certain key-reveal patterns, will
require updates to the Olvid protocol stack, which will break backwards com-
patibility. We recommend including the key output of the encapsulations to
static keys in the session-key derivation in the CCCD PRoOTOCOL. Similarly
we recommend including the previous session keys in the derivation of fresh
keys in the FuLL RATCHET PrOTOCOL. We are in a constructive dialogue
with the Olvid developers that we hope will eventually result in a concrete
proposal.

More broadly, there are further aspects of the Olvid ecosystem that we
believe can be improved to increase security and trust, we reflect on those
aspects in the following and also circle back to the use of (malleable) signa-
tures for replay protection and the resulting DoS attack vector we discussed in
Section 7.5.

Formal security specifications. The Olvid specification [BF24] only describe
how Olvid functions, not why protocols are designed the way they are. For
formal security analyses such as the one we present in this chapter but also
for potential future work it would be very helpful, if the specification formally
stated for each sub-protocol what assumptions is makes about inputs, employed
subprotocols, and primitives, and what security goals it aims to achieve.

As one example, the use of the FULL RATCHET PROTOCOL clearly hints
at post-compromise security (PCS) as a design goal of Olvid, but this is not
stated or formalized anywhere. Also, as shown in [CFKN20], Olvid does not
actually achieve PCS at application level. If PCS is a design goal, then changes
will be required to extend the property from protocol to application level; if
it is not a design goal, an obvious simplification of Olvid’s cryptographic core
would be to drop FULL RATCHET PROTOCOL altogether.

As another example, the CCCD PRrROTOCOL at a first glance looks like an
authenticated-key-exchange built from signatures and ephemeral KEM-based
key exchange. However, the signatures do not actually contribute to authen-
tication; instead, authentication is inherited from the encrypted and authenti-
cated ASYMMETRIC CHANNEL through which all messages are sent. It is still
not entirely clear to us if this is an intentional design decision or a “happy
accident”.

Unclear purpose of signatures. One use that signatures do have is to ensure
replay protection during the CHANNEL CREATION WITH CONTACT DEVICE
ProTOCOL. One would usually expect that this use case requires signatures
to satisfy strong existential unforgeability under chosen message attacks (SUF-
CMA). As explained in Section 7.5,this condition is not met in Olvid’s current
implementation; the replay-protection mechanism is saved by the fact that all
messages of the CCCD PROTOCOL are sent through the ASYMMETRIC CHAN-
NEL. A more robust and efficient approach would be to replace signatures with
second-preimage-resistant hashes. Using TAMARIN, we analyzed the protocol’s
security properties after substituting signatures with such hashes and found
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that all security properties we prove for Olvid with signatures remain intact,
while replay protection is significantly strengthened, even in the absence of the
ASYMMETRIC CHANNEL.

Additional benefits of using hashes instead of signatures would be improved
computational performance and smaller storage requirements, as signatures
have a size of 80 bytes, whereas hashes would occupy only 32 bytes. The latter
would help as a first step towards mitigating the DOS attack vector described
in Section 7.5. However, at the moment a signed ping message also triggers
tearing down already existing channels [BF25]. When replacing signatures
by hashes, this mechanism would need to be updated to use authentication
provided by the ASYMMETRIC CHANNEL.

Anonymity claims too bold. Olvid’s advertisement includes questionable state-
ments about anonymity guarantees, for example “Olvid is the only system that
also encrypts metadata, thus guaranteeing the anonymity of interlocutors”, or
“No third party could ever identify the participants, not even the server. No
trace of any metadata.”. In fact, servers see a lot of metadata including recipi-
ent public keys (required to deliver messages), message sizes, and timing infor-
mation of messages. The link between public keys and individuals is not imme-
diately public, but will in many cases be rather trivial to establish, not only if
server operators are at the same time also users of Olvid with their own contact
list. Following common cryptographic terminology [PKO01], it would certainly
be more appropriate to speak about pseudonymity rather than anonymity and
refrain from making statements about unavailability of metadata to the server.

Not completely open-source (yet). While the client code of Olvid is open source,
the server code is currently not. Olvid lists four reasons why they did not yet
make the server source code available®. First, they argue that because the
server is untrusted, “making the code open source would have no beneficial
security impact”. While we agree that having the client code available is much
more important, we disagree that the server code is not relevant for security
analysis. For example, it would be very useful to study the code to get a better
understanding of what privacy or “anonymity” users can expect if a server is
seized by law enforcement. The next two reasons are mostly relating to the
fact that users are discouraged from running their own server until APIs have
stabilized. This makes sense, but could also be achieved by clear warnings
while still making the server code available for independent security analysis.
The last reason is essentially that Olvid would like to have some security by
obscurity against DOS attacks. Overall, we do not find any of the reasons fully
convincing and encourage Olvid to release the server source code rather sooner
than later.

5See https://olvid.io/faq/server-and-open-source/
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7.6.1 Avenues for future work

One obvious avenue for future work is an analysis in the computational model.
As mentioned before, in order to modularize this analysis, it would be very
helpful to have formal security assumptions and goals defined for each sub-
protocol in Olvid’s specification.

Another direction for future work is to investigate security of Olvid beyond
the cryptographic core, including, e.g., the details of group messaging and
session handling.

As mentioned in Section 7.5, our source-code analysis is not a full systematic
code audit. Also, it is limited to the Java code targeting Android and does not
cover the Swift implementation targeting iOS. A full code audit of all Olvid
clients would certainly be useful to improve the implementation and increase
trust, but is beyond the scope of academic research.

Finally, while we informally criticize the anonymity claims as too bold, we
leave a formalization of what privacy properties Olvid does achieve to future
work.






Chapter 8

Conclusion and Outlook

Within this thesis we implemented post-quantum solutions for resource-
constrained environments. For all investigated cases it was in fact possible
to employ PQC, but it was necessary to take the system’s exact character-
istics into account. Both implementation and algorithm had to be tweaked
to the use case, giving valuable, generalizable insights. The exact cost of our
post-quantum solutions was detailed.

We would like to conclude with a brief outlook on further research directions
the author deems relevant. Work on this thesis began when it was still unclear
which algorithms would be selected by NIST. With the first standards in place,
and further algorithms scheduled for standardization, the field of post-quantum
cryptography has reached a milestone. However, it seems that there is still
much to do.

More Implementation and Algorithmic Tweaks. It appears that lattice-
based algorithms, such as Kyber and Dilithium, will play a dominant role for
common scenarios. In fact, large institutions such as Google [Han24], Cloud-
flare [Wes23], Signal [Kre24] or Apple [Eng24] have already included them into
products. Unfortunately, in the embedded world, few scenarios are “common”.
Custom solutions will have to be found in order to encompass PQC into sys-
tems that often times already struggle with the much cheaper ECC. These
solutions could include tweaked algorithms (such as presented in Chapter 6).
Much attention in the literature has been given to aligning a certain algorithm
to a given platform using implementation tricks. It is unclear if this will suffice
for all circumstances. Designing algorithms that are flexible enough so that
they can be tweaked not only on an implementation level, but on an algorith-
mic level, seems an interesting avenue of research. This has to be done with
caution of course, as it can be very dangerous to tweak fragile algorithms. Of
all NIST-selected algorithms, only SPHINCS+ comes with this maximum of
flexibility.

Embedded Authentication. Embedded systems tend to have much longer
development and life cycles than software products. While it is understandable,
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that due to harvest now, decrypt later threats, key establishment mechanisms
found adopters early on, authentication also plays a vital role. In the embed-
ded realm, the need to upgrade to quantum-safe authentication is more press-
ing than it seems. Software products might be able to update trivially once
quantum computers become a reality. However, long-lasting embedded sys-
tems are developed and deployed constantly. Some with decade-long expected
lifetimes. My government-issued passport, for example, has a validity of ten
years and uses ECC for authentication. More research into which embedded
scenarios require post-quantum solutions and how those solutions could look
like is needed. The ongoing NIST selection process for additional post-quantum
signatures would benefit from this research as well.

Formal Verification. Cryptography is complex. That has not changed for the
better with the advent of post-quantum cryptography. Compared to decades
of trial-and-error learning on how to improve pre-quantum cryptography im-
plementation, post-quantum is still in its infancy. How this can affect im-
plementation security was recently put on display via a side-channel attack
on Kyber’s reference implementation [Fir]. The side channel was introduced
through counter-intuitive, but legal, compiler behavior. Formally verifying im-
plementations and therefore assuring correct algorithms and implementations
is a long-awaited dream of computer scientists. There are promising approaches
(see e.g. Chapter 4) to this. However, as they add complexity to an already
complex subject, it is not always easy to get them right or understand what
exact guarantees are given. Research on how to enhance usability of fomal ver-
fification methods is therefore just as important as developing those methods.

Post-Quantum Education. Trust is very difficult to gain, but extremely easy
to lose. In countless conversations with engineers from industry I have heard
reservations against the use of PQC. News about broken schemes like Rain-
bow [Beu22| or SIKE [CD22] spread far beyond the usual circle of cryptogra-
phers. Combined with the abstract threat of a quantum computer that few
people are able to imagine, this makes developers doubtful. Especially in the
usually-technology-conservative embedded world, where additional hardware
upgrades are expensive, this doubt could lead to fewer adoption. Government-
mandated standards aren’t necessarily a solution in a competitive industry
operating internationally. At least not, if engineers and developers think of
PQC as expensive and as adding more security issues than it counters. Making
PQC more transparent and approachable through means of education is there-
fore of great importance for the field. Research into how this transparency
could best be achieved is needed.



Acronyms

The list below presents commonly used acronyms in alphabetical order as ref-
erenced throughout this thesis. Names of schemes or algorithms are excluded.

AEAD
AKE
AWS
CPU
CTAP
DH
DRAM
ECC
eOS
FIDO
FPU
FRP
HKDF
ISA
ISR
KDF
KEM
LWE
MAC

Authenticated Encryption with Associated Data
Authenticated Key Exchange
Amazon Web Services

Central Processing Unit

Client to Authenticator Protocol
Diffie-Hellman

Dynamic RAM

Elliptic Curve Cryptography
Embedded Operating System

Fast IDentity Online

Floating Point Unit

Full Ratchet Protocol

Hash-based Key Derivation Function
instruction set architectures
interrupt service routine

Key Derviation Function
Key-Encapsulation Mechanism
Learning With Errors

Message authentication codes
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MCU
MLWE
MSIS
ORAM
oT
PKE
PQC
PSK
RAM
ROM
SIMD
SRAM
TLS
TPM
XOF

microcontroller unit

Module Learning With Errors
Module Shortest Integer Solution
Oblivious RAM

Oblivious Transfer

Public Key Encryption
Post-Quantum Crypto

Pre Shared Key

Random-Access Memory
Read-Only Memory
Single-Instruction Multiple-Data
Static RAM

Transport Layer Security
Trusted Platform Module

EXtendable Output Function
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Summary

This thesis explores the implementation of post-quantum cryptography (PQC)
in resource-constrained environments, providing insights into the feasibility and
cost of deploying PQC in such settings. Its main focus is on quantum-secure au-
thentication on embedded systems. The chapters presented elaborate on how
PQC can be integrated into various embedded scenarios. Such integrations
typically require careful consideration of the system’s specifics and necessitate
vigilant implementation and algorithmic tweaks. An introduction and moti-
vation to the subject is given in Chapter 1. Chapter 2 then gives necessary
definitions, details notation and presents the research methodology. The re-
mainder of the thesis is divided into three parts. Part I details research on
implementations of PQC primitives in resource-constrained environments and
their security. It consists of Chapter 3 and Chapter 4.

Chapter 3. In this chapter, we study implementations of post-quantum sig-
nature schemes on resource-constrained devices. We focus on verification
of signatures and cover NIST PQC round-3 candidates Dilithium, Fal-
con, Rainbow, GeMSS, and SPHINCS*. For this, we assume an ARM
Cortex-M3 with 8 kB of memory and 8 kB of flash for code; a practical
and widely deployed setup in, for example, the automotive sector. This
amount of memory is insufficient for most schemes. Rainbow and GeMSS
public keys are too big; SPHINCS™ signatures do not fit in this memory.
To make signature verification works for these schemes, we stream in pub-
lic keys and signatures. When streaming the public key, the device needs
to securely store a hash value of the public key to verify the authenticity
of the streamed public key. During signature verification, the public key
is incrementally hashed, matching the data flow of the streamed public
key. Due to the memory requirements for efficient Dilithium implemen-
tations, we stream in the public key to cache more intermediate results.
We discuss the suitability of the signature schemes for streaming, adapt
existing implementations, and compare performance.

Chapter 4. This chapter introduces a solution that can benefit implementa-
tion of post-quantum, pre-quantum and symmetric primitives alike. In
it, we revisit the problem of erasing sensitive data from memory and reg-
isters during return from a cryptographic routine. While the problem
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and related attacker model is fairly easy to phrase, it turns out to be
surprisingly hard to guarantee security in this model when implement-
ing cryptography in common languages such as C/C++ or Rust. We
revisit the issues surrounding zeroization and then present a principled
solution in the sense that it guarantees that sensitive data is erased and it
clearly defines when this happens. We implement our solution as exten-
sion to the formally verified Jasmin compiler and extend the correctness
proof of the compiler to cover zeroization. We show that the approach
seamlessly integrates with state-of-the-art protections against microarchi-
tectural attacks by integrating zeroization into Libjade, a cryptographic
library written in Jasmin with systematic protections against timing and
certain microarchitectural attacks. We present benchmarks showing that
in many cases the overhead of zeroization is barely measurable.

Part II, containing Chapter 5 and Chapter 6, builds up on this research and in-
vestigates how security protocols used in embedded environments can be altered
and instantiated to be quantum secure, while retaining necessary performance
characteristics.

Chapter 5. In this chapter, we conduct a performance comparison of the es-
tablished TLS 1.3 and the newly proposed KEMTLS in an embedded
setting, including different transmission mediums. The comparison has
a focus on server authentication within the embedded client, but takes
the full post-quantum handshake into account. TLS secures transport for
high-end desktops and low-end embedded devices alike. With the first
PQC standards around, TLS will have to be updated soon. However, es-
pecially for small microcontrollers, it appears the current NIST-selected
post-quantum signature solutions pose a challenge. To gain meaningful
results, this chapter presents implementations of KEMTLS and TLS 1.3
on a Cortex-M4-based platform. In the experiments, both protocols are
investigated with the NIST finalist signature schemes and KEMs, except
for Classic McEliece which has too large public keys. All benchmarks are
performed in network settings relevant to the Internet of Things, namely
low-latency broadband, LTE-M and Narrowband IoT.

Chapter 6. This chapter continues to investigate post-quantum authentica-
tion in resource-constrained environments. In contrast to the previous
chapter, this chapter is concerned with user authentication. FIDO2 can
be used to facilitate secure user authentication within an application that
provides server authentication (as seen in the previous chapter). It lever-
ages asymmetric signatures for that purpose. Two of the three NIST-
selected signature algorithms are lattice based, offering good performance
but posing challenges due to complex implementation and intricate secu-
rity assumptions. A more conservative choice for quantum-safe authen-
tication are hash-based signature systems, such as the also-standardized
SLH-DSA, which is based on the SPHINCS+ construction. However, due
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to large signature sizes and low signing speeds, hash-based systems have
only found use in niche applications. In this chapter we combine different
approaches to show that the SPHINCS+ signature system can be opti-
mized in its parameters and implementation to be high performing, even
when signing in an embedded setting. We demonstrate this in the context
of user authentication using hardware security keys within FIDO.

Part III, containing Chapter 7 features supplementary work that is relevant
also outside the embedded and post-quantum realm.

Chapter 7. In this chapter, we present an analysis of the cryptographic core
of the French encrypted messaging app Olvid. It is, among other things,
a recommended instant messaging solution for french government offi-
cials. We employ the TAMARIN prover for a formal analysis of Olvid’s
authenticated key-exchange and continuous-key-agreement protocols, and
conduct an analysis of the Java implementation targeting Android de-
vices. Even though the formal analysis confirms that the Olvid protocols
achieve security properties such as mutual authentication, session-key se-
crecy, forward secrecy, and replay protection, the analysis also reveals
that the Olvid protocols fail to achieve security under certain key-reveal
patterns. Furthermore, source-code analysis reveals at least one tim-
ing leakage vulnerability, for which we present a practical key-recovery
attack. To enhance Olvid’s security and facilitate future analyses, we
propose design changes aimed at mitigating the identified vulnerabilities.

All chapters are accompanied by code published under a permissive license,
deliver extensive benchmarks and present reproducible results.






Samenvatting

Dit proefschrift onderzoekt de implementatie van post-quantum cryptografie
(PQC) in omgevingen met beperkte middelen en geeft inzicht in de haalbaar-
heid en de kosten van het inzetten van PQC in dergelijke omgevingen. De
meeste focus ligt op quantum-veilige authenticatie op embedded systems. De
gepresenteerde hoofdstukken belichten hoe PQC kan worden geintegreerd in
verschillende embedded scenario’s. Dergelijke integraties vereisen doorgaans
zorgvuldige overweging van de specificaties van het systeem en maken een
waakzame implementatie en algoritmische aanpassingen noodzakelijk. Een in-
troductie en motivatie voor het onderwerp wordt gegeven in Chapter 1. Chap-
ter 2 geeft vervolgens de nodige definities, detaileert notatie en presenteert de
onderzoeksmethodologie. De rest van het proefschrift is verdeeld in twee delen.

Part T beschrijft het onderzoek naar implementaties van PQC primitives
in omgevingen met beperkte middelen en hun beveiliging. Het bestaat uit
Chapter 3 en Chapter 4.

Chapter 3. In dit hoofdstuk bestuderen we implementaties van post-quantum
digitale handtekeningen op apparaten met beperkte middelen. We rich-
ten ons op de verificatie van handtekeningen en behandelen NIST PQC
ronde-3 kandidaten Dilithium, Falcon, Rainbow, GeMSS en SPHINCS*.
Hiervoor gaan we uit van een ARM Cortex-M3 met 8 kB geheugen en 8
kB flash voor code; een praktische en veelgebruikte opstelling in bijvoor-
beeld de auto-industrie. Deze hoeveelheid geheugen is onvoldoende voor
de meeste cryptosystemen. De publieke sleutels van Rainbow en GeMSS
zijn te groot; SPHINCS*-handtekeningen passen niet in dit geheugen.
Om verificatie voor deze cryptosystemen te laten werken, streamen we
publieke sleutels en handtekeningen. Bij het streamen van de publieke
sleutel moet het apparaat een hashwaarde van de publieke sleutel vei-
lig opslaan om de authenticiteit van de gestreamde publieke sleutel te
verifiéren. Tijdens de verificatie wordt de publieke sleutel incrementeel
gehasht, om te matchen met de dataflow van de gestreamde publieke sleu-
tel. Vanwege de geheugeneisen voor efficiénte Dilithium-implementaties
streamen we de publieke sleutel in om meer tussenresultaten te cachen.
We bespreken de geschiktheid van de cryptosystemen voor streaming,
passen bestaande implementaties aan en vergelijken prestaties.
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Chapter 4. Dit hoofdstuk introduceert een oplossing die de implementatie
van post-quantum, pre-quantum en symmetrische primitives ten goede
kan komen. In deze oplossing kijken we opnieuw naar het probleem van
het wissen van gevoelige gegevens uit het geheugen en registers tijdens
de return van een cryptografische routine. Hoewel het probleem en het
gerelateerde aanvallersmodel vrij eenvoudig te formuleren zijn, blijkt het
verrassend moeilijk om veiligheid in dit model te garanderen wanneer we
cryptografie implementeren in gangbare talen zoals C/C++ of Rust. We
bekijken nogmaals de problemen rond zeroization en presenteren vervol-
gens een oplossing gebaseerd op principes, in de zin dat het garandeert
dat gevoelige gegevens worden gewist en het duidelijk definieert wan-
neer dit gebeurt. We implementeren onze oplossing als uitbreiding op
de formeel geverifieerde Jasmin-compiler en breiden het correctheidsbe-
wijs van de compiler uit om zeroization te dekken. We tonen aan dat de
aanpak naadloos integreert met geavanceerde beschermingen tegen mi-
croarchitecturale aanvallen door zeroization te integreren in Libjade, een
cryptografische bibliotheek geschreven in Jasmin met systematische be-
schermingen tegen timing en bepaalde microarchitecturale aanvallen. We
presenteren benchmarks die aantonen dat de overhead van zeroization in
veel gevallen nauwelijks meetbaar is.

Part II, welke bestaat uit Chapter 5 en Chapter 6, bouwt voort op dit on-
derzoek en onderzoekt hoe beveiligingsprotocollen die in embedded omgevingen
worden gebruikt, kunnen worden aangepast en geimplementeerd om quantum-
veilig te zijn, terwijl de noodzakelijke prestatiekenmerken behouden blijven.

Chapter 5. In dit hoofdstuk voeren we een vergelijking uit tussen de presta-
tie van de gevestigde TLS 1.3 en de nieuw voorgestelde KEMTLS in een
embedded omgeving, voor verschillende transmissiemedia. De vergelij-
king richt zich op serverauthenticatie binnen de embedded client, maar
houdt rekening met de volledige post-quantum handshake. TLS beveiligt
transport voor zowel high-end desktops als low-end embedded apparaten.
Met de eerste PQC-standaarden in aantocht, zal TLS binnenkort moeten
worden bijgewerkt. Echter, vooral voor kleine microcontrollers lijken de
huidige door NIST geselecteerde post-quantum digitale handtekeningen
een uitdaging te vormen. Om zinvolle resultaten te krijgen, presenteert
dit hoofdstuk implementaties van KEMTLS en TLS 1.3 op een Cortex-
M4 platform. In de experimenten worden beide protocollen onderzocht
met de NIST-finalisten voor digitale handtekeningen en KEM’s, behalve
Classic McEliece, die te grote publieke sleutels heeft. Alle benchmarks
worden uitgevoerd in netwerkinstellingen die relevant zijn voor het Inter-
net of Things, namelijk low-latency breedband, LTE-M en Narrowband
IoT.

Chapter 6. Dit hoofdstuk blijft post-quantum authenticatie in omgevingen
met beperkte middelen onderzoeken. In tegenstelling tot het vorige
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hoofdstuk richt dit hoofdstuk zich op gebruikersauthenticatie. FIDO2
kan worden gebruikt om veilige gebruikersauthenticatie te vergemakkelij-
ken binnen een applicatie die serverauthenticatie biedt (zoals te zien in
het vorige hoofdstuk). Voor dat doel maakt het gebruik van asymmetri-
sche handtekeningen. Twee van de drie door NIST geselecteerde algorit-
mes voor digitale handtekeningen zijn gebaseerd op roosters, waardoor
ze goede prestaties bieden maar ook uitdagingen vormen vanwege com-
plexe implementaties en ingewikkelde beveiligingsaannames. Een conser-
vatievere keuze voor quantum-veilige authenticatie zijn digitale handteke-
ningen gebaseerd op hashfuncties, zoals het eveneens gestandaardiseerde
SLH-DSA, dat is gebaseerd op de SPHINCS+ constructie. Echter, van-
wege hun grote handtekeningen en trage ondertekeningen, hebben syste-
men gebaseerd op hashfuncties alleen gebruik gevonden in nichetoepas-
singen. In dit hoofdstuk combineren we verschillende benaderingen om
te laten zien dat het SPHINCS+ cryptosysteem kan worden geoptimali-
seerd in zijn parameters en implementatie om hoge prestaties te leveren,
zelfs bij het ondertekenen in een embedded omgeving. We demonstreren
dit in de context van gebruikersauthenticatie met behulp van hardware-
beveiligingssleutels binnen FIDO.

Part II1, welke bestaat uit Chapter 7, bevat aanvullend werk dat ook buiten
het embedded en post-quantum domein relevant is.

Chapter 7. In dit hoofdstuk presenteren we een analyse van de cryptogra-
fische kern van de Franse versleutelde berichtenapp Olvid. Het is on-
der andere een aanbevolen oplossing voor instant messaging voor Franse
overheidsfunctionarissen. We gebruiken de TAMARIN prover voor een for-
mele analyse van Olvid’s geauthenticeerde sleuteluitwisseling en continue-
sleutelovereenkomstprotocollen, en voeren een analyse uit van de Java-
implementatie gericht op Android-apparaten. Hoewel de formele analyse
bevestigt dat de Olvid-protocollen beveiligingseigenschappen bereiken zo-
als wederzijdse authenticatie, sessiesleutelgeheimhouding, forward secrecy
en replaybescherming, onthult de analyse ook dat de Olvid-protocollen
niet in staat zijn om beveiliging te bereiken onder bepaalde patronen
van sleutelonthulling. Bovendien onthult broncode-analyse ten minste
één kwetsbaarheid voor timing aanvallen, waarvoor we een praktische
sleutelherstel-aanval presenteren. Om de beveiliging van Olvid te verbe-
teren en toekomstige analyses te vergemakkelijken, stellen we ontwerpwij-
zigingen voor die gericht zijn op het verminderen van de geidentificeerde
kwetsbaarheden.

Alle hoofdstukken worden vergezeld van code die onder een permissive li-
centie is gepubliceerd, leveren uitgebreide benchmarks en presenteren reprodu-
ceerbare resultaten.
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